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ZyXEL MSTP Support Note

Overview of MSTP

Multiple Spanning Tree Protocol (IEEE 802.1s) is backward compatible with
STP/RSTP and addresses the limitations of existing spanning tree protocols (STP
and RSTP) in networks to include the following features:

-« One Common and Internal Spanning Tree (CIST) that represents the entire
network's connectivity.

- Grouping of multiple bridges (or switching devices) into regions that appear as
one single bridge on the network.

- A VLAN can be mapped to a specific Multiple Spanning Tree Instance (MSTI).
MSTI allows multiple VLANSs to use the same spanning tree.

- Load-balancing is possible as traffic from different VLANs can use distinct
paths in a region.

MST Region:

An MST region is a logical grouping of multiple network devices that appears as a
single device to the rest of the network. Each MSTP-enabled device can only belong
to one MST region.

MST Region

—  \— (Appear to other switch as a MST Region
[ e “BIG switch” )
>
\__ ‘—
\_ \_—

MST Instance:

An MST Instance (MSTI) is a spanning tree instance. VLANs can be configured to
run on a specific MSTI. Each created MSTI is identified by a unique number (known
as an MST ID) known internally to a region. Thus an MSTI does not span across MST
regions.
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This MST Region can be decomposite into two MSTIs. One for vlan 2,3 , and
another for vlan 4,5. Different MSTIs have different topologies.

Scenario&Benefits

Consider the following topology:

VLAN2 VLAN3
If we use STP/RSTP in this topology. All traffics from D to hosts connect to other
switches will go through the root port.
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Traffic on STP/RSTP enabled topology.

A(Root)

——— > VLAN2 traffic

—————————— VLANS traffic

MST Region

MSTI2 for VLAN3

When there’re traffics belong to VLAN2 and VLAN3. Each of them can go through
different uplinks.
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— = VLAN2Z traffic

—— = VLANS traffic

With multiple uplink ports be enabled. The traffic loading will be balanced between
two uplink ports, which also increase the network throughput and usage.

Configuration using the Web GUI — Switch A

1. Connect MGMT port with a PC or Notebook via the RJ45 Cable.

2. By default, the MGMT IP of the out-band port is 192.168.0.1/24

3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 in the
URL field.

5. By default, the username for the administrator is “admin” and the
corresponding password is “1234”.

6. After successful login you will see a screen similar to the one on the
screenshot below.
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B Save W Status [ Logout H Help

@) Port Status___J

Port Name Link State LACP TxPkts RxPkts Errors TxKB/s RxKB/s Up Time

q 100MIF FORWARDING Disabled 345 674 0 0.0 0.64 0:03:52

2 100MIF FORWARDING Disabled 168 1 1 0.64 0.0 0:01:33

3 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

4 Dowh STOP Disahled 0 0 0 0.0 0.0 0:00:00

Systemn Info 5 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00
General Setup B Down STOP Disabled 0 1} 1} 0.0 0.0 0:00:00
Switch Setup I Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
P Setup 8 Down STOP  Disabled 0 0 0 0.0 0.0  0:00:00
Port Setup 9 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
10 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

11 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

12 Down STOP Disahled 1) 1] 1] 0.0 0.0 0:00:00

13 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

14 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

15 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00

16 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

17 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

20 Down STOP Disahled 0 1} 1} 0.0 0.0 0:00:00

An
g 5 }:t m Clear Counter
0

7. First of all, you need to enable the switch’s MSTP function. To do so, click items
depicted below. Advanced Application -> Spanning Tree Protocol ->
Configuration

Save [ Status A Logout HHelp

[ @) Spanning Iree Protocol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

orge
el
.
YLal e DN BCISHEON), | s
Static MAC Forwarding Forwarding Delay (second)
Hilteyng . e mest g BOdoe;
B G L
Bandwidth Cantral Topology Changed Times
Broadcast Storm Control Time Since Last Change
Mirraring
Link Aggregation
Port Authentication
Port Security
Classifier
Folicy Rule

Cueuing Method
YLAN Stacking
Multicast

Auth and Acct
IP Source Guard
Loop Guard

8. After step 7. It will direct you to a “Spanning Tree Configuration” page, choose
“Multiple Spanning Tree” then click the “Apply” button.
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E Save [ Status B Logout B Help

[ @) Spanning Tree Configuration Status

) Rapid Spanning Tree
| IP Application Spanning Tree Mode O Multiple Rapid Spanning Tree

® Multiple Spanning Tree
VLN Apply

Static MAC Forearding
Filtering

Spanning Tree Protocol
Bandwidth Contral
Broadcast Storm Control
Mirraring

Link Aggregation

Port Authentication
Fart Security

Classifier

Folicy Rule

Gueuing Method

WLAMN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

9. Click “Spanning Tree Protocol” button and back to “Spanning Tree Protocol
Status” page. Click “MSTP” and go to the “Multiple Spanning Tree Protocol” page,
you can do detail MSTP configuration from here.

e

10. At the “Multiple Spanning Tree Protocol” page, create a MSTI 0 setting by
following steps. All ports want to join MSTP must be included into MSTI O

1.Configure the MSTP bridge parameters. (All switches in the same region

must have the same “Configuration Name”, “Revision Number’ and “vlan-MSTI
mapping”.)

1.) Check “Active”’eeHello Time”

3.) Configure the “Max Age” time

4.) Configure the “Forwarding Delay” time

5.) Configure the “Max hops”

6.) Configure the “Configuration Name”

7.) Configure the “Revision Number”

8.) Click “Apply” buttom
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[ @) Multiple Spanning Tree Protoco Status

Bridge:

Acive
Hello Time 2 |seconds

i S o
e
..... L e

il s e e
o SR —

o

2.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”. Because switch A is the root of this region, we must set the
“Bridge Priority” of MSTI 0 to “0”

Instance:

Instance
Bridge Priority lO W |

e M“'i'lléﬁﬁl| | PR e
e | sedsinionn feitieiedld

Enabled YLAMN(s)

3.Choose which port should be included in this MSTI. Click “Add”
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11. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by

following steps.

1.Configure the MSTI parameters and choose which vlan should join this

MSTI and click “Add”

Instance:
Instance Ll J
Bridge Priority LB?%S :‘
VLAN Range Start }End’ [ Add ] [ Remove ][ Clear ]
Enabled VLAN(S)

2.Choose which port should be included in this MSTI. Click “Add”
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Port A Prority Path Cost

128 19
128 19

128 19
128 19
e
e o

O
|
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e 19
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128 19
i

ljooo

12. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by
following steps.

1.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”

Instance:

____________________________ Instance |

Bridge Priority J2EE vhi

VLAN Range Start| |End| . [Add | Remove | [ Cloar |
3

Enabled YLAN(s)

2.Choose which port should be included in this MSTI. Click “Add”

10
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Port A Prority Path Cost
; ] ]
1 128 12

it o
2] -
L - B

o Wil mim ook

28 | |19 |

: Ilﬁhﬂ .................... [lgm ﬂ]

128 19 |

; o] ]
i 2 2

e

0000000000000 0@®0 2

-?' e

e e e e e --Ijm:-_m_-:u_'vx TrrTrrrroTT,
16 128 19
5 & B  prEmrrrerrrree

13. Create vlans corresponding to MST instances.
1.)Go to “Static VLAN” page by clicking “Advanced Application”
“Static VLAN”

[ @ VLAN Status
The Number of VLAN =3

VLAN Port Setting

Static MAC Forearding
Filtering

Spanning Tree Protocal
Bandwidth Contral
Broadcast Starm Contral
Iirraring

Link Aggregation

Port Authentication
Port Security

Classifier

Folicy Rule

Queuing Method

WLAN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

Change Pages

2.)Create vlan 2 for MSTI 1 and click “Add”

Index VD Elapsed Time

1 1 01113

..2 e e
N g. S S S

”VLAN”

B Save M Status Fl Logout H Help

Static VLAN

Status

Static

Static
e

11
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« VLAN VLAN Status
ACTIVE
2 “.a.r.m.a. S S |
ULAM Gm..up ID En L
Port Control Tagging

# iNormal _v_i [¥] T« Tagging

1 O Nnrmal ® Fixed O Forbidden [v] Tx Tagaing
L .{} o R ...@ FIHEU... R {:} anldden. SR ... T}{Taggmg.. SRy

3 ® Nnrmal O Fi}{ed O Fnrbidden V] T Tagoing

4“ .'@' Nnrmal " m'ﬁ' F|}{ed - D Forbidden " " ;i'xTéggng "
s .@ i — ...O b . {:} medden. I .. T}{Taggmg —
p .@ - i ...O FIHEd... e {:} anldden. SR T}{Taggmg Sty

T” .O Nnrmal " ”O Fmed " G‘ Fnrmdden " " T}{Taggmg "

Eﬂ .@' Nnrmal " m'ﬁ' F|}{ed " 'O' Farbidden " " ;i'xTéggng )
s .{E} e . ...D )i R {:} anldden. e .. T}{Taggmg —
e .@ o i ...O FIHEU... e {:} anldden. SR T}{Taggmg SR
1 1 _ _.G‘ Nnrmal_ " “":J' F|}{ed - G‘ Fnrmdden__ " T}{Taggmg "

3.)Create vlan 3 for MSTI 2 and click “Add”
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o ¥ VLAN Status
ACTIVE
..Nar.“E ! __________________________________________
VLAN GroupID B
Port Control Tagging
* Mommal | T« Tagging
A Onomal  ©Fked O Forbigden M TTagging
2 O Mormal & Fixed C‘ Farbidden Tx Tagaing
v © Normal O Fixed O Forbidden M TTagging
4.. ©normal  OFied O Forbidden . TTAnGNg
G @' Nnrmal C‘ leed C‘ Fnrbldden . T}{Taggmg
T . . _G Nnrmal ) . __.'CJ FI}{Ed” . ) 'C‘* Fnrbldden. ) - . T}{Tagglng:. ) .
S_ _C} Maormal __k_} Fixed i 'D' Forbidden _. TxTagaing
4 & Nnrmal O Fixed {:3' Fnrbldden Tx Tagging
10 -@' Mormal N "C' FI}{Ed- - C‘ Forbidden - - %}{-Tég-girﬁ-g- gl
“1 1 - _G Nnrmal ) “ __.'CJ FI}{Ed” ) 'C‘* Fnrbldden. ) “ T}{Tagglng )
1% _C} Maormal __k_} Fixed i 'D' Forbidden _ Tx Tagaing
13 & Mormal O Fixed {:3' Forbidden T« Taging

Configuration using the Web GUI - Switch B

1. Connect MGMT port with a PC or Notebook via the RJ45 Cable.
2. By default, the MGMT IP of the out-band port is 192.168.0.1/24
3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 in the

URL field.

5. By default, the username for the administrator is “admin” and the
corresponding password is “1234”.

6. After successful login you will see a screen similar to the one on the

screenshot below.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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B Save W Status [ Logout H Help

@) Port Status___J

Port Name Link State LACP TxPkts RxPkts Errors TxKB/s RxKB/s Up Time

q 100MIF FORWARDING Disabled 345 674 0 0.0 0.64 0:03:52

2 100MIF FORWARDING Disabled 168 1 1 0.64 0.0 0:01:33

3 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

4 Dowh STOP Disahled 0 0 0 0.0 0.0 0:00:00

Systemn Info 5 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00
General Setup B Down STOP Disabled 0 1} 1} 0.0 0.0 0:00:00
Switch Setup I Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
P Setup 8 Down STOP  Disabled 0 0 0 0.0 0.0  0:00:00
Port Setup 9 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
10 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

11 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

12 Down STOP Disahled 1) 1] 1] 0.0 0.0 0:00:00

13 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

14 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

15 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00

16 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

17 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

20 Down STOP Disahled 0 1} 1} 0.0 0.0 0:00:00

An
g 5 }:t m Clear Counter
0

7. First of all, you need to enable the switch’s MSTP function. To do so, click items
depicted below. Advanced Application -> Spanning Tree Protocol ->
Configuration

Save [ Status A Logout HHelp

[ @) Spanning Iree Protocol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

orge
el
.
YLal e DN BCISHEON), | s
Static MAC Forwarding Forwarding Delay (second)
Hilteyng . e mest g BOdoe;
B G L
Bandwidth Cantral Topology Changed Times
Broadcast Storm Control Time Since Last Change
Mirraring
Link Aggregation
Port Authentication
Port Security
Classifier
Folicy Rule

Cueuing Method
YLAN Stacking
Multicast

Auth and Acct
IP Source Guard
Loop Guard

8. After step 7. It will direct you to a “Spanning Tree Configuration” page, choose
“Multiple Spanning Tree” then click the “Apply” button.

14
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ZyXEL
(MENLT e,

Basic Setting

E Save [ Status B Logout B Help

ree Configuration

§ Spanning Status

) Rapid Spanning Tree
@] Multiple Rapid Spanning Tree
® Multiple Spanning Tree

Spanning Tree Mode

| Management

VLN Apply
Static MAC Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Contral
Broadcast Storm Control
Mirraring

Link Aggregation

Port Authentication
Fart Security

Classifier

Folicy Rule

Gueuing Method

WLAMN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

9. Click “Spanning Tree Protocol” button and back to “Spanning Tree Protocol

Status” page. Click “MSTP” and go to the “Multiple Spanning Tree Protocol” page,
you can do detail MSTP configuration from here.

ZyXEL
MENDT o

B Save [ Status B Logout H Help

Basic Setting [ @) Spanning Iree Protocol Status Configuration RSTP MRSTP | MSTP
Spanning Tree Protocol: MSTP
CST
Management
e e A El e
VLAN e UL i1 el 1T S 1111 11T % ST
Static MAC Fonwarding S HENETIME(SELONMIE 0 Gt o
Filtering o azAgedsecond) 20 20
= Eocwor g DElWISPemin ool 80 A
Bandwidth Contral Fosr'?ﬁ;dg? L O
Broadcast Storm Control = s 3 l]. e s 3 % s X.DDDD. e s = o e s D.}.(DDD..D - s =
S Configuration Name 001349000002
Mirroring e B e e L L e e e e e e g U e o e e e
; . Revision Number 0
Link Aggregation e Tt T P SR
Port Authentication > CPTQ“;:."““P;Q;S‘ s E!QF.”UU.“.E“EM?FBD.. R
Port Security e § R e R R
: Time Since Last Change 1]
Classifier
Folicy Rule
Queuing Method Instance:
WLAN Stacki
Mul tac g Instance VLAN
L 1] 1,4-4094
Auth and Acct 1 3

IF Source Guard
Loap Guard

10. At the “Multiple Spanning Tree Protocol” page, create a MSTI O setting by

following steps.

All ports want to join MSTP must be included into MSTI 0.

15
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1.Configure the MSTP bridge parameters.(All switches in the same region

must have the same “Configuration Name”, “Revision Number” and “vlan-MSTI
mapping”.)

1.) Check “Active”

2.) Configure the “Hello Time”

3.) Configure the “Max Age” time

4.) Configure the “Forwarding Delay” time

5.) Configure the “Max hops”

6.) Configure the “Configuration Name”

7.) Configure the “Revision Number”

8.) Click “Apply” buttom

[ @) Multiple Spanning Tree Frotoce Status
Bridge:
Active
Hello Time
MAX Age
Forwarding Delay

Maximum hops

Configuration Name
Revision Mumber

Apsly

2.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”

Instance:
Instance IO _
Bridge Priority | 32’?63 |
VLAN Range Start| lEnd[ | (24 | [ Remowe | [ Clear |
o NS R .__I_;_I_i_._:_éa_.g;é___,._._ e e e
Enabled VLAN(S)

3.Choose which port should be included in this MSTI. Click “Add”

16
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Port Active Prority Path Cost
: O ] ]
1 128 |19
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3 W 128 ICH
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- O 128 19
i . i e
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‘3 g - i Tiém“
s o g o :] : . "[i“@i#" o
11 E 123 19
. O EN .
14 Ll 128 | 19
g T e o
-5 . — "[idum =

11. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by
following steps.

1.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”. Because Switch B is the root of MSTI 1, we need to configure
the “Bridge Priority” of this instance to “0”

Instance:
Instance .
Bridge Priority - __ ;
VLAN Range . | [Hdd][RErnove][Clesx]
Enabled VLAM(s)

2.Choose which port should be included in this MSTI. Click “Add”

17
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Port A Prority Path Cost
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12. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by
following steps.

1.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”

Instance:

____________________________ Instance |

Bridge Priority J2EE vhi

VLAN Range Start| |End| . [Add | Remove | [ Cloar |
3

Enabled YLAN(s)

2.Choose which port should be included in this MSTI. Click “Add”

18
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Port A Prority Path Cost
; ] ]
1 128 12

it o
2] -
L - B

o Wil mim ook

28 | |19 |

: Ilﬁhﬂ .................... [lgm ﬂ]

128 19 |

; o] ]
i 2 2

e

0000000000000 0@®0 2

-?' e

e e e e e --Ijm:-_m_-:u_'vx TrrTrrrroTT,
16 128 19
5 & B  prEmrrrerrrree

13. Create vlans corresponding to MST instances.
1.)Go to “Static VLAN” page by clicking “Advanced Application”
“Static VLAN”

[ @ VLAN Status
The Number of VLAN =3

VLAN Port Setting

Static MAC Forearding
Filtering

Spanning Tree Protocal
Bandwidth Contral
Broadcast Starm Contral
Iirraring

Link Aggregation

Port Authentication
Port Security

Classifier

Folicy Rule

Queuing Method

WLAN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

Change Pages

2.)Create vlan 2 for MSTI 1 and click “Add”

Index VD Elapsed Time

1 1 01113

..2 e e
N g. S S S

”VLAN”

B Save M Status Fl Logout H Help

Static VLAN

Status

Static

Static
e

19
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« VLAN VLAN Status
ACTIVE
2 “.a.r.m.a. S S |
ULAM Gm..up ID En L
Port Control Tagging

# iNormal _v_i [¥] T« Tagging

1 O Nnrmal ® Fixed O Forbidden [v] Tx Tagaing
L .{} o R ...@ FIHEU... R {:} anldden. SR ... T}{Taggmg.. SRy

3 ® Nnrmal O Fi}{ed O Fnrbidden V] T Tagoing

4“ .'@' Nnrmal " m'ﬁ' F|}{ed - D Forbidden " " ;i'xTéggng "
s .@ i — ...O b . {:} medden. I .. T}{Taggmg —
p .@ - i ...O FIHEd... e {:} anldden. SR T}{Taggmg Sty

T” .O Nnrmal " ”O Fmed " G‘ Fnrmdden " " T}{Taggmg "

Eﬂ .@' Nnrmal " m'ﬁ' F|}{ed " 'O' Farbidden " " ;i'xTéggng )
s .{E} e . ...D )i R {:} anldden. e .. T}{Taggmg —
e .@ o i ...O FIHEU... e {:} anldden. SR T}{Taggmg SR
1 1 _ _.G‘ Nnrmal_ " “":J' F|}{ed - G‘ Fnrmdden__ " T}{Taggmg "

3.)Create vlan 3 for MSTI 2 and click “Add”
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o ¥ VLAN Status
ACTIVE
..Nar.“E ! __________________________________________
VLAN GroupID B
Port Control Tagging
* Mommal | T« Tagging
A Onomal  ©Fked O Forbigden M TTagging
2 O Mormal & Fixed C‘ Farbidden Tx Tagaing
v © Normal O Fixed O Forbidden M TTagging
4.. ©normal  OFied O Forbidden . TTAnGNg
G @' Nnrmal C‘ leed C‘ Fnrbldden . T}{Taggmg
T . . _G Nnrmal ) . __.'CJ FI}{Ed” . ) 'C‘* Fnrbldden. ) - . T}{Tagglng:. ) .
S_ _C} Maormal __k_} Fixed i 'D' Forbidden _. TxTagaing
4 & Nnrmal O Fixed {:3' Fnrbldden Tx Tagging
10 -@' Mormal N "C' FI}{Ed- - C‘ Forbidden - - %}{-Tég-girﬁ-g- gl
“1 1 - _G Nnrmal ) “ __.'CJ FI}{Ed” ) 'C‘* Fnrbldden. ) “ T}{Tagglng )
1% _C} Maormal __k_} Fixed i 'D' Forbidden _ Tx Tagaing
13 & Mormal O Fixed {:3' Forbidden T« Taging

Configuration using the Web GUI - Switch C

1. Connect MGMT port with a PC or Notebook via the RJ45 Cable.
2. By default, the MGMT IP of the out-band port is 192.168.0.1/24
3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 in the

URL field.

5. By default, the username for the administrator is “admin” and the
corresponding password is “1234”.

6. After successful login you will see a screen similar to the one on the

screenshot below.
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B Save W Status [ Logout H Help

@) Port Status___J

Port Name Link State LACP TxPkts RxPkts Errors TxKB/s RxKB/s Up Time

q 100MIF FORWARDING Disabled 345 674 0 0.0 0.64 0:03:52

2 100MIF FORWARDING Disabled 168 1 1 0.64 0.0 0:01:33

3 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

4 Dowh STOP Disahled 0 0 0 0.0 0.0 0:00:00

Systemn Info 5 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00
General Setup B Down STOP Disabled 0 1} 1} 0.0 0.0 0:00:00
Switch Setup I Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
P Setup 8 Down STOP  Disabled 0 0 0 0.0 0.0  0:00:00
Port Setup 9 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
10 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

11 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

12 Down STOP Disahled 1) 1] 1] 0.0 0.0 0:00:00

13 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

14 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

15 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00

16 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

17 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

20 Down STOP Disahled 0 1} 1} 0.0 0.0 0:00:00

An
g 5 }:t m Clear Counter
0

7. First of all, you need to enable the switch’s MSTP function. To do so, click items
depicted below. Advanced Application -> Spanning Tree Protocol ->
Configuration

Save [ Status A Logout HHelp

[ @) Spanning Iree Protocol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

orge
el
.
YLal e DN BCISHEON), | s
Static MAC Forwarding Forwarding Delay (second)
Hilteyng . e mest g BOdoe;
B G L
Bandwidth Cantral Topology Changed Times
Broadcast Storm Control Time Since Last Change
Mirraring
Link Aggregation
Port Authentication
Port Security
Classifier
Folicy Rule

Cueuing Method
YLAN Stacking
Multicast

Auth and Acct
IP Source Guard
Loop Guard

8. After step 7. It will direct you to a “Spanning Tree Configuration” page, choose
“Multiple Spanning Tree” then click the “Apply” button.
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ZyXEL
(MENLT e,

Basic Setting

E Save [ Status B Logout B Help

ree Configuration

§ Spanning Status

) Rapid Spanning Tree
@] Multiple Rapid Spanning Tree
® Multiple Spanning Tree

Spanning Tree Mode

| Management

VLN Apply
Static MAC Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Contral
Broadcast Storm Control
Mirraring

Link Aggregation

Port Authentication
Fart Security

Classifier

Folicy Rule

Gueuing Method

WLAMN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

9. Click “Spanning Tree Protocol” button and back to “Spanning Tree Protocol

Status” page. Click “MSTP” and go to the “Multiple Spanning Tree Protocol” page,
you can do detail MSTP configuration from here.

ZyXEL
MENDT o

B Save [ Status B Logout H Help

Basic Setting [ @) Spanning Iree Protocol Status Configuration RSTP MRSTP | MSTP
Spanning Tree Protocol: MSTP
CST
Management
e e A El e
VLAN e UL i1 el 1T S 1111 11T % ST
Static MAC Fonwarding S HENETIME(SELONMIE 0 Gt o
Filtering o azAgedsecond) 20 20
= Eocwor g DElWISPemin ool 80 A
Bandwidth Contral Fosr'?ﬁ;dg? L O
Broadcast Storm Control = s 3 l]. e s 3 % s X.DDDD. e s = o e s D.}.(DDD..D - s =
S Configuration Name 001349000002
Mirroring e B e e L L e e e e e e g U e o e e e
; . Revision Number 0
Link Aggregation e Tt T P SR
Port Authentication > CPTQ“;:."““P;Q;S‘ s E!QF.”UU.“.E“EM?FBD.. R
Port Security e § R e R R
: Time Since Last Change 1]
Classifier
Folicy Rule
Queuing Method Instance:
WLAN Stacki
Mul tac g Instance VLAN
L 1] 1,4-4094
Auth and Acct 1 3

IF Source Guard
Loap Guard

10. At the “Multiple Spanning Tree Protocol” page, create a MSTI O setting by

following steps.

All ports want to join MSTP must be included into MSTI 0.
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1.Configure the MSTP bridge parameters.(All switches in the same region

must have the same “Configuration Name”, “Revision Number” and “vlan-MSTI
mapping”.)

1.) Check “Active”

2.) Configure the “Hello Time”

3.) Configure the “Max Age” time

4.) Configure the “Forwarding Delay” time

5.) Configure the “Max hops”

6.) Configure the “Configuration Name”

7.) Configure the “Revision Number”

8.) Click “Apply” buttom

[ @) Multiple Spanning Tree Frotoce Status
Bridge:
Active
Hello Time
MAX Age
Forwarding Delay

Maximum hops

Configuration Name
Revision Mumber

Apsly

2.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”

Instance:
Instance IO _
Bridge Priority | 32’?63 |
VLAN Range Start| lEnd[ | (24 | [ Remowe | [ Clear |
o NS R .__I_;_I_i_._:_éa_.g;é___,._._ e e e
Enabled VLAN(S)

3.Choose which port should be included in this MSTI. Click “Add”

24
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Port Active Prority Path Cost
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11. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by
following steps.

1.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”.

Instance:
Instance irl |
Bridge Priority 32768 v |
VLAN Range Start| |Em:l| | [ 244 l[ Remnowve H Clear ]
............................................................. R
Enabled VLAN(s)

2.Choose which port should be included in this MSTI. Click “Add”
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Port A Prority Path Cost
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12. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by
following steps.

1.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”. Because Switch C is the root of MSTI 2, we need to configure
the “Bridge Priority” of this instance to “0”

Instance:

Instance 2 |

Bridge Priority 0 ¥
VLAM Range

Enabled YVLAN(s)

2.Choose which port should be included in this MSTI. Click “Add”
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Port A Prority Path Cost
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13. Create vlans corresponding to MST instances.
1.)Go to “Static VLAN” page by clicking “Advanced Application”
“Static VLAN”

[ @ VLAN Status
The Number of VLAN =3

VLAN Port Setting

Static MAC Forearding
Filtering

Spanning Tree Protocal
Bandwidth Contral
Broadcast Starm Contral
Iirraring

Link Aggregation

Port Authentication
Port Security

Classifier

Folicy Rule

Queuing Method

WLAN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

Change Pages

2.)Create vlan 2 for MSTI 1 and click “Add”

Index VD Elapsed Time

1 1 01113

..2 e e
N g. S S S

”VLAN”

B Save M Status Fl Logout H Help

Static VLAN

Status

Static

Static
e
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« VLAN VLAN Status
ACTIVE
2 “.a.r.m.a. S S |
ULAM Gm..up ID En L
Port Control Tagging

# iNormal _v_i [¥] T« Tagging

1 O Nnrmal ® Fixed O Forbidden [v] Tx Tagaing
L .{} o R ...@ FIHEU... R {:} anldden. SR ... T}{Taggmg.. SRy

3 ® Nnrmal O Fi}{ed O Fnrbidden V] T Tagoing

4“ .'@' Nnrmal " m'ﬁ' F|}{ed - D Forbidden " " ;i'xTéggng "
s .@ i — ...O b . {:} medden. I .. T}{Taggmg —
p .@ - i ...O FIHEd... e {:} anldden. SR T}{Taggmg Sty

T” .O Nnrmal " ”O Fmed " G‘ Fnrmdden " " T}{Taggmg "

Eﬂ .@' Nnrmal " m'ﬁ' F|}{ed " 'O' Farbidden " " ;i'xTéggng )
s .{E} e . ...D )i R {:} anldden. e .. T}{Taggmg —
e .@ o i ...O FIHEU... e {:} anldden. SR T}{Taggmg SR
1 1 _ _.G‘ Nnrmal_ " “":J' F|}{ed - G‘ Fnrmdden__ " T}{Taggmg "

3.)Create vlan 3 for MSTI 2 and click “Add”
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o ¥ VLAN Status
ACTIVE
..Nar.“E ! __________________________________________
VLAN GroupID B
Port Control Tagging
* Mommal | T« Tagging
A Onomal  ©Fked O Forbigden M TTagging
2 O Mormal & Fixed C‘ Farbidden Tx Tagaing
v © Normal O Fixed O Forbidden M TTagging
4.. ©normal  OFied O Forbidden . TTAnGNg
G @' Nnrmal C‘ leed C‘ Fnrbldden . T}{Taggmg
T . . _G Nnrmal ) . __.'CJ FI}{Ed” . ) 'C‘* Fnrbldden. ) - . T}{Tagglng:. ) .
S_ _C} Maormal __k_} Fixed i 'D' Forbidden _. TxTagaing
4 & Nnrmal O Fixed {:3' Fnrbldden Tx Tagging
0 -@' Mormal N "C' FI}{Ed- - C‘ Forbidden - - %}{-Tég-girﬁ-g- gl
_ “1 1 - _G Nnrmal ) “ __.'CJ FI}{Ed” ) 'C‘* Fnrbldden. ) “ T}{Tagglng )
_ 1% _C} Maormal __k_} Fixed i 'D' Forbidden _ Tx Tagaing
13 & Mormal O Fixed {:3' Forbidden T« Taging

Configuration using the Web GUI - Switch D

1. Connect MGMT port with a PC or Notebook via the RJ45 Cable.
2. By default, the MGMT IP of the out-band port is 192.168.0.1/24
3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 in the

URL field.

5. By default, the username for the administrator is “admin” and the
corresponding password is “1234”.

6. After successful login you will see a screen similar to the one on the

screenshot below.
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B Save W Status [ Logout H Help

@) Port Status___J

Port Name Link State LACP TxPkts RxPkts Errors TxKB/s RxKB/s Up Time

q 100MIF FORWARDING Disabled 345 674 0 0.0 0.64 0:03:52

2 100MIF FORWARDING Disabled 168 1 1 0.64 0.0 0:01:33

3 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

4 Dowh STOP Disahled 0 0 0 0.0 0.0 0:00:00

Systemn Info 5 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00
General Setup B Down STOP Disabled 0 1} 1} 0.0 0.0 0:00:00
Switch Setup I Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
P Setup 8 Down STOP  Disabled 0 0 0 0.0 0.0  0:00:00
Port Setup 9 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00
10 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

11 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

12 Down STOP Disahled 1) 1] 1] 0.0 0.0 0:00:00

13 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

14 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

15 Down STOP Disabled 0 0 0 0.0 0.0 0:00:00

16 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

17 Down STOP Disahled 0 1] 1] 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

18 Down STOP Disahled 0 0 0 0.0 0.0 0:00:00

20 Down STOP Disahled 0 1} 1} 0.0 0.0 0:00:00

An
g 5 }:t m Clear Counter
0

7. First of all, you need to enable the switch’s MSTP function. To do so, click items
depicted below. Advanced Application -> Spanning Tree Protocol ->
Configuration

Save [ Status A Logout HHelp

[ @) Spanning Iree Protocol Status Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

orge
el
.
YLal e DN BCISHEON), | s
Static MAC Forwarding Forwarding Delay (second)
Hilteyng . e mest g BOdoe;
B G L
Bandwidth Cantral Topology Changed Times
Broadcast Storm Control Time Since Last Change
Mirraring
Link Aggregation
Port Authentication
Port Security
Classifier
Folicy Rule

Cueuing Method
YLAN Stacking
Multicast

Auth and Acct
IP Source Guard
Loop Guard

8. After step 7. It will direct you to a “Spanning Tree Configuration” page, choose
“Multiple Spanning Tree” then click the “Apply” button.
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ZyXEL
(MENLT e,

Basic Setting

E Save [ Status B Logout B Help

ree Configuration

§ Spanning Status

) Rapid Spanning Tree
@] Multiple Rapid Spanning Tree
® Multiple Spanning Tree

Spanning Tree Mode

| Management

VLN Apply
Static MAC Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Contral
Broadcast Storm Control
Mirraring

Link Aggregation

Port Authentication
Fart Security

Classifier

Folicy Rule

Gueuing Method

WLAMN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

9. Click “Spanning Tree Protocol” button and back to “Spanning Tree Protocol

Status” page. Click “MSTP” and go to the “Multiple Spanning Tree Protocol” page,
you can do detail MSTP configuration from here.

ZyXEL
MENDT o

B Save [ Status B Logout H Help

Basic Setting [ @) Spanning Iree Protocol Status Configuration RSTP MRSTP | MSTP
Spanning Tree Protocol: MSTP
CST
Management
e e A El e
VLAN e UL i1 el 1T S 1111 11T % ST
Static MAC Fonwarding S HENETIME(SELONMIE 0 Gt o
Filtering o azAgedsecond) 20 20
= Eocwor g DElWISPemin ool 80 A
Bandwidth Contral Fosr'?ﬁ;dg? L O
Broadcast Storm Control = s 3 l]. e s 3 % s X.DDDD. e s = o e s D.}.(DDD..D - s =
S Configuration Name 001349000002
Mirroring e B e e L L e e e e e e g U e o e e e
; . Revision Number 0
Link Aggregation e Tt T P SR
Port Authentication > CPTQ“;:."““P;Q;S‘ s E!QF.”UU.“.E“EM?FBD.. R
Port Security e § R e R R
: Time Since Last Change 1]
Classifier
Folicy Rule
Queuing Method Instance:
WLAN Stacki
Mul tac g Instance VLAN
L 1] 1,4-4094
Auth and Acct 1 3

IF Source Guard
Loap Guard

10. At the “Multiple Spanning Tree Protocol” page, create a MSTI O setting by

following steps.

All ports want to join MSTP must be included into MSTI O
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1.Configure the MSTP bridge parameters. (All switches in the same region

must have the same “Configuration Name”, “Revision Number” and “vlan-MSTI
mapping”.)

1.) Check “Active”

2.) Configure the “Hello Time”

3.) Configure the “Max Age” time

4.) Configure the “Forwarding Delay” time

5.) Configure the “Max hops”

6.) Configure the “Configuration Name”

7.) Configure the “Revision Number”

8.) Click “Apply” buttom

[ @) Multiple Spanning Tree Frotoce Status
Bridge:
Active
Hello Time
MAX Age
Forwarding Delay

Maximum hops

Configuration Name
Revision Mumber

Apsly

2.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”

Instance:
Instance IO _
Bridge Priority | 32’?63 |
VLAN Range Start| lEnd[ | (24 | [ Remowe | [ Clear |
o NS R .__I_;_I_i_._:_éa_.g;é___,._._ e e e
Enabled VLAN(S)

3.Choose which port should be included in this MSTI. Click “Add”
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11. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by

following steps.

1.Configure the MSTI parameters and choose which vlan should join this

MSTI and click “Add”

Instance:
Instance Ll J
Bridge Priority LB?%S :‘
VLAN Range Start }End’ [ Add ] [ Remove ][ Clear ]
Enabled VLAN(S)

2.Choose which port should be included in this MSTI. Click “Add”
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Port A Prority Path Cost
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12. At the “Multiple Spanning Tree Protocol” page, create a MSTI 1 setting by
following steps.

1.Configure the MSTI parameters and choose which vlan should join this
MSTI and click “Add”

Instance:

____________________________ Instance |

Bridge Priority J2EE vhi

VLAN Range Start| |End| . [Add | Remove | [ Cloar |
3

Enabled YLAN(s)

2.Choose which port should be included in this MSTI. Click “Add”
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13. Create vlans corresponding to MST instances.
1.)Go to “Static VLAN” page by clicking “Advanced Application”
“Static VLAN”

[ @ VLAN Status
The Number of VLAN =3

VLAN Port Setting

Static MAC Forearding
Filtering

Spanning Tree Protocal
Bandwidth Contral
Broadcast Starm Contral
Iirraring

Link Aggregation

Port Authentication
Port Security

Classifier

Folicy Rule

Queuing Method

WLAN Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard

Change Pages

2.)Create vlan 2 for MSTI 1 and click “Add”

Index VD Elapsed Time

1 1 01113

..2 e e
N g. S S S

”VLAN”

B Save M Status Fl Logout H Help

Static VLAN

Status

Static

Static
e
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« VLAN VLAN Status
ACTIVE
2 “.a.r.m.a. S S |
ULAM Gm..up ID En L
Port Control Tagging

# iNormal _v_i [¥] T« Tagging

1 O Nnrmal ® Fixed O Forbidden [v] Tx Tagaing
L .{} o R ...@ FIHEU... R {:} anldden. SR ... T}{Taggmg.. SRy

3 ® Nnrmal O Fi}{ed O Fnrbidden V] T Tagoing

4“ .'@' Nnrmal " m'ﬁ' F|}{ed - D Forbidden " " ;i'xTéggng "
s .@ i — ...O b . {:} medden. I .. T}{Taggmg —
p .@ - i ...O FIHEd... e {:} anldden. SR T}{Taggmg Sty

T” .O Nnrmal " ”O Fmed " G‘ Fnrmdden " " T}{Taggmg "

Eﬂ .@' Nnrmal " m'ﬁ' F|}{ed " 'O' Farbidden " " ;i'xTéggng )
s .{E} e . ...D )i R {:} anldden. e .. T}{Taggmg —
e .@ o i ...O FIHEU... e {:} anldden. SR T}{Taggmg SR
1 1 _ _.G‘ Nnrmal_ " “":J' F|}{ed - G‘ Fnrmdden__ " T}{Taggmg "

3.)Create vlan 3 for MSTI 2 and click “Add”
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o ¥ VLAN Status
ACTIVE
...Na.r.“E 5 ,_ i
 VLAN GroupID i o
Port Control Tagging
* | Momal v T« Tagging
A Ownomal  ©Fed O Forbidden [ TTagaing
2 O Mormal & Fixed C‘ Farbidden Tx Tagaing
v © Normal O Fixed O Forbidden M TTagging
4.. ©nomal  OFbed O Forbidden M TTagging
S Onomal  OFked O Forbidden  FTcTagging
G ® Nnrmal O Fixed C‘ Faorbidden (] Tx Tagaing
T - _G Nnrmal “ "{:‘j'“FI}{Ed” “ ) 'C‘* Fnrbldden. ) - . T}{Tagglng:. ) i
S_ i _C} Maormal __k_} Fixed i 'D' Forbidden _. TxTagaing
4 & Nnrmal O Fixed {:3' Farbidden Tx Tagging
10 -'@' Mormal o "C' FI}{Ed“ - C‘ Fnrbldden- - " T}{Taggmg gl
) “1 1 “ ) “ _G Nnrmal “ "{:‘j'“FI}{Ed” ) 'C‘* Fnrbldden. ) “ T}{Tagglng ) i
_ 1% i _C} Maormal __k_} Fixed i 'D' Forbidden _ Tx Tagaing
13 & Mormal O Fixed {:3' Forbidden T« Taging

Configuration using the CLI - Switch A

vlan 1 name 1
normal "
fixed 1-28
forbidden "
untagged 1-28
ip address 192.168.1.1 255.255.255.0

exit

vlan 2
normal 3-28
fixed 1-2
forbidden "
untagged "

exit

vlan 3
normal 3-28
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fixed 1-2

forbidden "™

untagged "
exit
interface route-domain 192.168.1.1/24
exit
ip address 192.168.0.1 255.255.255.0
spanning-tree mode MSTP
mstp
mstp configuration-name demo
mstp revision 111
mstp instance 0 vlan 1,4-4094
mstp instance 1 vlan 2
mstp instance 2 vlan 3
mstp instance O priority 0
mstp instance O interface port-channel 1
mstp instance 0 interface port-channel 2
mstp instance 1 interface port-channel 1
mstp instance 1 interface port-channel 2
mstp instance 2 interface port-channel 1
mstp instance 2 interface port-channel 2

Configuration using the CLI - Switch B

vlan 1 name 1
normal "
fixed 1-28
forbidden "
untagged 1-28
ip address 192.168.1.2 255.255.255.0

exit

vlan 2
normal 3-28
fixed 1-2
forbidden "
untagged "
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exit
vlan 3
normal 3-28
fixed 1-2
forbidden "
untagged ™"
exit
interface route-domain 192.168.1.2/24
exit

ip address 192.168.0.1 255.255.255.0
spanning-tree mode MSTP

mstp

mstp configuration-name demo

mstp revision 111

mstp instance 0 vlan 1,4-4094

mstp instance 1 vlan 2

mstp instance 2 vlan 3

mstp instance 1 priority 0

mstp instance 0 interface port-channel 1
mstp instance 0 interface port-channel 2
mstp instance 1 interface port-channel 1
mstp instance 1 interface port-channel 2
mstp instance 2 interface port-channel 1
mstp instance 2 interface port-channel 2

Configuration using the CLI - Switch C

vlan 1 name 1
normal "
fixed 1-28
forbidden "
untagged 1-28
ip address 192.168.1.3 255.255.255.0
exit
vlan 2
normal 3-28
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fixed 1-2

forbidden "™

untagged "
exit
vlan 3

normal 3-28

fixed 1-2

forbidden "

untagged "
exit
interface route-domain 192.168.1.3/24
exit
ip address 192.168.0.1 255.255.255.0
spanning-tree mode MSTP
mstp
mstp configuration-name demo
mstp revision 111
mstp instance 0 vlan 1,4-4094
mstp instance 1 vlan 2
mstp instance 2 vlan 3
mstp instance 2 priority 0
mstp instance 0 interface port-channel 1
mstp instance 0 interface port-channel 2
mstp instance 1 interface port-channel 1
mstp instance 1 interface port-channel 2
mstp instance 2 interface port-channel 1
mstp instance 2 interface port-channel 2

Configuration using the CLI — Switch D

vlan 1 name 1
normal "
fixed 1-28
forbidden "
untagged 1-28
ip address 192.168.1.4 255.255.255.0
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exit
vlan 2

normal 3-28

fixed 1-2

forbidden "™

untagged ™"
exit
vlan 3

normal 3-28

fixed 1-2

forbidden "™

untagged ™"
exit
interface route-domain 192.168.1.4/24
exit
ip address 192.168.0.1 255.255.255.0
spanning-tree mode MSTP
mstp
mstp configuration-name demo
mstp revision 111
mstp instance 0 vlan 1,4-4094
mstp instance 1 vlan 2
mstp instance 2 vlan 3

mstp instance 0 interface port-channel 1
mstp instance 0 interface port-channel 2
mstp instance 1 interface port-channel 1
mstp instance 1 interface port-channel 2
mstp instance 2 interface port-channel 1

mstp instance 2 interface port-channel 2
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