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‘ ZyXEL IP Source Guard Support Note

Overview of IP Source Guard

IP Source Guard is a new feature in ZyNOS 3.80. It allows the switch to identify who has the
permission to access the network. Furthermore, device can check the binding of MAC
address, IP address, VLAN tag, and ingress port of packets. Had any parameter be
mismatching, the packet will be dropped. The below scenariois an example:

Y om0
Geteoway
wing table erdrms | MAC: 00 70:32:42 3066
r 192168.1.10 VLAN Y Port! | o182 1681 254
192 1681254 VLAN Y Pan 24

rMost A
MAC: 00160144 1512
P12 168110

Host A has its own static IP address, MAC address, and the switch knows which Host A has
connected and what VLAN this port belongs to.

IP Source Guard can filter packets in the below scenarios:

1. If unauthorized user connects to an external switch, IP Source Guard will drop packets
coming from the user. IP or MAC address mismatching.
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>,

T 7 |
| have two Binding table eniries: Gateway
1 00:18.01:44:19:12 192.168.1.10 VLAN1 Pot1 MAC: 00:18:52:42: 3066
00:16:32:42.52:68 162.188.1.25¢ VLAN Port24 | IP: 152 1881 264

| 00:50-56:C0: 0005 5 not in ths table, | wil drap it

Disallowed Uses Host A
MAC 00 5056 CO00:06 MAC 00:16:01:44:15:12
IP; 192,168,111 IP: 192.168.1 10

2. If Host A changes the connecting port, the switch will drop packets coming from Host A.
port mismatching.

Meatwork
b
| = BT NEE |
I nave bl Binding tabla endies Crabaway
R GRGRETRE S 192 166190 YLAN 1 Fom1 | MAG: 00: 165242 368
| D0CIE 2 A2 da e 192 188.1.254 VLAM 1 Pom24 | 1P B2 HIBLY 254

! Pt chanped. | will drog A,

Haosl &
WAC 00 16:01 441812
1P 192, 138.1.10

3. If the VLAN tag is different from the table of switch. The packets from Host A will be
dropped because of the mismatching of VLAN.
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= s
1 have wa Binding taéls anides Gatewsy
100:16:01:48:19:12 162.168.1.10 VIANA1 Port MAC: 00:18:32:42:30 65
100:16:32:42:30:66 162.188.9.254 VLAN1 Port 24 1P 192.188.1.264

L VYLAN mamaich with my table, | will drop it

i‘«u = BO2 1QVLAN tag = §

Host A
MAC: 00:1601:44:1912
P: 152,166,110
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Scenario

Here we’d like to demonstrate a situation with a port changing. Consider the
scenario below:
Figure 1

R T
Gidsoway
MAC: 0076:32:42 3066
P18z 1681254

'
Portt |
Port 2¢

0

rMost A
MAC: 00 16:01 44 1512
1R 168110

Figure 2
%
I Favee b0 Binding tabla aniries Gateway
HE R LR RE VEE 1886190 WLAM Pami | WA 00185242 3B

R R L el VEE TEE.1.2548 WLAM 1 Pom2d | 1P nEe 11254

| Pravt changed, | will drog .

= ammeeFFHOEEHEH H He =~

Hosl A
MAC: 00-16:01-44:19-12
1P 192 158,110

In this example, Host A and Gateway are connected to port 1 and port 26 (Figure 1).
Administrator builds a static binding of Host A and Gateway. If any of the two devices
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changes its connecting port, the packets will be dropped by the switch.
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Configuration using the Web GUI

1. Connect the MGMT port to a PC or Notebook using the RJ45 Cable.

2. By default, the MGMT IP address of the out-band port is 192.168.0.1/24

3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 into the URL field.
5. By default, the username for the administrator is “admin” and the password is
“1234”.

6. After successfully logging in, you will see a screen similar to the one below.

@ Save [@ Status [ Logout H Help

L@ Port Status

Port Name Link State PD LACP TxPkts RxPkts Errors TxKBis RxKBis UpTime
1 1000MIF FORWARDING Off Disabled 1116 1476 0 20787 8.825 11732
2 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
3 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
4 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
5 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
5] Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
7 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
a Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
El Down STOP - Disabled 819 10239 0 0.0 0.0 0:00:00
10 Down STOP - Disabled 0 0 0 0.0 0.0 0:00:00
7. Click “Advanced Application” “IP Source Guard” “Static Binding” to go to

the “IP Source Guard Static Binding” page.
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R Save B Status B Logout B Help

Basic Setting L@ 1P Source Guard ] Static Binding|  DHCP Snooping  ARP lnspaction

e x MALC Neldross W nddiess Lease Typo vib Port

IP Application

Management

VLAN
Static WAC Fomwarding
Fitlanng
Eparring Tree Protocol
Bandsdth Contral
Broadcast Blorm Contral
Mirorng
Link Aggregation
PotAurientication
Fort Sacurty
Clazsifier
Polity Rule
Quauing Mathod
VLAN Slackng
Nuticast
Auth =nd Acct

| P Source cusrd |
Loop Guard

8. Inthe “IP Source Guard Static Binding” page, set the MAC, IP, VLAN, and Port
binding then click “Add”. Below is an example of binding the Gateway to port 26.

| @ IP Source Guard Static Binding ] IPSG
MAC Address :00 |:j00 Iiji RHC ;:ﬁi’f [
IP Address §192.1’£€k3.~1.2£3~ N |
VLAN 1 \

Port L J

(833 ] [Cancel ) [ Cer |

9. Then we continue to add a new binding of Host A.
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L@ [P Source Guard Static Binding __J IPS

MAC Address ET‘[IT'OTW}FKﬁi
IP Address \192188110_ B w
VLAN [1 ‘, (
@ \l ]
Fort [
@) Any

L Add ][ Cocel | [ Clew |

10. After creating the static binding, we need to configure the ARP inspection.
Because IP Source Guard filters packets based on the ARP packets before a session
was established. After the ARP was inspected, then the switch decidesiif it will

forward the following packets like ICMP, TCP.
Click “Advanced Application” “IP Source Guard” “ARP Inspection” then click

“Configure” to enter the “ARP Inspection Configure” page.

ZyXEL
T

BasicSetting B @8 P Source Guard _____J Statie Binding LPHCP Snasping I_éﬂf,la&nﬁ_ﬁt!‘;gll
Advanced Application

[ Save M Status Bl Logout B Help

P Anpli : T8 B35 MAC Addross I Addvoss Loase Type viD Port
liat Jall L : 1 ODIEDT444842 192168417 Iy a0 1 1
Management ; 2 ca:0001:18:00.00 192166 1.254 inmnizy st 1 24

YLAN
Static MAC Forwarding
Fitering

Spanning Tree Protocol
Bandwadh Convol
Brosaegst Storm Control
Mimanng
LinkAgorepation

Queung Merod

YLAN Stacking

Multica=i

Alnth and Arct

IP Eource Guard |
Loop Cuard
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| @) ARP Inspection Status VLAN Status Log Status Confiqure IPSG
Total number of fikers= 0
Index MAC Address vID Port Expity (sec) Reason Delete
*
[ Dekete ] [ Cancel ]

11. Check the “Active” checkbox, enter the “Filter Aging Time” and “Log Profile”
value on the “ARP Inspection Configure” page. You can leave “Filter Aging Time”
and “Log Profile” value by default. Click “Apply”

@) ARP Inspection Configure _ J Port VLAN ARP Inspection
Active [V
Filter Aging Time
Filter aging time 1200 f seconds
Log Profile
Log buffer size 32 \ entries
Syslog rate 5 1 entries
Loginterval 1 | seconds
[ 4pply J{[_Cancel |

12. Click “VLAN” to open the “ARP Inspection VLAN Configure” page.
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[ @) ARP Inspection Configure Po VLAN ERP Inspection
Active
Filter Aging Time
Filter aging time §3C0 | seconds
Log Profile
Log buffer size entries
Syslog rate 5 | entries
Log iiterval 1 W seconds

[ Aply | [ Cance |

13. There are two parts in the “ARP Inspection VLAN Configure” page. The upper

part is used to show the list of VLAN setting and the lower part is used to configure

which VLAN the ARP Inspection was implemented.

Here we enter “1” as the “Start VID” and “5” as the “End VID”. Click “Apply”

[ @) ARP Inspection VLAN Configure

Configure

VLAN

Start VID ’1

|

End VID :%

Apply
ViD Enabled Log
% [Mo ¥ ?rNonc ]|
[ Apoly || Cancel |

Then the lower part will show each VLAN’s configuration. Since we use VLAN 1 as

Host A’s VLAN, we need to enable it on VLAN 1.

11

All contents copyright (c) 2011 ZyXEL Communications Corporation.



ZyXEL IP Source Guard Support Note

" @) ARP Inspection VLAN Configure Configure

VLAN Start vip End VID [

Apply

VID Enabled Log

¥ No « Neae

1 Yes v Aall v

2 iNo v Al »

3 |No w Deny &

4 'No » Deny v

5 o & 0 |Day B

14, After step 13, the Static Binding is successfully configured.
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Configuration using the CLI

vlan 1 name 1
normal "
fixed 1-10
forbidden ™
untagged 1-10
ip address 192.168.1.1 255.255.255.0
exit
interface route-domain 192.168.1.1/24
exit
ip source binding 00:16:01:44:19:12 vlan 1 192.168.1.11 interface port-channel 1
ip source binding 00:16:32:42:3e:66 vlan 1 192.168.1.254 interface port-channel 26
ip address 192.168.0.1 255.255.255.0
arp inspection vlan 1 logging all
arp inspection vlan 1
arp inspection
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