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Overview 
 

AAA stands for “Authentication, Authorization, and Accounting” which provides 

access control and to keep track of the activity of users over a network. 
 

 
Authentication: Identify who is allowed to access the device by. 

Authorization: Identify what commands is allowed by what user. 

Accounting: Count and trace the used commands and system events. 

 
 

The AAA procedure can be done on local device (if it supported) or on a 

different outside server. See figure below 
 

 
 

Considering this topology, AAA process in the Switch chose TACACS+ as its 

login method. When a Host want to access this switch via telnet , serial , or web 

GUI , he needs to send an ID/PW pair to the Switch, then this Switch starts an 

Authentication procedure (here, via TACACS for example). When the outside 

Server checks and confirms the ID/PW pair with its database, it will decide to accept 

or deny this ID/PW pair. 

 
 

TACACS+ (Terminal Access Controller Access-Control System plus) is an 

authentication protocol that allows a remote access server to forward a user's logon 

name and password to an authentication server to determine whether access can 

be 

allowed to a given system. 
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Scenario 
 

 
 

Consider the scenario depicted, according to this topology, the host wants to 

logon to the switch via serial port. To implement AAA function with TACACS+ on this 

switch so that the switch can query an outside TACACS+ server for authentication. 

We need 

to build a TACACS+ server and make some configuration on this switch. 
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Configuration using the Web GUI 
 

1. Connect the MGMT port to a PC or Notebook with the RJ45 Cable. 

2. By default, the MGMT IP address of the out-band port is 192.168.0.1/24 
 

3. Set your NIC to 192.168.0.100/24 
 

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 into the URL field. 
 

5. By default, the username for the administrator is “admin” and the password  is 
 

“1234”. 
 

6. After successfully logging in you will see a screen similar to the one below. 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

7. Go to the “TACACS+ Server Setup” page by clicking “Advanced Application” 

“Auth and Acct” “TACACS+ Server Setup” 
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8. Identify the TACACS+ Authentication  Server’s IP address, shared secret, server  

mode, and timeout timer. Click “Apply” 
 

 
 

9. Identify the TACACS+ Accounting Server’s IP address, shared secret and the 

timeout timer. Click “Apply” 
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10. Go to “Auth and Acct Setup” page. 
 

 
 

 
11. Configure the Authentication method sequence. Here we choose tacacs+ as 

our first authentication method, local as the second, and radius as the third. If 

method 1 failed, the device will use method 2 and so on. You can also leave the 

method bar 

blank. 
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12. Choose what kind of events will trigger the Accounting, when will it send 

accounting info to the Server (when start and stop the type of service or only when 

stop the service), and what kind of servers is using (here we use TACACS+ in 

stead). 

Click “Apply” 
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Configuration using the CLI 
 

Configure the aaa authentication order: 

Switch#conf 
 

Switch(config)#aaa authentication enable <method 1> <method 2> <method 

3> Switch(config)#aaa authentication login <method 1> <method 2> <method 

3> 

 
 

The running-config: 

vlan 1 name 1 

normal "" 

fixed 1-10 

forbidden "" 

untagged 1-10 
 

ip address 192.168.1.1 

255.255.255.0 exit 

interface route-domain 

192.168.1.1/24 exit 

ip address 192.168.0.1 255.255.255.0 tacacs-

server host 1 192.168.1.88 key zyxel tacacs-

accounting host 1 192.168.1.88 key zyxel aaa 

accounting update periodic 5 

aaa accounting system tacacs+ 
 

aaa accounting exec start-stop tacacs+ 
 

aaa accounting dot1x start-stop tacacs+ 
 

aaa accounting commands 14 stop-only tacacs+ 
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TACACS+ Server configuration (Using Cisco ACS) 
 

1. Create the AAA Client (the Zyxel switch for example) hostname, IP address, 

shared key, Authentication method.  Click “Submit + Apply” 

 
 
 

2. Create  an account  for logging in. Here we create  an “admin” account  for logging in. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

9 

All contents copyright (c) 2011 ZyXEL Communications Corporation. 



 
 

 
 

  AAA and TACACS+ Support Note   
 

 
 

 
 

3. After creating the account, we have to set up what database ACS will search for 

and the user’s password. 
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4. After creating a new account, you can do login authentication via this outside 

TACACS+ Server. 
 
 

5. When accounts are created, ACS will automatically do accounting when 

users logging in. 
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