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Purpose

In the old trunk version, we only supported IPv6 configuration of addressing and link-local
address using CLI. Now, in the new trunk, we can configure IPv6 addressing, link-local address
and DHCPv6 settings via Web GUI. This support note is going to introduce how to configure IPv6
settings through Web GUI.

Features

IPv6 Addressing: IPv6 Addressing provides the following features on the ZyNOS platform.
1. Enable / Disable IPv6

2. Configuration of an IPv6 Address.

3. Configuration of an IPv6 address with EUI-64.

4. Configuration of an IPv6 link-local address.

DHCPv6 Relay: Relay agents shall forward messages between client and server. To allow a DHCP
client to send a message to a DHCP server that is not attached to the same link, a DHCP relay

agent on the client's link will relay messages between the client and server.

DHCPv6 Relay description:

Interface-ID Option Code : 18
Length : 4
Data : slotID(1byte) + PortID(1byte) + vlanID(2bytes)

(same as zyxel switch dhcpv4 option82, 4 bytes)

Relay Agent Option Code : 37
Remote-ID Length : n+4
Data enterprise-number : 890 (= ZyXEL. 4 bytes, by IANA)

remote-ID : user defined string (n bytes, n <= 64)
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Scenario

VLAN 20

VLAN 10

relay

clien

The client in VLAN10 would like to get its IP address from the server in VLAN20.
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Web GUI configuration

VLAN

1. Enter the Web GUI (the default IP address: 192.168.1.1)
2. Basic setting=> VLAN
3. Setup VLAN=> Static VLAN

ZyXEL
(MENDT

Basic Setting

@ NN ETT /LAN Port Setting Private VLAN Status Static VLAR
VLAN Search by VID

The Number of VLAN: 1.
Index VID Elapsed Time Status
1 1 0:01:52 Static

VLAN -
Static MAC Forwarding
Static Multicast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Control
Mirroring =
Link Aggregation ‘
Port Authentication

Port Security :
Classifier [
Policy Rule
Queuing Method
VLAN Stacking
Multicast

AAA

IP Source Guard
Loop Guard

VLAN Mapping Change Pages Next

I avar 2 Prataral Tunnalinn
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4. Add VLAN10 and fixed ports 1-9, 11-28 as members of VLAN10.

5. Select port 10 as a normal port.

(@) Static VLAN ______J VLAN Status

ACTIVE ™
Name VLAN10
VLAN Group ID 10

o @ Normal
VLAN VLAN Type X
Static MAC Forwarding | - Private =]
Static Multicast Forwarding | Association VLAN List
UG VLANL0: fixed 1-9,11-28
Spanning Tree Protocol normal 10
Bandwidth Control Port Control Tagging
Broadcast Storm Control * Fixed [v] [T] Tx Tagging
Mirrorin = x < 2 23
% 3 : 3 1 ) Normal © Fixed ©) Forbidden [7] Tx Tagging
Link Aggregation : f - ;i
Port Authentication 2 -~ Normal © Fired © Foroidden ! Tx Tagging
Port Security 3 ) Normal @ Fixed ©) Forbidden [=] Tx Tagging
Classifier 4 ) Normal © Fixed © Forbidden [T Tx Tagging
Policy Rule 5 ) Normal © Fixed © Forbidden [T] Tx Tagging
Queuing Method 6 ) Normal © Fixed © Forbidden [7] Tx Tagging
VLAN Stackin . 3 3 ;i =
: H_ 9 7 ) Normal @ Fixed ©) Forbidden [Z] Tx Tagging
Multicast Z G =
AAA 8 ' Normal @ Fixed ) Forbidden I Tx Tagging
|P Source Guard 9 2 Normal © Fixed O Forbidden H Tx Tagging
Loop Guard 10 @ Normal © Fixed @ Forbidden ] Tx Tagging
VLAN Mapping " 2 Normal © Fixed ©) Forbidden [T] Tx Tagging
I aver 2 Prataral Tunnalina an . . B . RN © B [ I &

6. Add VLAN20 and fixed port 10.

q ) - VLAN Status
_Advanced Application ACTIVE Vj
_IP Application | Name VLAN20
_Management | | VLANGroupID 20
© Normal
VLAN & VLAN Type .
Static MAC Forwarding . Privale [=]
Static Multicast Forwarding Association VLAN List
Filtering
Spanning Tree Protocol VLAN20: fixed 10
Bandwidth Control Port Control Tagaging
Broadcast Storm Control * Normal E] [T Tx Tagging
Mirroring = & - : = 2
: : 1 © Normal ) Fixed ) Forbidden || Tx Tagging
Link Aggregation - S ) (22 s
Port Authentication 2 © Normal g Fixed ‘,  Forbidden ,] Tx Tagging
Port Security 3 © Normal ~) Fixed ) Forbidden [T TxTagging
Classifier 4 @ Normal 7 Fixed ") Forbidden [T Tx Tagging
Policy Rule 5 © Normal © Fixed * Forbidden [ Tx Tagging
Queuing Method 6 © Normal * Fixed ©) Forbidden Tx Tagging
VLAN Stackin = - -
3 =04 T © Normal ) Fixed ) Forbidden [T] Tx Tagging
Multicast g
AAA 8 @ Normal ) Fixed ) Forbidden [T Tx Tagging
IP Source Guard 9 © Normal © Fixed 2 Forbidden [7] Tx Tagging
Loop Guard 10 ) Normal © Fixed ©) Forbidden [7] Tx Tagging
VLAN Mapping 1 © Normal O Fixed © Forbidden [7] Tx Tagging
| avar 2 Pratnenl Tunnalina ™ an @ o . ~3= 5 - cos [ . 5
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7. Set up PVID for VLAN10 and VLAN20.

Management ptllvt lf'
..... p'.'ltl 0=
Port
Static MAC Forwarding ’
Static Multicast Forwarding 1
Filtering
Spanning Tree Protocol 2
Bandwidth Control 3
Broadcast Storm Control 4
Mirroring =
Link Aggregation 5
Port Authentication [
Port Security
Classifier [ 7
Paolicy Rule 8
Queuing Method 9
VLAN Stacking =
Multicast 10
AAA 11
IP Source Guard
Loop Guard 12
VLAN Mapping 13

I avar 2 Pratnenl Tunnalinn

IPv6 Interface

1. Add VLAN1O0 interface.

> pvid: 20
Ingress Check

] 10
] 10
E 10
10
[ 10
(] 10
[l 10

[ 10
] 10
[ 10
& 20
] 10
[ 10
1 10

{_@interface Setup ____J

GVRP

] Al
Al
] Al

= All
] All
[ All
[ All

All
] All
All
All
L& All
[ All
[ All

Acceptable Frame Type

B BT R EEDED AR E DR ETE] E]

@ ONENEEESOGFEE  Subnet Based Vlan  Protocol Based Vlan

GVRP

VLAN Trunking

I;nvefface Type

Interface ID

[VLAN [~ ]

10|

VLAN Status

Isolation

@

a

[

System Info
General Setup
Switch Setup
IP Setup

Port Setup
Interface Setup |

Index

Interface Type

Interface ID

Interface

Delete

Delete | | Cancel
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2. Add VLAN20 interface.

[ @Minterface Setup

Interface Type

IP Application Interface ID

Management

System Info
General Setup
Switch Setup

IP Setup

Port Setup

Interface Setup Index Interface Type
IPvG 1 VLAN

Interface ID
10 VLAN10

Interface

Delete

i
;\

3. Enable IPv6 Interface.

ZyXEL
MENU

Delete

IPv6 Status

Basic Setting (@ [Pv6 g
Advanced Application IPv6 Global Setup Click Here
IP Application [ 1Pv interface Setup Clccrere )
Management
IPv6 Link-Local Address Setup  Click Here
IPv6 Addressing e e R e O R R R R R R R
System Info IPv6 Global Address Setup Click Here
General Setup
Switch Setup IPv6 Neighbor Discovery Setup  Click Here
ik Sohie PV6 N hbor Di Pv6 R Di S ick
Port Setup IPv6 Neighbor Discovery IPv6 Router Discovery Setup Click Here
Interface Setup IPv6 Prefix Setup Click Here
IPv6
IPv6 Neighbor Setup Click Here
DHCPv6 Client Setup Click Here

Pvb Interface Setup

«

System Info

Interface VLAN10 [~
Active I
Address Autoconfig ]

IPv6 Configuration

General Setup

[ Cancel | [ Clear

Switch Setup

S

17 Botup Index Interface Active

Port Setup

Interface Setup 1 [ VLAN10 Yes ]
1PV 2 VLAN20 No

Address Autoconfig
No
No
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ZyXEL
(=TT ——

Basic Setting [ @ IPv6 Interface Setup __J IPv6 Configuration
Advanced Application Interface VLAN20 [~ |
IP Application Active 5]
Management Address Autoconfig [F
System Info
General Setup [ Apply | |f cancel | [ Clear
Switch Setup
IP Setup Index Interface Active Address Autoconfig
Port Setup
Interface Setup B LAND — i
IPva 2 | vianzo ves | No

4. Add IPv6 global address

(@) IPv6 Configuration ______J IPv6 Status

IPv6 Global Setup Click Here

IPv6 Interface Setup Click Here

Management

IPv6 Link-Local Address Setup  Click Here

IPv6 Addressing ‘

System Info IPv6 Global Address Setup Click Here
General Setup
Switch Setup IPv6 Neighbor Discovery Setup  Click Here
IP Setup . . Bt s
Port Setup IPv6 Neighbor Discovery HIP'.'G F‘(Qg‘tfer ‘Dls‘c‘(‘)\"e‘r‘y Selup ) CII\c\k\I—\!\eirew .
Interface Setup IPv6 Prefix Setup Click Here
IPvG

IPv6 Neighbor Setup Click Here

DHCPv6 Client Setup Click Here
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5. Add IPv6 global address for VLAN10.

Basic Setting [ @) IPv6 Global Address Setup IPv6 Configuration
Advanced Application interface 'VLAN10'E
IPV6 Global Address 2100::1000 [ eul-a4
Prefix Length 64|
System Info
General Setup |
-Cancel Clear

Switch Setup

IP Setup

Port Setup Index Interface IPv6 Global Address/Prefix Length EUI-64 Delete

Interface Setup

IPv6

6. Add IPv6 global address for VLAN20.

[ @) IPv6 Global Address Setup

IPv6 Configuration

- '3 =y
..... Interface VLAN20 [+ ]
IPV6 Global Address 3100::1000 [ eur-64
Management '
Prefix Length 64|
System Info
| 9 T
il [ Add
Switch Setup
IP Setup
Port Setup Index Interface 1Pv6 Global Address/Prefix Length EUI-64 Defle
Interface Setup 1 VLAN10 2100:1000/64 No ]
IPvG

Delete | | Cancel
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7. Add IPv6 link-local address.

IPv6 Status

IPv6 Global Setup Click Here
----- IPv6 Interface Setup Click Here
""" [ IPv6 Link-Local Address Setup  Click Here I
IPv6 Addressing
System Info IPv6 Global Address Setup Click Here
General Setup
Switch Setup IPv6 Neighbor Discovery Setup  Click Here
lie il IPv6 Neighbor Di IPv6 R Di Sets Click H
v v v " ck
Port Setup TRV R D i i
Interface Setup IPv6 Prefix Setup Click Here
IPv6
1Pv6 Neighbor Setup Click Here
DHCPv6 Client Setup Click Here

8. Add IPv6 link-local address for VLAN10.

[ @)IPvb Link-Local Address Setup IPv6 Configuration

Interface VLAN10 B
Link-Local Address fe80:-1000|

Default Gateway

System Info
General Setup -
Cancel | | Clear
Switch Setup { Cancel |
IP Setup
Port Setup Index Interface IPv6 Link-Local Address |Pv6 Default Gateway
Interface Setup 1 VLAN10
IPvG 2 VLAN20

10
All contents copyright (c) 2013 ZyXEL Communications Corporation.



ZyXEL

IPv6 Web GUI

9. Enable management config flag for VLAN10.

System Info
General Setup
Switch Setup
IP Setup

Port Setup
Interface Setup
IPv6

IPv6 Global Setup

IPv6 Interface Setup

IPv6 Addressing

IPv6 Neighbor Discovery

IPv6 Neighbor Setup
DHCPv6 Client Setup

Click Here

Click Here

IPv6 Link-Local Address Setup  Click Here

IPv6 GI<‘)bal Addresg Setup CIi&: Here

IPv6 Neighbor Discovery Setup  Click Here
[ IPv6 Router Discovery Setup Click Here l

IPv6 Prefix Setup Click Here

Click Here

Click Here

IPv6 Status

[ @) IPvb Router Discove etup 1Pv6 Configuration
—
Interface VLAN10 [+ ]
[¥] Managed Config Flag
Flags
[Z] other Config Flag
System Info Minimum Interval 200 seconds
General Setup Maximum Interval 600 seconds
Switch Setu
P Lifetime 1800 seconds
IP Setup
Port Setup Suppress O
Interface Setup
IPvG
[ Apply ] [ Cancel ] [ Clear]
Index Interface Flags Minimum Interval Maximum Interval Lifetime Suppress
= VLAN10 M 200 600 1800 No
2 VLAN20 M 200 600 1800 No

11
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10. Enable DHCPv6 Relay.

Advanced Apblic Click Here
IP A [ DHCPV6 Click Here 1

Management

Static Routing
Policy Routing
DiffServ
VRRP

Load Sharing
ARP Setup

11. Add the IPv6 help address for VLAN10.

ml\dvanced

Application [10

Helper Address .3100‘:1010
Interface ID
Static Routing Options Remote ID
Policy Routing
DiffSery
DHCP Add Cancel Clear
VRRP
Load Sharing
ARP Setup
VviD Helper Address Interface ID Remote ID Delete
Delete Cancel
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Verification

Capture the DHCPv6 Relay packets out from the switch to DHCP Server to verify the

configuration has been successful, as in the following figure.

Filter: | dhcpvé BExpression... ClaarniA e
No. Time Source Destination Length Protocol Info
:1010 203 DHCPv6 Relay-forw L: 2100::1000 Solicit XID: 0x5f6047 CID: 00010001

3 0.00111300 3100: :1000 3100:

TCMEF
DHCPV6
CMPV6

DHCPV6

estinatior

: 0x5f6047 CID: 00010001
AR

5 : 0x5f6047 CID: 00010001
Destinatior reachable 0 hable
Relay-forw L : 0x5f6047 CID:
C Unr eac yle (Port unreachable
DHCPV6 Solicit XID: 0xf4748c CID: 00010001180d3b7e3c970e300ea0
52 167 DHCPV6 Solicit XID: 0xf4748c CID: 00010001180d3b7e3c970e300ead
DHCPv6 Relay-forw L: 2100::1000 Solicit XID: O0x5f6047 CID: 00010001

00010001

::1010 DHCPV6

ICME

17472:
:7472:b584:7a09 ffo2

nreachable (Por nreachable

6 Destinatior
2 167 DHCPV6 Solicit XID:

2 167 DHCPv6 Solicit XID: 0xf4748c CID: 00010001180d3b7e3c970e300eal
2 167 DHCPV6 Solicit XID: 0xf4748c CID: 00010001180d3b7e3c970e300eald
12

14

0xf4748c CID: 00010001180d3b7e3c970e300ea0

:7472:b584:7a09 ffo2:
17472:b584:7a09 ffo2
:7472:b584:7a09 02
17472:b584:7a09 ffo2

167 DHCPv6 Solicit XID: Oxf4748c CID: 00010001180d3b7e3c970e300eald
Solicit X 0x5f6047 CID: 00010001
ab port unreachable

Solicit XID: Oxf4748c CID: 00010001180d3b7e3c970e300ead

DHCPV6
810 3100: :101( 100 :10¢ TCME

.9349470 fe80 :7472:b584:7a09

Rel

ay-forw L: 2100::1000

ID:

Dest

52 167 DHCPV6
286 454.936468 fesi :7472:b584:7a09 2 167 DHCPv6 Solicit XID: 0xa0b480 CID: 00010001180d3b7e3c970e300eal
287 455.936131 e8!l :7472:b584:7a09 2 167 DHCPv6 Solicit XID: 0xa0Ob480 CID: 00010001180d3b7e3c970e300eal
288 457.936183 fe8i :7472:b584:7a09 2 167 DHCPV6 Solicit XID: 0xaOb480 CID: 00010001180d3b7e3c970e300eal
289 461.936313 fe80::6806:7472:b584:7a09 2 167 DHCPV6 Solicit XID: 0xaOb480 CID: 00010001180d3b7e3c970e300eald
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