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Feature Overview

Option 82 is a relay agent option which records the location information of the DHCP client.
When a DHCP snooping device receives a client’s request, it adds Option 82 to the request message
and sends it to the server. Then, the DHCP server can assign a proper IP address and other
parameters for the client. The administrator can also use Option 82 to implement security control and

accounting.

Why use DHCP Option 827

The Dynamic Host Configuration Protocol (DHCP) option 82 enables a DHCP relay agent to put
some information into the DHCP packets that are sent from the DCHP clients to the DHCP server. It
offers this information to the DHCP server when the DHCP server assigns IP addresses and
configuration information to the clients. The Option 82 allows the DHCP server to tell which DHCP
packets are from legitimate clients. The DHCP server will assign IP addresses to the legitimate DHCP
clients and discard the illegitimate DHCP clients.

The DHCP option 82 includes circuit-ID and remote-ID. Service providers can choose circuit-ID and/or

remote-ID in the DHCP option 82.

Circuit-ID and Remote-ID Picture

New Features of Trunk 4.10

Smart Relay Global Per port
VLAN Relay Per VLAN Per port per VLAN

Trunk 4.00 only supports DHCP smart relay, which includes DHCP packets sent from the DHCP
clients to the DHCP server. The DHCP relay agent can be configured with option 82 profiles, and is
known as global DHCP relay. However, for per-port per-VLAN DHCP relay, we do not support Trunk
4.00 as it may cause inflexibilities when deploying DHCP clients in per-port per-VLAN setup.

Trunk 4.10 includes the following enhancement for DHCP option 82. When DHCP packets are
sent from the DHCP clients to the DHCP server, the DHCP relay agent will insert option 82 profiles
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per-port per-VLAN to make implementation much more flexible.
For example, profile A can be added in VLAN A for port 1 to port 5, and profile C can be added in VLAN
B for port 6 to port 10.

DHCP Client h—J PHCP Relay -—.IDHCP Server
Agent

l Port 1~5 ' Profile A

Vian A -
Profile C

Vian B -
Profile D

Description

This specification implements the following DHCP option 82 items in ZyXEL products. More

details are described in section 3.
DHCP option 82 is a TLV (type, length, value) in the DHCP control packets. The DHCP relay agent fills
that option information when the DHCP client sends DHCP packets to the DHCP server.

DHCP Relay Agent support:

Option:
Type 82: Relay Agent Information Option

Sub-option:
1: Agent Circuit ID Sub-option

2: Agent Remote ID Sub-option
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How does DHCP Option 82 Work on Trunk 4.107?

The original design only supports global relay with option 82; but new with trunk
4.10 we can also support per-port per-VLAN option 82.
The following Scenario is an example to show how it works.
We separate two conditions with this feature:
1. Only enable global relay and per-port option (Cannot enable VLAN relay at the
same time).
2. Enable per-port per-VLAN relay. Please check the following scenario as an
example.

Scenario

DHCP serTer

\ __ Switch1

Customer A = ‘ - ‘

iy———

| |

— —
192.168.1.X Customer B Guest
Employee
192.168.1.X
192.168.10.X 192.168.20.X

DHCP Relay with DHCP Option 82 Test

We use our switch and PC to test our function.
We connect port 1~4, 7~8 of Switch 1 to the DHCP clients.
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We connect port 22 of Switch 1 to the DHCP Server.

Step 1: Create Guest VLAN, Employee VLAN, and DCHP server VLAN.

[ @) StaticVLAN ] VLAN Status
ACTIVE

........................................  ———r E—

............................... e

@ Mormal

»

VLAN
Static MAG Forwarding © Private [~]

VLAN Type

Static Multicast Forwarding Association VLAN List
Filtering

Spanning Tree Protocol
Bandwidth Control Port Control Tagging
Broadcast Storm Contraol * MNormal |Z| Tx Tagging
Wirroring e R

Link Aggregation Forbigden

Port Authentication
Port Security @ Fi Tx Tagging
Tx Tagging

Tx Tagging

Tx Tagging

m

Classifier
Policy Rule
Queuing Method
WLAN Stacking I
Multicast

AAA

IP Source Guard

4| TxTagaging
[ Tx Tagging I

) Forbidden

=3 ]

Basic Setting . VLAN VLAN Status
Advanced Application ACTIVE
T ——— E;ﬁ‘b‘iayee ................................................
o GroupID ............ 20 ........................

VLAN o VLAN Type

Static MAC Forwarding | | |Z| ...........
Static Multicast Forwarding Association VLAN List

Filtering

Spanning Tree Protocol

Bandwidth Control Port Control Tagging
Broadcast Storm Control * Tx Tagaing
wirering | | o P .

LinkAggregation ............. o

Port Authentication a ... Z @

PotSecurty || S @

Classifier 4 @

PolgRie |1 S °

Queuing Method | | 8 @ TxTagging
VLAN stacking || S o nom Ores . Fomid‘ﬁé'n e m
Multicast -

Ao I 8 ® ) Forbidden [T] TxTagging I
IP Source Guard | | o © Normal ) Fixed ) Forbidden Y TxTagging
Loop Guard B 10 @ ) Forbidden Tx Tagging
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VLAN VLAN Status
ACTIVE
— ——
................................ \.rmnﬁmupmmg

WLAN

Static MAC Forwarding
Static Multicast Forwarding Association VLAN List
Filtering

Spanning Tree Protocol
Bandwidth Cantrol Port Control Tagaging

| »

VLAN Type

Broadcast Storm Control * E TT
MIITORNG | | e i S T

Link Aggregation
Port Authentication - ked O Forbi idden .. TxTagging
Part Security )
Classifier

Palicy Rule
Cueuing Method

\.}'L;\N Stackin : .................................................................................
- g Y Mormal i Forbidden Tx Tagging
Multicast | |

AAA I 22 ) Mormal ) Forbidden [ TxTaggingI
) Forbidden Tx Tagaing

Faorbidden Tx Tagqing

) Forbidden

@ Mormal

IP Source Guard
Loop Guard =
VLAMN Mapping

Layer 2 Protacaol Tunneling
sFlow

PPPoE . -
R i 28 @ MNormal ) Forbidden Tx Tagging
Step 2: Set up an IP interface for each VLAN.
_Basic Setting :
IP Address 192 168.0.1
IP Subnet Mask 256 255 2550
Default Gateway 0000
System Info
General Setup Apply
Switch Setup
el IP Interface
Part Setup
Interface Setup IP Address 0000
N e -
IP Subnet Mask 0000
VID

Index IP Address IP Subnet Mask ViD Delete
1 10.59.1.10 2552552850 100 |

192.168.20.10

| 255.255.255.0 E

Step 3: Configure DHCP option 82 profiles for Customers A and B, as well as Guest

6
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and Employee.

Basic Setting
Advanced A

1P Application
Management

Static Routing
Policy Routing
DiffServ
DHCP

VRRP

Load Sharing
ARP Setup

Basic Setting

_Management

Static Routing
Policy Routing
DiffServ
DHCP

VRRP

Load Sharing
ARP Setup

Advanced Application

Static Routing
Palicy Routing
DiffSery
DHCP

YRRP

Load Sharing
ARP Setup

Basic Setting
Advanced Application

1P Application

Static Routing
Policy Routing
DiffServ
DHCP

YRRP

Load Sharing
ARP Setup

Step 4: Enable DHCP relay option 82 per-port for customers A and B on VLAN 1 relay. Then click on

[ @) DHCP Option 82 Profile ] DHCP Setting
Profile Setup
Mame Customer A
Enable
Circuit-lD slot-port vian hostname
string |192 IP
Enable
Remaote-ID mac
string test
[ @) DHCP Option 82 Profile ] DHCP Setting
Profile Setup
MName Customer B
Enanle
Circuit-ID slot-port vlan hostname
string IP192 port 34
Enable
Remote-ID mac
string test
[ @ DHCP Option 82 Profile ] DHCP Setting
Profile Setup
MName Guest
Enanle
Circuit-ID slot-port [¥] vian [¥] hostname
string |IP10
Enable
Remote-ID mac
string [test
[ @ DHCP Option 82 Profile ] DHCP Setting
Profile Setup
Name Employee
Enable
Circuit-ID slot-port vlan hostname
string |Employee
Enable
Remote-ID mac
string

Port to set up the per-port option 82 profile.
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Port | Status

Static Routing

Policy RoUting e R e
DiffiSerny Size of Client IP Poaol

bres IP Subnet Mask

VRRP ..........................................................................................................................................................................................
Lead Sharing Default Gateway

ARP Setup Primary DNS Server

Remote DHCP Server 1 10.59.11

Remate DHCP Server 2 0.0.0.0

Step 5: Set up VID, ports and option 82 profile for Customers.
Basic Setting L@ Fort ___J VLAHN Setting

viD 1 |

Port 1-2

Static Routing
Folicy Routing
DiffSery
DHCP

VRRP

Load Sharing Index viD Port Profile Name Delete

ARP Setup 1 1-2 Customer A [}

Customer B [}

I i
o
e
IS

Step 6: Set up VLAN relay option 82 profiles for Guest and Employee.

« )‘I"-h‘m Port Status
VID
Management DHCP Status
Server
static Rﬂuh.ng Client IP Pool Starting Address
Policy Routing
DiffServ Size of Client IP Pool
pees IP Subnet Mask
YRRP
Load Sharing Default Gateway
ARP Setup Primary DMNS Server

Secondary DNS Server

Relay
e
I Remote DHCP Server 1

Remate DHCP Server 2

Remate DHCP Server 3

I Option 82 Profile
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(@ VLAN Setting ] Pol

VID 20

=X

Status

DHCP Status

_Management

m ...................................
SIEME RO Client IP Pool Starting Address 0000
Palicy Routing .
DiffSery Size of Client IP Pool _

DHCP IP Subnet Mask _
YRR o000

Load Sharing DefouktGateway D

ARP Setup Primary DNS Server _
Secondary DNS Server 0000 |

Relay
I Remote DHCP Server 1 10.59.1.1 I
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0

I Option 82 Profile Employee

After following the steps above, the DHCP client will send a DHCP request to get IP
addresses from the DHCP server. We can use “Wireshark” at the DHCP server to
capture packets to ensure that the DHCP packets include DHCP option 82. When
capturing packets at DHCP clients, confirm that the DHCP packets do not include
DHCP option 82. We can receive DHCP packets including option 82 on the DHCP
server as shown below.

W o Apcep - viresherk O NS T S YT T o )

file Edit View Go Capture Analyze Statistics Telephony Tools Help
Bwoee DEXRE AerTL(EH QAR #0MWx% 8

Filter: + Expression.. Clear Apply

No. . Time Source Destination Protacol Info

DHCP Discover - Transaction ID Ox3

o [ »

BOOT T11e name not given
Magic cookie: (OK)
option: (t=53,1=1) DHCP Message Type = DHCP Discover
option: (t=116,1=1) DHCP Auto-Configuration [TODO]
option: (t=61,1=7) Client identifier
option: (t=50,7=4) Requested IP Address = 169.254.139.236
option: (t=12,1=11) Host Name = "zyxel-Lance"
option: (t=60,1=8) Vendor class identifier = "MSFT 5.0"
option: (t=55,1=11) Parameter Request List
option: (t=43,7=2) Vvendor-specific Information
= option: (t=82,1=30) agent Information option
option: (82) Agent Information Option
Length: 30 =
value: 011000010001475333373030313932204950020A0019CB00. ..

Agent Circuit ID: 00010001475333373030313932204950

Agent Remote ID: 0019CE00000274657374
end option -

0060 00 00 00 0O 00 00 0O 00 OO0 00 00 00 00 00 00 00
0070 00 00 00 0O 00 00 0O 00 0O 00 00 0O 00 00 00 00
0080 00 00 00 QO 00 00 00 00 0O 0O 00 00 00 00 Q0 00
0090 00 00 00 QO 00 00 Q0 00 00 00 00 00 00 00 Q0 00
00a0 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00
00b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00cO 00 00 00 QO 00 00 00 00 0O 00 00 00 00 00 00 00
00d0 00 00 Q0 Q0 00 0C Q0 00 00 Q0 00 00 00 00 00 00
00e0 00 00 00 0O 00 00 0O 00 00 00 00 0O 00 00 00 00
00f0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0100 00 00 00 QO 00 00 Q0 00 0O 0O 00 00 00 00 Q0 00
0110 00 00 00 00 00 00 63 82 53 63 35 01 01 74 01 01
0120 3d 07 01 00 16 d3 26 f6 fe 32 04 a9 fe 8b ec Oc
0130 Ob 7a 79 78 65 6c 2d 4c 61 e 63 65 3c 08 4d 53
0140 46 54 20 35 2e 30 37 Ob 01 Of 03 06 2c 2e 2f 1f
0150 21 9 2b 2b 02 dc 00 52 le [INENEVNERONGREY]
0160 EENEENEREEVEENNESNECREFIFIELERSY 02 0a 00 19 cb
0170 00 00 02 74 65 73 74

m

Q| Text item 0, 18 bytes | Packets: 1 Displayed: 1 Marked: 0 Profile: Default

Customer A’s option 82

All contents copyright (c) 2013 ZyXEL Communications Corporation.



ZyXEL DHCP Option 82

PP, Saaa. 0 SO W maaae. . . . SnEEWEEw

file Edit View Go Capture Analyze Statistics Telephony Tools Help
Fwoee BPEAXEE AT L R Qb @®Emx| g

Filter: | |+ Expression. Clear Apply

Protacol  Info

ime Source

Guwe e e e v
Magic cookie: (OK)
option: (t=53,1=1) DHCP Message Type = DHCP Discover
option: (t=116,1=1) DHCP Auto-Configuration [Topo]
option: (t=61,1=7) client identifier
option: (t=50,1=4) Requested IP Address = 169.254.139.236
option: (t=12,7=11) Host Name = "zyxel-Lance"
option: (t=60,1=8) vendor class identifier = "M5FT 5.0"
option: (t=55,1=11) Parameter Reguest List
option: (t=43,1=2) vendor-specific Information
option: (t=82,1=38) agent Information option
option: (82) agent Information oOption
Length: 38
value: 011800030001475333373030495031393220706F72742033. ..
30495031393220706F727420332D34
Agent Remote ID: 0019CE00000274657374
end option e

m

. Zy
FT 5.
Do+l

m

Q| Text item 0, 26 bytes Packets: 1 Displayed: 1 Marked: 0 Profile: Default

Customer B’s option 82

I e - vorstors I i N R NS T T b

file Edit View Go Capture Analyze Statistics Telephony Tools Help
Fwoee BPEAXEE AT L R Qb @®Emx| g

Filter: | |+ Expression... Clear Apply

Protacol  Info

ime Source

Guwe e e e v
Magic cookie: (OK)
option: (t=53,1=1) DHCP Message Type = DHCP Discover
option: (t=116,1=1) DHCP Auto-Configuration [Topo]
option: (t=61,1=7) client identifier
option: (t=50,1=4) Requested IP Address = 169.254.139.236
option: (t=12,7=11) Host Name = "zyxel-Lance"
option: (t=60,1=8) vendor class identifier = "M5FT 5.0"
option: (t=55,1=11) Parameter Reguest List
option: (t=43,1=2) vendor-specific Information
option: (t=82,1=28) agent Information option

option: (82) agent Information oOption

Length: 28

value: 0L0EQ007000A47533337303049503130020A0019CE000002. ..

m

Agent Remote ID: 0019CE00000274657374
end option e

00b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00cO 00 00 00 QO 00 00 00 00 0O 00 00 00 00 00 00 00
00d0 00 00 Q0 Q0 00 0C Q0 00 00 Q0 00 00 00 00 00 00
00e0 00 00 00 0O 00 00 0O 00 00 00 00 0O 00 00 00 00
00f0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0100 00 00 00 QO 00 00 Q0 00 0O 0O 00 00 00 00 Q0 00
0110 00 00 00 00 00 00 63 82 53 63 35 01 01 74 01 01
0120 3d 07 01 00 16 d3 26 f6 fe 32 04 a9 fe 8b ec Oc . & .2......
0130 Ob 7a 79 78 65 6c 2d 4c 61 6e 63 65 3c 08 4d 53 . zyxel-L ance<.Ms
0140 46 54 20 35 2e 30 37 Ob 01 Of 03 06 2c 2e 2f 1f FT 5.07. s
0150 21 9 2b 2b 02 dc 00 52 1c [INEENTNEEEONENY P

0160 EREERENAETREN I T IERIETY 02 Oa 00 19 cb 00 00
0170 02 74 €5 73 74 .test.

m

Q| Textitem 0, 16 bytes | Packets: 1 Displayed: 1 Marked: 0 Profile: Default

Guest’s option 82
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VERTAE L. mee . . Teaewse 9w Thewe, oo . b SRAAEEIES

file Edit View Go Capture Analyze Statistics Telephony Tools Hel
BFGAE PEXRE N> T L R Qb @®Emx| g

Filter: + Expression.. Clear Apply

I

No. . Time Source Destination Protocol  Info
DHCP Discover - Transaction ID Oxa

n

Magic cooki
option: (t=53,1=1) DHCP Message Type = DHCP Discover
option: (t=116,1=1) DHCP Auto-Configuration [Topo]
option: (t=61,1=7) client identifier
option: (t=50,1=4) Requested IP Address = 169.254.139.236
option: (t=12,7=11) Host Name = "zyxel-Lance"
option: (t=60,1=8) vendor class identifier = "M5FT 5.0"
option: (t=55,1=11) Parameter Reguest List
option: (t=43,1=2) vendor-specific Information —
= option: (t=82,1=28) Agent Information option
option: (82) agent Information oOption
Length: 28 =
value: 011200080014475333373030456D706C6F79656502060019. ..
Agent Circuit ID: 000800144753333730304560706C6F7 96565
Agent Remote ID: 0019CE000002
end option -~
00b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00cO 00 00 00 QO 00 00 00 00 0O 00 00 00 00 00 00 00
00 00 00 Q0 00 00 00 00 00 Q0 00 00 00 00 Q0 00
00e0 00 00 00 0O 00 00 0O 00 00 00 00 0O 00 00 00 00
00f0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0100 00 00 00 QO 00 00 Q0 00 0O 0O 00 00 00 00 Q0 00 .
0110 00 00 00 00 00 00 63 82 53 62 35 01 01 74 01 0L S —
0120 3d 07 01 00 16 d3 26 f6 fe 32 04 a9 fe 8b ec Oc = & .2, ..
0130 Ob 7a 79 78 65 6c 2d 4c 61 e 63 65 3c 08 4d 53 .zyxel-L ance<.Ms
0140 46 54 20 35 2e 30 37 Ob 01 Of 03 06 2c 2e 2f 1f FT 5.0 /.
0150 21 9 2b 2b 02 dc 00 52 1c [(INEWRNERNONEREY]
0160 EENEEREFEEVEENE ST RIS i W 02 06 00
0170 19 cb 00 00 02

m

O Text item 0, 20 bytes | Packets: 1 Displayed: 1 Marked: 0 Profile: Default

Employee’s option 82

Configuration Using the CLI

vian 1

name 1

normal 22

fixed 1-21,23-28

forbidden ™

untagged 1-28

ip address 192.168.1.1 255.255.255.0
exit
vlan 10

name Guest

normal 1-6,8-28

fixed 7

forbidden ™

untagged 7

ip address 192.168.10.10 255.255.255.0
exit
vlan 20

name Employee

11
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normal 1-7,9-28

fixed 8

forbidden ™

untagged 8

ip address 192.168.20.10 255.255.255.0
exit
vlan 100

name DHCP

normal 1-21,23-28

fixed 22

forbidden ™

untagged 22

ip address 10.59.1.10 255.255.255.0
exit
interface route-domain 10.59.1.10/24
exit
interface route-domain 192.168.1.1/24
exit
interface route-domain 192.168.10.10/24
exit
interface route-domain 192.168.20.10/24
exit
interface port-channel 7

pvid 10
exit
interface port-channel 8

pvid 20
exit
interface port-channel 22

pvid 100
exit
ip address 192.168.0.1 255.255.255.0
service-control http 80 180

dhcp option profile "Customer A" circuit-id slot-port vlan hostname string "192 IP" remote-id

mac string test

dhcp option profile "Customer B" circuit-id slot-port vlan hostname string "IP192 port 3-4"

remote-id mac string test

dhcp option profile Guest circuit-id slot-port vlan hostname string IP10 remote-id mac string

12
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test

dhcp option profile Employee circuit-id slot-port vlan hosthame string Employee remote-id
mac

dhcp relay 1 helper-address 10.59.1.1

dhcp relay 10 helper-address 10.59.1.1 option profile Guest

dhcp relay 20 helper-address 10.59.1.1 option profile Employee

dhcp relay 1 interface port-channel 1-2 option profile Customer A

dhcp relay 1 interface port-channel 3-4 option profile Customer B
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