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Overview

Subnet based VLANSs allow users to group traffic into logical VLANs based on the
source IP address and IP subnet. When a frame is received on a port, the switch
checks where the IP subnet it came from and what the source IP address is. The
untagged packets from the same IP subnet are then placed in the same subnet
based VLAN. The most significant advantage of using subnet based VLANSs is that
the priority can be divided and tuned base on what VLAN the traffic belongs to.

Scenario

Considering the following topology:

Purpose:

Traffic from VoIP phone (source IP: 192.168.1.10) will be categorized into VLAN 3.
Traffic from IPTV (source IP: 192.168.5.10) will be categorized into VLAN 4.

Traffic from the PC (source IP: 192.168.10.10) will be categorized into VLAN 5.
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Internet

Tagged Frames

 IPSubnetting VLAN Process:

:1. Received frames sent from DSL modem.
2 Analyze the source IP address of the
incoming frames.

3. Add the VLAN Tag according to

Eframe' s source IP.

|
| Untagged ;
| Frames 4 Forward the tagged frames to the uplink
: i port.
A NN .
\ = “Ethemet CPE

VolP phone IPTV

PC
192.168.1.10 192.168.5.10 192.168.10.10

When there are different IP services requirement behind a modem (e.g. VoIP, IPTV,
and Common data networking). To separate the IP services in the edge site, we can
classify different VLANSs for each IP service.

By distinguishing each service, Service Providers can do further policy controlling for
each VLAN.

In this topology, three IP services are needed by customer, VoIP, IPTV, and general

network access. Each client belongs to different IP subnets. We can achieve this
purpose using the switch with IPSubnetting VLAN function.
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Configuration using the Web GUI

1. Connect the MGMT port to a PC or Notebook with the RJ45 Cable.

2. By default, the MGMT IP address of the out-band port is 192.168.0.1/24

3. Set your NIC to 192.168.0.100/24

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 into the URL field.
5. By default, the username for the administrator is “admin” and the password is
“1234”.

6. After successfully logging in you will see a screen similar to the one below.

B Save [ Status [ Logout H Help

[ @ Port Status _____J

Port Hame Link State PD LACP TxPkts RxPkts Errors TxKBis RxKBis Up Time

1 1000MF FORWARDING Off Disabled 1116 1476 0 29787 8.825 117:32
2 Down STOP Off Disabled ] 0 0 0.0 0.0 0:00:00
3 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
4 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
5 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
il Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
i Down STOP off Disabled 0 0 0 0.0 0.0 0:00:00
8 Down STOP Off Disabled ] 0 0 0.0 0.0 0:00:00
a Down STOP - Disabled 218 10239 0 0.0 0.0 0:00:00
10 Down STOP - Disabled 0 0 0 0.0 0.0 0:00:00
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7. Go to “Static VLAN” page by clicking “Advanced Application” "VLAN” ”Static
VLAN”

B Save M Status B Logout H Help

_________ ic Setti ~ I @ VIAN Status VLAN Port Setting Static VLAN

The Humber of VLAN = 1

Index ViD Elapsed Time Status
1 1 0:03:36 Static
Static MAC Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Control
Mirraring

Link Aggregation

Fort Authentication
Fort Security

Classifier

Folicy Rule

Gueding Method

WLAM Stacking
Multicast

Auth and Acct

IP Source Guard

Loop Guard Chanye Pages Presious | Mext

8. Create VLAN 3, include port 1 and port 2. Port 1 connects to the modem and
packets going in and out this port shouldn’t have VLAN tag. Port 2 connects to the
router in the CO, and packets going in and out port 2 should have different VLAN tags
according to its IP address. Click “Add”.

B Save [ Status El Logout H Help

\

AN VLAN Status

ACTIVE 72

IP Application R 7T

e
VLA.N : Port Control Tagging
Static MAC Forwarding
Filtering i Mormal |+ W Ty Tagging
Spaning Tree Protocol A ONemal @ Fied O Fobidden [ TxTagging |
Bandwidth Cantrol 2 ' Normal & Fixed ' Forbidden W Ti Tagying
Broadeast Storm Control 3 & Normal © Fixed ' Forbidden ! Ty Tanoing
irorng T ol G ot Vot B g
i e e S R N R SRR L
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9. Create VLAN 4, include port 1 and port 2. Port 1 connects to the modem and
packets going in and out this port shouldn’t have VLAN tag. Port 2 connects to the
router in the CO, and packets going in and out port 2 should have different VLAN tags
according to its IP address. Click “Add”.

E Save B Status B Logout H Help

D static VLAN VLAN Status

ACTIVE [l

" e

| Management ... | e
A Port Control Taguoing
Static MAC Forwarding
Filtering * MNomoal = v T Tagging
Spanning Tree Protocal 1 © Normal & Fie © Forhidden | Tx Tagging
Bandwidth Control 2 Ko .F;lorr.r;al ) ..(;;...Fixe.l.:l - For.l.aidd.t.an o '|7' 'i'xTégg\ﬁ.g )
Broadcast Storm Control 3 & narmal  Fived © Forbiddan V' T« Tagaing
e 4 Comal  Crwed  CFobidsen P nTaggng

Vil Nrevmandine

10. Create VLAN 5, include port 1 and port 2. Port 1 connects to the modem and
packets going in and out this port shouldn’t have VLAN tag. Port 2 connects to the
router in the CO, and packets going in and out port 2 should have different VLAN tags
according to its IP address. Click “Add”.

B Save [ Status B Legout B Help

[ @ Static VLAN VLAN Status

Advanced Application ACTIVE [
A e B e
AR R
VLA.N Port Control Tagying
Static MAC Forwarding
it # Momal = V¥ T Tagging
Spanning Tree Protocol 1 CMomal @ Fhed  © Forbigden T TxTagging
Bandwidth Cantrol 2 C Narmal ® Fiyed © Forhidden ¥ Ty Tagoing
skl = @ Nomal O Fbed  C Fobidden  F TxTagging
Db 4 ©Nomal O Fied  C Forbigen P TeTagging
8 ®MNomal  CFhed  © Forbidden ¥ TcTagging

Pt Anthenticatinn
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11. Go to “VLAN Port Setting” page by clicking “Advanced Application”  “VLAN”
“VLAN Port Setting”

B Save W Status [ Logout H Help

L VLN
The Number of VLAN =4

VYLAN Port Setting Static VLAN

IP Application | Intex viD

Elapsed Time Status
1 1 0:46:59 Static
. . : e
Static MAC Forwarding i 5 O ... [Stafic
Filtering

Spanning Tree Pratacal
Bandwidth Caontral
Broadcast Storm Caontral
Mirroring

Link Aggregation

Fort Authentication
FPort Security

Classifier

Folicy Rule

Cueuing Method

WLAM Stacking
Multicast

Auth and Acct

IF Source Guard

Loop Guard Change Pages Previons | Mext

12. Go to “Subnet Based VLAN” page.

ZyXEL
MENU

Basic Setting

B Save [ Status Bl Logout H Help

¢ Subnet Based Vlan | Protocol Based Vlan VLAN Status

GVRP r

Port isolation |
Management
VLAN Port Ingress Check PVID GVRP Acceptable Frame Type VLAN Trunking
Static MAC Forwarding % r | r ol H -
Filtering
Spanning Tree Protocol 1 r ‘l O Al I r
Bandwidth Control 2 r 1 r Al ¢ O
Broadcast Storm Control 3 - [t i Al hd r
Mirroring 4 r ‘1 I ‘KH——"‘L"I r
Link Aggregation 5 r 1 r ol = r
Port Authentication e
Part Security & I ! r [al S r
Classifier 7 O 1 | All 'l r
Policy Rule 8 I 1 r Al = r
Queuing Method a r 1 O All = r
VLAN Stacking --——--—j"
Multicast 12 = ,1 = ......__.__._..._....Au d 0
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13. In the “Subnet Based VLAN” page, first we have to activate this function. Check
the “Active” check box to enable it. Click “Apply”

@) Subnet Based VLAN Vlan Port Setting

[ Active
DHCP-Wlan Override

=

Apply

14. Create the Subnet Based VLAN entry for the VoIP phone.

Active W~

e
R T T
S o NN | SR
i e I___I3
g I_z_____,

_Add || Concel |

Here we see that packets from 192.168.1.10/24 will be attached a VLAN tag 3 and its

priority will be set to 2. Click “Add”

15. Create the Subnet Based VLAN entry for the IPTV device.

Active v
Name R s
"|p A ”||192.153I5.10 Ao ROt
Maék_g.ﬁs e .m e s s | s
pr.i.nmir LT Ig_____, o
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Here we see that packets from 192.168.5.10/24 will be attached a VLAN tag 4 and its

priority will be set to 5. Click “Add”

16. Create the Subnet Based VLAN entry for the PC.

Active |~
Name 7
P [1s2.16810.10
i Mésk—.ﬁﬂsu i .2-'-1 :
Rt r____,lj .
o e

_ || Gl |
Here we see that packets from 192.168.10.10/24 will be attached a VLAN tag 5 and
its priority will be set to 7. Click “Add”
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Configuration using the CLI

vlan 1 name 1
normal "™
fixed 1-10
forbidden ™
untagged 1-10
ip address 192.168.1.1 255.255.255.0

exit

vlan 3
name "VLAN 3"
normal 3-10
fixed 1-2
forbidden ™
untagged 1

exit

vlan 4
name "VLAN 4"
normal 3-10
fixed 1-2
forbidden ™
untagged 1

exit

vlan 5
name "VLAN 5"
normal 3-10
fixed 1-2
forbidden "™
untagged 1

exit

interface route-domain 192.168.1.1/24

exit

ip address 192.168.0.1 255.255.255.0

subnet-based-vian

subnet-based-vlan name VoIP source-ip 192.168.1.10 mask-bits 24 vlan 3 priority 2
subnet-based-vlan name IPTV source-ip 192.168.5.10 mask-bits 24 vlan 4 priority 5
subnet-based-vlan name PC source-ip 192.168.10.10 mask-bits 24 vlan 5 priority 7

10
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