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ZyXEL Guest VLAN

Overview of Guest VLAN

Guest VLAN is a feature that combines the function of 802.1x & VLAN. If a user
doesn’t pass the authentication while accessing network, then his network is restricted,
and he will be added into Guest VLAN which only provides limited access to network

resources.

How does Guest VLAN work
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Example

In a network, such as campus or business network, clients which haven’t
passed authentication belong to the Guest VLAN. The clients accessing the
resources in the Guest VLAN don’t need to be authenticated, but they only

have limited access to network resources.
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Configuration using the Web GUI

1. Connect the MGMT port to a PC or Notebook with the RJ45 Cable.

2. By default, the MGMT IP address of the out-band port is 192.168.0.1/24.

3. Set your NIC to 192.168.0.100/24.

4. Open an Internet browser (e.g. IE) and enter http://192.168.0.1 into the URL field.
5. By default, the username for the administrator is “admin” and the password is
1234.

6. After successfully logging in, you will see a screen similar to the one below.

B Save

[® Status B Logout H Help

@) Port Status_____J

Port  Hame Link State PD LACP TxPkis RxPkis Errors TxKBis RxKBis Up Time
1 1000MiF FORWARDING off Dizabled 1116 1476 0 20787 g.825 1:17:32
2 Daown STOP off Dizabled 0 0 0 0.0 0.0 0:00:00
3 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
4 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
5 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
i} Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
7 Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
] Down STOP Off Disabled 0 0 0 0.0 0.0 0:00:00
9 Down STOP - Disabled 819 10239 0 0.0 0.0 0:00:00
10 Down STOP - Disabled 0 0 0 0.0 0.0 0:00:00

7. Click “Advanced Application” - “Port Authentication”>“Guest VLAN” for the setup
page.

ZyXEL
(MENDT e,

Basic Setting WK @ 802.1x ] Port Authentication ~ Guest Vlan
Advanced Application Active

B Save [ Status [ Logout H Help

)

VLAN Reauth-period Quiet-period Tx-period Supp-Timeout

gSFsox uoisusury

Port Active Max-Req Reauth
| Static MAC Forwarding secs secs secs secs

Static Multicast Forwarding - |} On v
Elienmg 1 B 2 on ~ 3600 60 30 30
Spanning Tree Protocol ¥
Bandwidth Control 2 2 Culd 2600 50 50 30
Broadcast Storm Control 3 ] 2 On v 3600 60 30 30
Mol 4 ] 2 on ~ 3600 60 30 30
Sl ST B 2 O 3600 60 30 30
Port Authentication 2 I o
Port Security 3 [} 2 On v 3600 60 30 30
Hiassier 7 B 2 On ~ 3600 60 30 30
Policy Rule i
Queuing Method g - 2 on ~ 3600 £ 3 30
VLAN Stacking 9 B 2 On ~ 3600 60 30 30
Multicast 10 B 2 On v 3600 60 30 30
ANA
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M Save Status B

Guest Vian Host-mode Multi-Secure Num
. Management | * E Multi-Host
1 [ 1 Multi-Host 1
Static MAC Forwarding 2 0 . MultiHosts o2 L
Static Multicast Forwarding 3 ] 1 Multi-Host ~ ~ 1
Filtering 4 [l 1 Multi-Host  ~ 1
Spanning Tree Protocol = 5
Bandwidth Control 5 ﬂ 1 Mulithin: !
Broadcast Storm Control 6 ] 1 Multi-Host ~ ~ 1
Mirroring 7 [ 1 Multi-Host ~ ~ 1
KA t 5
Lin A-ggreg.a |0r1 8 [ 1 Multi-Host ~ ~ 1
Port Authentication e
Port Security 9 ] 1 Multi-Host ~ ~ 1
Classifier 10 [ 1 Multi-Host ~ ~ 1
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Configuration using the CLI

1. Connect the MGMT port to a PC or Notebook with the RJ45 Cable.

2. By default, the MGMT IP address of the out-band port is 192.168.0.1/24.

3. Set your NIC to 192.168.0.100/24.

4. Open command line and type: telnet 192.168.0.1

5. By default, the username for the administrator is “admin” and the password is
1234.

Alternatively, connect the CONSOLE port to a PC’s serial port
Use a terminal program with the following settings:

Baud rate: 9600/115200

Data: 8 bit

Parity: none

Stopbits: 1 bit

Flow Control: none

= (config) Port-access-authenticator

= (config) Port-access-authenticator 5

= (config) Port-access-authenticator 5 guest vlan

= (config) Port-access-authenticator 5 guest vian 100

= (config) Port-access-authenticator 5 guest vian 100 host-mode
multi-host

= (config) Port-access-authenticator 5 guest vian 100 host-mode
multi-secure 5

= (config) Port-access-authenticator 5 max-req 2

= (config) Port-access-authenticator 5 quiet-period 3600

= (config) Port-access-authenticator 5 tx-period 30

= (config) Port-access-authenticator 5 supp-timeout 30
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Scenario:

Port 1:Vlan 1: PC1-Radius Server 192.168.1.254

Port 2: Vlan 2 :PC-2-Client 192.168.2.20
Guest Vlan 200
Port 3:Vlan 2 : PC-3-Client2 192.168.2.5

Port 10: Vlan 200 : PC-4-Client3  192.168.2.200

In this scenario, PC 2 will be authenticated. If the authentication succeeds, it will join VLAN 2 and

should be able to communicate with PC 3. When it fails to authenticate, it will join guest VLAN and will

only be able to communicate with PC 4.

Configure VLAN 2

VL AN

Advanced Application ACTIVE

VLAN Status

VLAN

Name Wlan 2
VLAN Group ID 2

Static MAC Forwarding Port Control Tagging
Static Multicast Forwarding * Normal - Tx Tagaing
Flltenn.g 1 @ Normal ) Fixed ) Forbidden Tx Tagging
Spanning Tree Protocol PR . .

X 2 ) Normal @ Fixed () Forbidden ] TxTagging
Bandwidth Control . - -
Broadcast Starm Control 3 ) Mormal @ Fixed () Forbidden [] Tx Tagging
it 4 Normal ) Fixed ) Forbidden Tx Tagging
Link Aggregation 5 Normal ) Fixed ) Forbidden Tx Tagging
Port Authentication 6 @ Mormal ) Fixed ©) Forbidden Tx Tagging
Port Security 7 @ Mormal ) Fined ) Forbidden Tx Tagging
Classifier 8 @ MNormal ) Fixed () Forbidden Tx Tagging
Policy Rule 9 Normal ©) Fixed ) Forbidden Tx Tagging
.O...ue.uing M.e.thud 10 @ Mormal ) Fixed ) Forbidden [C] Tx Tagaing

1. Configure VLAN 200.
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Basic Settin [ &) VLAN VLAN Status
ACTIVE
Name Guest
VLAN Group 1D 200
WLAN
Static MAC Forwarding Port Control Tagging
Static Multicast Forwarding * Maormal - Tk Tagging
Filtering 1 TxTagging
Spanning Tree Protocol 5 B T
Bandwidth Contral X X 8gaing
Broadcast Storm Control TxTagging
Mirroring 4 TxTagging
Link Aggregation 3 T« Tagging
Port Authentication 6§ ) Normal Forbidden Tx Tagging
Port Security 7 ) Normal Forbidden Tx Tagging
Classifier 8 Mormal Forbidden Tx Tagaing
Policy Rule 9 Narmal Forbidden Tx Tagging
Queuing Method 10 ) MNormal () Forbidden [ TxTagging
L0 AR Pbnnkinn
2. Configure PVID.
_Basic Setting. . ORI NEFTETUITEP  SubnetBased Vlan  Protocol Based Vlan VLAN Status
Advanced Application GVRP ]
IP Application
Management
et Port  Ingress Check PVID GVRP  Acceptable Frame Type VLAN Trunking Isolation
Static MAC Forwarding N o o Al - a o
Static Multicast Forwarding 1 =] 1 =] All - [} =]
Filtering 2 B 2 ] All - B ]
Spanning Tree Protocol
Bandwidth Control 2 a 2 o Al T a o
Broadcast Storm Control 4 ] 1 ] All - B ]
Mirroring 5 ] 1 B All - B B
Link Aggregation
Port Authentication 5 o ! o Al T o o
Port Security 7 ] 1 ] All - B ]
Classifier 3 ] 1 ] All - B ]
Policy Rule
Queuing Method N = 1 a Al T g =
VLAN Stacking 10 ] 200 & All - B B

3. Configure RADIUS Server.
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Static MAC Forwarding
Static Multicast Forwarding
Filtering

Spanning Tree Pratocol
Bandwidth Control
Broadcast Storm Control
Mirroring

Link Aggregation

Port Authentication

Port Security

Classifier

Paolicy Rule

Queuing Method

WLAMN Stacking

Multicast

ABA

IP Source Guard

Loop Guard

VLAN Mapping

Layer 2 Protocol Tunneling
sFlow

FPPPoE

Errdisable

@ RADIUS Server Setup ]

Authentication Server

Mode index-priority =

Timeout 30 seconds

Index IP Address UDP Port Shared Secret Delete
1 192.168.1.254 1812 12345678 B
2 0.0.0.0 1812 B

Accounting Server

Timeout 30 seconds

Index IP Address UDP Port Shared Secret Delete
1 0.0.0.0 1813 [}
2 0.0.0.0 1813 @]

4. Enable Port Authentication.

=
Advanced Application

WLAN

Static MAC Forwarding
Static Multicast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Confrol
Mirroring

Link Aggregation

Port Authentication

Port Security

Classifier

Paolicy Rule

Queuing Method

VLAN Stacking

Multicast

aan

5. Set Guest VLAN.

[ @) 802.1x ] Port Authentication Guest Vian
Active
Port Active MaxReq Reauth Reauth-period Quiet-period Tx-period Supp-Timeout
secs secs Secs Secs
* |} On -
1 &} 2 Cn - 3600 60 30 30
2 2 Cn ~ 3600 60 30 30
3 0 2 Cn ~ 3600 60 30 30
4 ] 2 Cn - 3600 60 30 30
5 = 2 Cn - 3600 60 30 30
[ &} 2 Cn - 3600 60 30 30
7 = 2 Cn - 3600 60 30 30
8 = 2 On - 3600 60 30 30
9 &} 2 Cn - 3600 60 30 30
10 = 2 Cn ~ 3600 60 30 30
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_IP Application Guest Vian

Host-mode Multi-Secure Num

_Management * Multi-Host =
1 1 Multi-Host = 1

WLAMN
Static MAC Forwarding 2 ¥ 200 Multi-Host = 1
Static Multicast Forwarding 3 1 Multi-Host - 1
Fallering 4 1 Multi-Host ~ + 1
Spanning Tree Protoco - ] Mult-Hoat ;
Bandwidth Control Jb-fost v
Broadcast Storm Control 6 1 Multi-Host ~ « 1
MK 7 1 Multi-Host = 1
Link Aggregation
Port Authentication 8 ! Multi-Host  ~ !
Port Security 9 1 Multi-Host = 1
tEErw 10 1 Multi-Host = 1

If PC 2 passes the authentication, it will be able to communicate with PC 3 but not PC 4.

Pinging 192_168.2.5 with 32 hytes of data:
192 _168.2.5: bhytes=32 time=1ms
192 168.2.5%: bytes=32 time<{ims
192.168.2.5%: bytes=32 time{ims
192.168.2.5: hytes=32 time=3ms

statistics for 192.168.2.5:
Packets: Sent = 4, Received = 4, Lost = @
pproximate round trip times in milli-seconds:
Hinimum = Bmz, Haximum = 3ms, Average = 1

<@z loss>
ms

tlsers David>ping 192.168.2.200
Pinging 192.168.2.208 with 32 hytes of data:

eply from 192_168.2_20: Destination host unreachahle.
equest timed out.

If PC 2 fails the authentication, it will only be able to communicate with PC 4 but not PC 3.

Pinging 192.168_.2.280 with 32 bhytesz of data:

Reply from 192.168.2_.208: bytes=32 time<{ims TTL=64
Reply from 192.168.2_.208: bytes=32 timed{imz TTL=64
Reply from 192.168.2_.208: bytes=32 timed{imz TTL=64
Reply from 122.168.2.208: bytes=32 time<{imz TTL=64

Ping statistics for 192.168.2.280:
Packets: Sent = 4, Received = 4, Lost = B (B loss).
Approximate round trip times in milli—seconds:

s
MHinimum = Bms,. Maximum = Bms. Average = Bms

C=“Users“David>*ping 192.168.2.5

Pinging 192.168.2.5 with 32 bhytes of

Reply from 192.168.2.28: Destination unreachable.
Reply from 192 _168.2_28: Destination unreachable .
Reply from 192 _168.2_28: Destination unreachable .
Reply from 192 _168.2_28: Destination unreachable .

10
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