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ZyXEL 802.1X Support Note

Overview of 802.1X

IEEE 802.1X is an IEEE standard for port-based Network Access Control and
it is part of the IEEE 802 (802.1) group of protocols. It provides authentication
to devices attached to a LAN port, allows the establishment of a point-to-point
connection or prevents access from that port if authentication fails. IEEE
802.1X is available on certain network switches, and can be configured to
authenticate hosts which are equipped with supplicant software, thus denying
unauthorized access to the network at the data link layer.

Upon detection of a new client (supplicant), the port on the switch
(authenticator) will be enabled and set to the "unauthorized" state. In this state,
only 802.1X traffic will be allowed; other traffic, such as DHCP and HTTP, will
be blocked at the data link layer. The authenticator will send out the
EAP-Request identity to the supplicant which will then send out the
EAP-response packet that the authenticator will forward to the authenticating
server. The authenticating server can accept or reject the EAP-Request; if it
accepts the request, the authenticator will set the port to the "authorized" mode
and normal traffic will be allowed. When logging off, the supplicant will send an
EAP-logoff message to the authenticator. The authenticator will then set the
port to the "unauthorized" state - once again blocking all non-EAP traffic.

802.1x conversation -
S= ‘Tfjlju,rf. Server
Laptop computer Port connect
) "Access blocked

EAPOL-Start . EAPOL RADIUS
: EAP-Request/identity

EAP-Response/|dentity Radius-Access-Request
EAP-Request Radius-Access-Challenge

EAP-Response (credentials) Radius-Access-Request
EAP-Success Radius-Access-Accept

Access allowed
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IEEE 802.1X RADIUS Network Example

In the following section, we will provide an example to illustrate how to
configure IEEE 802.1X RADIUS. In this network example, two RADIUS
servers (192.168.2.200 and 192.168.2.201) are installed for loading balancing.
The pre-share key for both RADIUS servers is 1234 .

On the switch, IEEE 802.1X Port Authentication is activated Switch port 1~8.
VLAN assignments and Bandwidth assignment will be supplied to the user
computers after a successful login via 802.1X RADIUS.

For this example, we set up an user account of “abc” on both RADIUS Servers.
This user will be assigned a VLAN ID of 500 and the ingress bandwidth of

100Kbps.

Configuration Overview:
1. Prepare your RADIUS Servers

2. Enable 802.1X RADIUS authentication and configure the RADIUS server
settings on the Switch (Load balance Mode).
3. Enable Port Authentication on ports 1 to 8

Network Example

Switch ’__,-'. i Primary Radius Server
| Ml 192.168.2.200

= -
Laptop computer SRR R ~ =

o~

+  Secondly Radius Server
N 192.188.2.201

Important Notes:
1. You need to set the VLAN settings on the Switch first before you

configure 802.1X authentication with VLAN assignment. In this example,
you will need to create a VLAN with VID 500 and set the user ports to
“‘Normal” and the uplink port(s) to “Fixed”. Refer to the 802.1Q (tag
based) support note for more information of VLAN setup.

2. After a user is authenticated by the RADIUS server, you can check the
result of the VLAN assignment by viewing the VLAN Status screen.
However, you cannot check the bandwidth assignment status in the web
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configurator or the CLI on the Switch.
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RADIUS Server Setup Example

You need to use a RADIUS server that supports VLAN and Bandwidth
assignment through IEEE 802.1x. In this example, we will use Microsoft IAS
Server (Internet Authentication Service). The latest version of Microsoft IAS
Server is bundled with the Microsoft Windows 2003 Server.

Follow the steps below to configure remote access policies on IAS server.

1. Open the Microsoft IAS Console and right-click on Remote Access
Policies and then click New > Remote Access Policy.

“# Internet Authentication Service
Fle Ackon  View Help

e~ Em BB 2

—iy Intermet Authentization Service (Lozal) Mame | Order |
) RADILS Cients E=r —
._.;I Remotz Access Loggng :‘3 Connzctians ko Mictoscft Routng and Remote ... 2
a8 Efconnzctions to other access s2ivers 3

= ;l Connectiom Ry New Remote Access Policy ‘

New Remose Access Palicy

Refresh
Expart List...

Hep

2. A welcome screen displays. Click Next.
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. X

Welcome to the New Remote
Access Policy Wizard

New Remote Access Policy Wizard

This wizard helps you set up a remote access policy,
which is a set of conditions that determine which
connection requests are aranted access by this server.

To continue, click Nest.

Cancel

3. Select Set up a custom policy and enter a descriptive name in the
Policy name field (for example, “test”). Click Next to continue.

New Remote Access Policy Wizard - _35”

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do you want to set up this policy?

" Use the wizard to set up a typical policy for a common scenario

{* Setup a custom policy

Type a name that describes this policy.

EOIiC}' name: | test h

Example: Authenticate all VPN connections.

pd

< Back I Next > I Cancel |

4. Click Add to create a new policy and click Next.
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M

New Remote Access Policy Wizard

X|

Policy Conditions
To be authenticated, connection requests must match the conditions you specify.

Specify the conditions that connection requests must match to be granted or denied
aCCess.

Policy conditions:

Add., | Edi Remove |
N\
< Back I Next > I Cancel

5. In the Set Attribute screen, select NAS-Port-Type.

Bl Select Attribute _ 21 x

Select the type of attribute ta add, and then click the Add buttan,

Attribute types:

Hame | Dezcription -
Authentication-Type Specifies the authentication scheme that iz u
Called-Station-1d Specifies the phane number dialed by the ug
Calling-Station-d Specifies the phane number from which the
Client-Frigndly-t anme Specifies the friendly name far the BADILS ¢
Client-IP-Address Specifies the [P address of the RADILS cher
Clignt-*endar Specifies the manufacturer of the BADILS m
Dap-And-Time-Restric...  Specifies the time periods and days of week
Framed-Protocol Specifies the protocaol that iz used.
b S-RASendor Dezcnption naot pet defined
MAS -l dentifier Specifies the sting that identifies the HAS th.
MAS-IP-Addresz Specifies the IP address of the MAS whene t
Specifies the twpe of physical port that iz use:
Service-Type Specifies the type of zervice that the uzer ha—
Turnel-Type Specifies the tunneling protocals used. =
':.'.."hdnmw-ﬂrm ns Snacifies Hhe "..'.."inrlfnl.'.m armns that the ||*-:~1i—|

—]p . | cancel |

6. A screen displays as shown. Select Ethernet in the Available types
list and click Add. Click OK to save the setting.
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Ayailable types: Selected types:
ADSL-CAP - Asymmetri a Add 5>
ADSL-DMT - Asymmeti

Async (Modem] emove
Cable =

G.3Fax
HDLC Clear Channel
IDSL - ISDN Digital Su

ISDN Async V110
ISPN Asuncv 120 X
4 i [ » 4] | i
_WI Cancel I
7. Click Next.
New Remote Access Policy Wizard i x|

Policy Conditions
To be authenticated, connection requests must match the conditions you specify.

Specify the conditions that connection requests must match to be granted or denied
aCCess.

Policy conditions:

NAS-Port-Type matches "Ethernet’’

Edit... Bemove |

< Back I Next > | Cancel

8. Select Grant remote access permission and click Next in each
screen. In the last screen, click Finish.
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New Remote Access Policy Wizard x|

Permissions

A remote access policy can either grant or deny access to users who match the
specified conditions.

If a connection request matches the specified conditions:

{" Deny remote access permission

If: {Grant remote access permissiory

/

< Back l Next > | Cancel I

9. Return to the console screen and double-click on the policy that you
have just created.

»Internet Authentication Service

File Acbcn  View Halp

e - A[m| 2 )
?-, Internet Autherrication Service (Local) Name / | Order |
{3 RADIUS Clients Eitest 1

L Ramcte fccoss Logging “ZF'Cernections to Microsat Routing and Remcte ... 2

% ‘3? Remcte Access Policies EF Cornactions to other access servers 3
(=] Connechon Request Frocessrg

10. Click Edit Profile.
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Settings l

Specify the conditions that connection requests must match.

Policy conditions:

agd. | Edt. Remove

If connection requests match the conditions specified in this policy, the
associated profile will be applied to the connection.

Edit Profile... |
cess permissions are specified in the user profile, this

policy controls access to the network.

If a connection request matches the specified conditions:
" Deny remote access permission

(%" Grant remote access permission

| oK I Cancel Spply

11. Click the Advanced tab and Add.

10
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Edit Dial-in Profile el pd
Diakin Constraints | IP | Multiink |

Authentication I Encryption

Specify additional connection attributes to be returned to the Remote
Access server.

Attributes:
| Name I Vendor I Value
iTunnel-Type RADIUS Standard  Virtual LANs [VLAN)

4 4 | i

Add.. Edt.. | Remove |

| 0K I Cancel Apply

12. In the Add Attribute screen, add the Tunnel-Medum-Type,
Tunnel-Pvt-Group-ID, and Tunnel-Type attributes.
Add Attribute B _UE‘

To add zn atlibuee to the Frofle, selact the attibuts, and then dlick Add

To add zn atuibue that is rot izted, sslect the Verdor-Specilic altriuts.

Alhiuts
Name | Verdor [ Descnplion 4]
Login-TCP-Pcr! RADIUS Standard S pecifies the TCP portto which the uesr shoud cornecs,
NAS-Port4d RADIUS Standard Specilies the port of the NAS thal adtrenlicates the user E
Reph-Mecczage RADIUS Standard Specilies the reszage deplayed lo the Lser when the awt
SeraceTye RADILS Slandard Sp=cilies the lype of servce thal the us=r has iequest=d.
Terminabon:Acton RADILIS Standard Speciliex the action that the NAS zhould lake when zervc
TnneR&asignment-ID RADILS Siandard Specifies the lunnsl to which 3 3235100 12 2a21p7ed
TunneHleni-Auth{D RADIUS Standard Specifies the name used By the unnzl inbator dunng the =
TunnelMedun-Teps RADIUS Standard Spzcilies the rarepoit medum uzad ven creating a !unh
Tunnel-assword RADIUS Standand Specilics The pasvword used fol aulhentizaing 1o a remole
TunnelPrefer =cifies !

e RADIUS Standard  Sp

felaive preference acvianad 1o each turnel t

: s S S < the Group D for 3 turneled ce :
Tnnerse SP=Ciliss The nane uced Oy the Tunnl ISrmeatio dang th

TunnelSeneEndt RADIUS S1andard S pevilies the IP addess of the cerwsr end of the turnel
|TunnetType RADILS Siandard S p=cilies |he lunn=lirg pretecols us=d
YendorS pesilic RADILIS Siandard S peciliex the zupooit of croonelany NS festires
Cocody+ar Cico Specilies lhe Csco AY Par %54
.ixlloﬂcc}&lthcolc-ﬂ > Miciosatt | Specifics the ceshiiczte prcase or usage obxec! iderbhc_l:r:.’
>
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13. For the Tunnel-Type attribute, add a Virtual LANs value.

Multivalued Attribute Information ' 3%

Atrioute name:

|TumeI-Ty|:|E:

diirioule numcer;
|E.4

ditrioute famsk

|Enu'na‘et|:t

Atrioute valuss:

Vendm | Yalue MoweLp
RIS Standaid Vilhsal LMz [VLAM)
M e Diaw

R

Bemoe

Edt
1] | +

K | Concel |

14. For the Tunnel-Medium-Type attribute, add a 802 (includes all 802
media...) value.

12
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Multivalued Attribute Information d Bt

Akiribute name;
IT unneh edum:Tope

Atinbute nurber
|E:5

Atiribute fomnat;

IE nurnesshor

Aliribute walues:

Yendor | Yalue Mave Lp |

RADNS Standad a2 inchides al 802 media plus E
Mowe Down |

Remove

Edi |
| ]

ok | Cance

15. For the Tunnel-Pvt-Group-ID attribute, add the VLAND ID as the
value. In this example, add a VLAN ID of 500.

13
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Multivalued Attribute Information ﬂﬂ

Arrbute hare:

ITumeFP\n't-ErcqﬂD

Atrbule number;
|a1

Arrbute format
IEI cretSting

Arrbute vales:

endor | aluz
RaDIUS Stardaid ald

fove Lp |

Mive Down

Hemove

Edt

k| Concd |

16. For bandwidth assignment, add a Vendor Specific attribute.
AddAtibote 21|

To add an alrbuie 1o the Prcfile, select the Slibuots, end thee click Add

To add an allrbue that i notlizted, s=lact the Verdor Specihic Xinbuts.

Abtnble:
Hame I Yundor I Dz plion :J
LognTCP o R&DIUS Stenderd Spenhes lhe TCP po towhch the uze shoul cornect
MAS-Foit-Id RaDIUS Standad Spealies lhe poit of the NaS that authenlicatss e user E
Reph-Messams RaDIUS Standad Speclies the meszace displayed 10 the userwhen the aut
Service-Typs RADIUS Standazed Specifie: tha typa of zarvice thal the user has regquestzd
TermimaticnAchion R&DIUS Stendaed Scecifies tha aclion thatthz NAS shoud take when seeic

Ra0IUS Stendeed
RADIUS Stenderd

Turned-Azugrmenid
Tuned-Cient-Lulh D

Tung-Client-Endat RaDIUS Standard
Turnag-Medum-Tpoe RADIUS Standard
Turne Pzeavword RaDIUS Standard
Tune Preleiece R&DIUS Standeed
TurngdPut-GrouplD RaDIUS Stenderd
Tun-ServerdulhlD RaDIUS Standad

Tun=-ServeiEndpt RaDIUS Standad
: o i

OO an
fklrﬂaﬂCs!ili:a':UlU Micrasoll
<

Speches the bundd ko wikich a zez30n & assigned.
Speclies lh= rame us=d by the lurnd inbalor during the &
Sceclies |he |P add s of the nicator end of the lurmel
Specifies the tranzport medivm wsed when cleztng a lurn
Speches ths passeced wed lor awhanlicating to @ remcte
Spechie: the redalive pieleierce aszigned to each turne
Sreahies lh=Gow 10 for & unded s=szon
Spedlies the name us2d by the lurne terminalol during th
Sceclies |he | P add e of the estver end of the lurnel

2L = 1 =3

Speche: zca AV Han
Spechies th= ceiblicat= puipose o1 urage object He-liﬁj_ﬂ
»

Aod I Cloza I

17. Select Enter Vendor Code and enter “890” (for ZyXEL). The select
Yes. It conforms. Click Configure Attribute.

14
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vendor-Specific Attribute Information el |

Aftribute name:

" endor-5 pecific

Specify network, access server vendaor,
 Select from list; |RADIUS Stardard ]

{* EnterYendor Code: IBSE‘ For ZyXEL

S pecify whether the attribute confarms to the RADIUS BFC specification for
vendor zpecific attnbutes.

= Yes |t confoms.

" Ma. It does not conform.

Configure Attribute...

k. I Cancel

18. In the Vendor-assigned attribute number field, enter “1” for Ingress
bandwidth control, or enter “2” for Egress bandwidth control. Then
select Decimal in the Attribute format field and enter the PIR
bandwidth allowed in the Attribute value field. as the value. *( Ingress
CIR is not supported)

Configure ¥SA (RFC compliant) 21 x|

Vendor-assigned attribute number: 1 for Ingress
|1 2 for Egress

Attribute format:
l Decimal :_I

Attribute value:

|wq

| oK I Cancel

19. Click OK to save the settings. Now you have completed the VLAN and
bandwidth assignment configuration for the policy on the IAS Server.

IMPORTANT: The previous steps only shows you how to configure
policies on the IAS server. You will still need to configure the user

15
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accounts on the IAS server and specify which policy is to be applied on
the accounts and the method the server is to use to authenticate the
clients through IEEE 802.1x. For example, you may enable MD5
authentication on the client’s network adaptor.

i gn680t Properties 21 x|

General Authentication IAdvancedI

Select this option to provide authenticated network access for
Ethernet networks.

v i[;;nable IEEE 802.1% authentication for this network:

EAP type: I MD5-Challenge LI

Properties

[V &uthenticate as computer when computer information is
available

™ Authenticate as guest when user or computer information is
unavailable

| 0K I Cancel
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ZyXEL Switch Setup using the Web Configurator

1. Use an Ethernet cable to connect your computer to port 1 on the
ZyXEL switch.

2. By default, the management IP of the ZyXEL switch is 192.168.1.1/24
through any port.

3. Set your computer to use a static IP address in the same subnet (for
example, 192.168.1.2/24).

4. Open an Internet browser such as IE and enter_http://192.168.1.1 as
the URL.

5. Enter the user name (“admin” is the default) and the password (“1234”
is the default).

6. After you have logged in successfully, the main screen displays similar
to the one shown below.

ZyXEL
M

B Status B Logout B Help

Port  Natse ok State ACP Tfias Phts Eoroes Tx KBS RxHBRS Up T

AAAA 1 Cown eTce Dizabled 2095 52 1 0 0.0 0.0 00000
“““ 2 Cowwn ETCP 0 0 0 e LA 00000
_________ 2 Don eToR 0 0 0 00 0.0 il
re Down ETOP 1] 1] 0 00 0.0 pOd00

] Down sTOP ] 0 0 00 0.0 0000

g Down sToe ] 0 0 0.0 0.0 00000

7 Down ETOP ] 1] 0 0o 0n 00000

a8 Do BToP 0 0 0 LIR1) no e adili]

2 Down ETCR 4 0 o oo 0.0 [iesdili]

10 Down ETCP D ] n oo 0.0 Doaoa

1 100MF FORMARDOING Disabke 1.3 18 1} ors 073 DOC0%

12 Down BTOP Dizabled D 0 o oo 0o [ fasli]i]

13 Down BTCP Dizabled 0 0 0 ()] 0o Doo0a

14 Cown ETCP Dizabled 0 0 0 0.0 0.0 000:00

13 Owwn ETCP 0 0 0 LA 0.0 D000

18 Oown TP 0 0 0 0o 00 00300

hig 100mF FORVWRRDING 0I80 NS 0 0.0 0.0 14:37:da

16 Down sTOP ) 0 0 0.0 0.0 D000

13 Drwn ETCP ] 0 0 00 0.0 00000

7. Configure the RADIUS server settings on the ZyXEL switch. There
are two RADIUS servers on the network for load balancing. Set

the primary RADIUS server settings in the web configurator.

In the navigation panel, click Advanced Application > Port
Authentication and click the Click here link for RADIUS.

17
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Basic Setting

[ @) Fort Authentication

Ad  Applica

AP Application

RADIUS Cligk here 4—

802.1% Click here

VLAN

Static MAC Forwsrding
Filtaring

Spanning Tree Profocol
Bsndwicth Contol
Broadeast Stammn Control
Mirroring

Link &garegstion

Port Authentication *__
Pott Security

Classiner

Policy Rule

Queuing Method

YLAN Stacking

Multicast

DHCF Relay

8. Enter the IP address, UDP Port, and shared secret of your primary
RADIUS Server in the fields below.

IMPORTANT: You can only set the You must use the CLI to configure

the secondary RADIUS server and the server mode.

L@ RADIUS

Authentication Server

Port Authentication

IP Address
UDP Port

Shared Secret

[192.168.2.200

g2

[1234

Apply%ncel |

9. Enable Port Authentication on ports 1 to 8.

Click Advanced Application > Port Authentication click the Click

here link for 802.1X.

18
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ZyXEL
CMENUT e

Basic Setting

R Status

P Fo entication

,,,,,,,,,,,,,,,,,, RADIUS Click here
Management . Ll e
VAN
Ciatic MAC Forwarding
Filtzring

Spanning Tree Prolocol
Banctdta Contral
Broadcast Siom Condrol
Miranng

Link Aggragation

Pord Autherdicabaon ‘—
Por Security

Queuing Method
Clagaifier

Foliey Rule

Multicast

10. Select the top Active check box to enable 802.1X on the ZyXEL switch.
Then select the Active check boxes for the specific ports (for example,

ports 1 to 8) to enable 802.1X on the ports.

[ @) 50212 ] Port Autheniication
Active v

Port Actr Reauthentication Reauthentication Timer
& On seconds
1 Cn

SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._
SEDD SEED”HS.__._

[ QN
=T A=

3 A
=T A=

i
=

:m:m:ﬂ:m:m:h:m:w:

i
=

TR

i
=
L]

‘I‘I?I?I?I?I?I?I?I?I‘Ig
13233339334

.
(=]
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Please note that you need to create VLAN groups on the Switch before
you enable 802.1X authentication with VLAN assignment. In this network
example, you will need to create a VLAN group with a VLAN ID of 500 and
set the user ports to “Normal” and the uplink port(s) to “Fixed”. Refer to the
802.1Q (tag based) support note for more information on VLAN setup.

20
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802.1X and RASIU Setup Using the CLI

1. Connect your computer to the console port on the switch.
2. Open your Terminal program.(Ex, Hyper Terminal in Windows System)

and set the console port settings to the following
bps:9600

Data bits:8

Parity: None

Stop bits:1

Flow control: None:

Note: You can also access the CLI via telnet / SSH using the default in-band IP
of 192.168.1.1 on the Switch.

3. After you have connected successfully, enter the administrator login user
name and password.

4. You should enter the privileged mode in the CLI.

5. Enter configure to enter the configuration mode.

Enter the following commands to configure the RADIUS servers and set the
load balancing mode for the RADIUS servers in this example.

Set the two Radius Servers in the load balancing mode:
Switch(config)# radius-server host 1 192.168.2.200 key 1234

Switch(config)# radius-server host 2 192.168.2.201 key 1234
Switch(config)# radius-server mode round-robin

Enter the following commands to enable Port Authentication on ports 1 to 8.

To enable Port Authentication on port 1 to 8:
Switch(config)# port-access-authenticator

Switch(config)# port-access-authenticator 1-8

21
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Notes:
You can always enter the follow command to check the current RADIUS server

configuration on the Switch.
Switch# show radius-server

22
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