
Enum eration
M o d u le  0 4



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

E n u m e r a t i o n

M o d u l e  0 4

Engineered by Hackers. Presented by Professionals.

C E H

E t h i c a l  H a c k i n g  a n d  C o u n t e r m e a s u r e s  v 8  

M o d u l e  0 4 :  E n u m e r a t i o n  

E x a m  3 1 2 - 5 0

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 3 5



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

N E W S S e c u r i t y  N e w s

H a c k e r s  A t t a c k  U S  W e a t h e r  S e r v i c e

Source: http://www.theaustralian.com.au

The US National Weather Service computer network was hacked with a group from Kosovo 
claiming credit and posting sensitive data, security experts said recently.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive 
files from the web server, and other data that could enable later access, according to 
Chrysostomos Daniel of the security firm Acunetix.

"The hacker group stated that the attack is a protest against the US policies that target Muslim 
countries," Daniel said.

Moreover, the attack was a payback for hacker attacks against nuclear plants in Muslim 
countries, according to a member of the hacking group who said, "They hack our nuclear plants 
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent -- hack 
to payback them."

O ctober 20, 2012 11:28AM

Hackers Attack US Weather Service
THE US National W eather Service computer network was hacked w ith  a group from  Kosovo 
claiming credit and posting sensitive data, security experts said Friday.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive files 
o f the Web server and other data that could enable later access, according to Chrysostomos 
Daniel o f the security firm  Acunetix.

"The hacker group stated that the attack is a protest against the US policies tha t target Muslim 
countries," Daniel said.

"Moreover, the attack was a payback fo r hacker attacks against nuclear plants in Muslim
countries, according to a member of the hacking group who said, "They hack our nuclear plants
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent — hack
to payback them ." .
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Paul Roberts, writing on the Sophos Naked Security blog, said the leaked information includes a 
list of administrative account names, which could open the hacked servers to subsequent 
"brute force attacks."

"Little is known about the group claiming responsibility for the attack," he said.

"However, they allege that the weather.gov hack was just one of many US government hacks 
the group had carried out and that more releases are pending."

© 2011 CBS Interactive. A ll rights reserved.
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In the previous modules, you learned about foot printing and scanning networks. The 
next phase of penetration testing is enumeration. As a pen tester, you should know the 
purpose of performing enumeration, techniques used to perform enumeration, where you 
should apply enumeration, what information you get, enumeration tools, and the 
countermeasures that can make network security stronger. All these things are covered in this 
module. This module will familiarize you with the following:

Q UNIX/Linux Enumeration 

0 LDAP Enumeration 

0 NTP Enumeration 

0 SMTP Enumeration 

0 DNS Enumeration 

0 Enumeration Countermeasures 

0 Enumeration Pen Testing

© What Is Enumeration?

© Techniques for Enumeration

© Services and Ports to Enumerate

© NetBIOS Enumeration

© Enumerate Systems Using Default 
Passwords

© SNMP Enumeration
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4 \  M o d u l e  F l o w

In order to make you better understand the concept of enumeration, we have divided 
the module into various sections. Each section deals with different services and ports to 
enumerate. Before beginning with the actual enumeration process, first we will discuss 
enumeration concepts.

^  Enumeration Concepts ^  NTP Enumeration

!t_  ̂ NetBios Enumeration
.-י׳
^ SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration Enumeration Pen Testing

This section briefs you about what enumeration is, enumeration techniques, and services and 
ports to enumerate.
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C E HW h a t  I s  E n u m e r a t i o n ?

J  In th e  e n u m e ra tio n  phase, a tta c k e r c re a te s  a c t iv e  c o n n e c tio n s  to  sys te m  and  p e r fo rm s  

d ire c te d  q u e r ie s  to  ga in  m o re  in fo rm a t io n  a b o u t th e  ta rg e t

a

J  A tta cke rs  use e x tra c te d  in fo rm a t io n  to  id e n t i fy  sys te m  a tta c k  p o in ts  an d  p e r fo rm  p a s s w o rd  

a tta c k s  to  ga in  u n a u th o r iz e d  access to  in fo rm a t io n  sys tem  re source s

J  E n u m e ra tio n  te c h n iq u e s  a re  co n d u c te d  in an in t r a n e t  e n v ir o n m e n t
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W h a t  I s  E n u m e r a t i o n ?

Enumeration is defined as the process of extracting user names, machine names, 
network resources, shares, and services from a system. In the enumeration phase, the attacker 
creates active connections to the system and performs directed queries to gain more 
information about the target. The attacker uses the gathered information to identify the 
vulnerabilities or weak points in system security and then tries to exploit them. Enumeration 
techniques are conducted in an intranet environment. It involves making active connections to 
the target system. It is possible that the attacker stumbles upon a remote IPC share, such as 
IPC$ in Windows, that can be probed with a null session allowing shares and accounts to be 
enumerated.
The previous modules highlighted how the attacker gathers necessary information about the 
target without really getting on the wrong side of the legal barrier. The type of information 
enumerated by attackers can be loosely grouped into the following categories:

Information Enumerated by Intruders:

9 Network resources and shares 

9 Users and groups
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9 Routing tables 

9 Auditing and service settings 

9 Machine names 

9 Applications and banners 

9 SNMP and DNS details
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T e c h n i q u e s  f o r  E n u m e r a t i o n  C E H
IUkjI NMhM

Extract inform ation 
using DNS Zone 

Transfer

E x tra c t u s e r g ro u p s  

fro m  W in d o w s

E x tra c t u se r n a m e s  

u s in g  e m a il IDs

E x tra c t u se r n a m e s  

u s in g  S N M P

Extract in fo rm ation 
using the default 

passwords

T e c h n i q u e s  f o r  E n u m e r a t i o n

^  In the enumeration process, an attacker collects data such as network users and 
group names, routing tables, and Simple Network Management Protocol (SNMP) information. 
This module explores possible ways an attacker might enumerate a target network, and what 
countermeasures can be taken.

The following are the different enumeration techniques that can be used by attackers: 

E x t r a c t  u s e r  n a m e s  u s i n g  e m a i l  I D s

In general, every email ID contains two parts; one is user name and the other is 
domain name. The structure of an email address is username@domainname. Consider 
abc@gmail.com; in this email ID "abc" (characters preceding the symbol) is the user name 
and "gmail.com" (characters proceeding the symbol) is the domain name.

E x t r a c t  i n f o r m a t i o n  u s i n g  t h e  d e f a u l t  p a s s w o r d s

Many online resources provide lists of default passwords assigned by the 
manufacturer for their products. Often users forget to change the default passwords provided 
by the manufacturer or developer of the product. If users don't change their passwords for a 
long time, then attackers can easily enumerate their data.
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B r u t e  f o r c e  A c t i v e  D i r e c t o r y

Microsoft Active Directory is susceptible to a user name enumeration weakness at the 
time of user-supplied input verification. This is the consequence of design error in the 
application. If the "logon hours" feature is enabled, then attempts to the service authentication 
result in varying error messages. Attackers take this advantage and exploit the weakness to 
enumerate valid user names. If an attacker succeeds in revealing valid user names, then he or

Attackers can easily guess the "strings" using this SNMP API through which they can 
extract required user names.

DNS zone transfer reveals a lot of valuable information about the particular zone you 
request. When a DNS zone transfer request is sent to the DNS server, the server transfers its 
DNS records containing information such as DNS zone transfer. An attacker can get valuable

she can conduct a brute-force attack to reveal respective passwords.

E x t r a c t  u s e r  n a m e s  u s i n g  S N M P

E x t r a c t  u s e r  g r o u p s  f r o m  W i n d o w s

These extract user accounts from specified groups and store the results and also verify
if the session accounts are in the group or not.

E x t r a c t  i n f o r m a t i o n  u s i n g  D N S  Z o n e  T r a n s f e r

topological information about a target's internal network using DNS zone transfer.
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S e r v i c e s  a n d  P o r t s  t o  E n u m e r a t e  C E H

UDP 161

Simple Network Management 
protocol (SNMP)

TCP/UDP 389

Lightweight Directory Access 
Protocol (LDAP)

TCP/UDP 3368

Global Catalog Service

TCP 25

Simple M ail Transfer Protocol (SMTP)

TCP 53

DNS zone transfer

TCP 135

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Microsoft RPC Endpoint Mapper

TCP 137

NetBIOS Name Service (NBNS)

TCP 139

NetBIOS Session Service (SMB over 
NetBIOS)

TCP 445

SMB over TCP (Direct Host)

S e r v i c e s  a n d  P o r t s  t o  E n u m e r a t e

T C P  5 3 :  D N S  z o n e  t r a n s f e r
O  6

DNS zone transfer relies on TCP 53 port rather than UDP 53. If TCP 53 is in use then it 
means that DNS zone transfer is in process. The TCP protocol helps to maintain a 

consistent DNS database between DNS servers. This communication occurs only between DNS 
servers. DNS servers always use TCP protocol for the zone transfer. The connection established 
between DNS servers transfers the zone data and also helps both source and destination DNS 
servers to ensure the data consistency by means of TCP ACK bit.

T C P  1 3 5 :  M i c r o s o f t  R P C  E n d p o i n t  M a p p e r

- The RPC port 135 is used in client/server applications to exploit message services. To 
stop the popup you will need to filter port 135 at the firewall level. When trying to connect to a 
service, you go through this mapper to discover where it is located.

T C P  1 3 7 :  N e t B I O S  N a m e  S e r v i c e  ( N B N S )

NBNS, also known as Windows Internet Name Service (WINS), provides name 
resolution service for computers running NetBIOS. NetBIOS Name Servers maintain a database
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of the NetBIOS names for hosts and the corresponding IP address the host is using. The job of 
NBNS is to match IP addresses with NetBIOS names and queries. The name service is usually 
the first service that will be attacked.

T C P  1 3 9 :  N e t B I O S  S e s s i o n  S e r v i c e  ( S M B  o v e r  N e t B I O S )

NetBIOS session service is used to set up and tear down sessions between NetBIOS- 
capable computers.

Sessions are established by exchanging packets. The computer establishing the session 
attempts to make a TCP connection to port 139 on the computer with which the session is to be 
established. If the connection is made, the computer establishing the session then sends over 
the connection a "Session Request" packet with the NetBIOS names of the application 
establishing the session and the NetBIOS name to which the session is to be established. The 
computer with which the session is to be established will respond with a "Positive Session 
Response/1 indicating that a session can be established or a "Negative Session Response/1 
indicating that no session can be established.

T C P  4 4 5 :  S M B  o v e r  T C P  ( D i r e c t  H o s t )

By using TCP port 445 you can directly access the TCP/IP MS Networking without the 
help of a NetBIOS layer. You can only get this service in recent versions of Windows, such as 
Windows2K/XP. File sharing in Windows2K/XP can be done only by using Server Message Block 
(SMB) protocol. You can also run SMB directly over TCP/IP in Windows 2K/XP without using the 
help of extra layer of NetBT. They use TCP port 445 for this purpose.

U D P  1 6 1 :  S i m p l e  N e t w o r k  M a n a g e m e n t  p r o t o c o l  ( S N M P )

You can use the SNMP protocol for various devices and applications (including 
firewalls and routers) to communicate logging and management information with remote 
monitoring applications. SNMP agents listen on UDP port 161; asynchronous traps are received 
on port 162.

T C P / U D P  3 8 9 :  L i g h t w e i g h t  D i r e c t o r y  A c c e s s  P r o t o c o l  ( L D A P )

You can use LDAP (Lightweight Directory Access Protocol) Internet protocol, used my 
MS Active Directory, as well as some email programs to look up contact information from a 
server. Both Microsoft Exchange and NetMeeting install an LDAP server on this port.

T C P / U D P  3 3 6 8 :  G l o b a l  C a t a l o g  S e r v i c e

You can use TCP port 3368, which uses one of the main protocols in TCP/IP a 
connection-oriented protocol networks; it requires three-way handshaking to set up end-to- 
end communications. Only then a connection is set up to user data and can be sent bi- 
directionally over the connection. TCP guarantees delivery of data packets on port 3368 in the 
same order in which they were sent.

You can use UDP port 3368 for non-guaranteed communication. It provides an unreliable 
service and datagrams may arrive duplicated, out of order, or missing without notice and error

m
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Checking and correction is not necessary or performed in the application, avoiding the 
overhead of such processing at the network interface level.

UDP (User Datagram Protocol) is a minimal message-oriented Transport Layer protocol. 
Examples that often use UDP include voice over IP (VoIP), streaming media, and real-time 
multiplayer games.

T C P  2 5 :  S i m p l e  M a i l  T r a n s f e r  P r o t o c o l  ( S M T P )

SMTP allows moving email across the Internet and across your local network. It runs 
on the connection-oriented service provided by Transmission Control Protocol 

(TCP), and it uses well-known port number 25. Telnet to port 25 on a remote host; this 
technique is sometimes used to test a remote system's SMTP server but here you can use this 
command-line technique to illustrate how mail is delivered between systems.
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information through enumeration; now it's time to put them into practice. If you are trying to 
enumerate information of a target network, then NetBIOS is the first place from where you 
should try to extract as much information as possible.

Enumeration Concepts 4  1 NTP Enumeration

|£3| NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration Enumeration Pen Testing

This section describes NetBIOS enumeration and the information you can extract through 
enumeration, as well as NetBIOS enumeration tools.
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C E H

WWW

N e t B I O S  E n u m e r a t i o n

NetBIOS nam e is a u n iq u e  16 ASCII ch a ra c te r s tr in g  used to  id e n t ify  th e  n e tw o rk  
de v ice s  o ve r TCP/IP; 15 cha racte rs  are used fo r  th e  de v ice  n a m e  and 16th cha rac te r 
is reserved fo r  th e  se rv ice  o r  na m e  re co rd  ty p e

NetBIOS Name List

Name
NetBIOS

Code
Type Inform ation Obtained

UNIQUE Hostname

<domain> <00> GROUP Domain name

<hostname> <03> UNIQUE
Messenger service running for that 
computer

<username> <03> UNIQUE
Messenger service running for that
individual logged-in user

chost name> <20> UNIQUE Server service running

<domain> <1D> GROUP
Master browser name for the 
subnet

<domain> <1B> UNIQUE
Domain master browser name, 
identifies the PDC for that domain

A tta cke rs  use th e  N e tB ios  
e n u m e ra tio n  to  o b ta in :

8 List o f computers that belong 
to a domain

S List o f shares on the individual 
hosts on the network

s  Policies and passwords

Note: NetBIOS name resolution is not supported by M icrosoft fo r Internet Protocol Version 6 (IPv6)
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N e t B I O S  E n u m e r a t i o n

The first step in enumerating a Windows machine is to take advantage of the 
NetBIOS API. NetBIOS stands for Network Basic Input Output System. IBM, in 

association with Sytek, developed NetBIOS. It was developed as an Application Programming 
Interface (API), originally to facilitate the access of LAN resources by the client's software. The 
NetBIOS name is a unique 16 ASCII character string used to identify the network devices over 
TCP/IP; 15 characters are used for the device name and the 16th character is reserved for the 
service or name record type.

Attackers use the NetBIOS enumeration to obtain:

9 List of computers that belong to a domain and shares of the individual hosts on the 
network

0 Policies and passwords

If an attacker finds a Windows OS with port 139 open, he or she would be interested in 
checking what resources he or she can access, or view, on the remote system. However, to 
enumerate the NetBIOS names, the remote system must have enabled file and printer sharing. 
Using these techniques, the attacker can launch two types of attacks on a remote  computer
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that has NetBIOS. The attacker can choose to read/write to a remote computer system, 
depending on the availability of shares, or launch a denial-of-service.

NetBIOS Name List

Name NetBIOS
Code

Type Information Obtained

<host name> <0 0 > UNIQUE Hostname

<domain> <0 0 > GROUP Domain name

<host name> <03> UNIQUE Messenger service running for that 

computer

<username> <03> UNIQUE Messenger service running for that 

individual logged-in user

<host name> <2 0 > UNIQUE Server service running

<domain> <1D> GROUP Master browser name for the subnet

<domain> <1B> UNIQUE Domain master browser name, 

identifies the PDC for that domain

Note: NetBIOS name resolution is not supported by Microsoft for Internet Protocol Version 6 
(IPv6).
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C E HN e t B I O S  E n u m e r a t i o n
(Cont’d)

N b ts ta t d isp lays NetB IO S o v e r TCP/IP  (N etBT) p ro to c o l s ta t is t ic s , N e tB IO S  n a m e  ta b le s  

fo r  b o th  th e  loca l c o m p u te r  and  re m o te  c o m p u te rs , and  th e  N e tB IO S  n a m e  cache

Run n b t s t a t  command " n b s t a t . e x e  - c " t o  
display the contents o f the NetBIOS name cache, the 
table o f NetBIOS names, and the ir resolved IP addresses

J  Run n b t s t a t  command " n b t s t a t .  e x e  - a  < 
N e tB IO S  Name o f  re m o te  m a c h in e > " to  
get the NetBIOS name table o f a remote computer

C:\Wi ndows\system 3 2\cmd .exe

נ ב  S.U 8 c 1*0 'sfl d m in  ) n b t  8 1 a t . c

NetBIOS Renote Cache Nane Table

http://technet.microsoft.com

lHC:\Windows\system32\cmd.exe

Users\Adnin)nbtstat .exe -a:\2 •יי♦ *a
Ethernet:*lode I pAddress : (192.168 .168.170נ Scope Id: M

NetBIOS Renote flachine Nane Table
Nane Type Status

•>׳«•«> <00> UNIQUE RegisteredMl t <00> GROUP Registered•DM <1C> GROUP RegisteredM <20> UNIQUE Registered
■*י"י <1B> UNIQUE Registered

MAC Address - m  *• Ut •05• *י

2: MJ sers\Ad«in>

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

N e t B I O S  E n u m e r a t i o n  ( C o n t ’ d )

x —  Source: http://technet.microsoft.com

Nbtstat displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both 
the local computer and remote computers, and the NetBIOS name cache. Nbtstat allows a 
refresh of the NetBIOS name cache and the names registered with Windows Internet Name 
Service (WINS). Used without parameters, Nbtstat displays help.

Run the nbtstat command " n b t s t a t . e x e  - a  <  N e tB IO S  Name o f  r e m o te  m a c h in e > "  to get 
the NetBIOS name table of a remote computer.
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C:\Windows\system32\cmd.exe

C : \U s e r s \ A d m in ) n b t s ta t . e x e  - a  »־ ■ 

E th e r n e t :
Mode Ip A d d re s s :  [1 9 2 .1 6 8 .1 6 8 .1 7 0 ]  Scope I d :  U

N etB IO S  R e n o te  M a ch in e  Nane T a b le

Name Type S ta tu s

<00> UNIQUE R e g is te r e d
<00> GROUP R e g is te r e d
<1 c> GROUP R e g is te r e d
<20> UNIQUE R e g is te r e d

<1B> י• י■ UNIQUE R e g is te r e d

MAC A d d re s s  = : 

C : \U s e r s \A d n in >

! י ־ 05 * •

B

FIGURE 4 .1 : E n u m e ra tio n  S cree nsho t

Run the nbtstat command " n b s t a t . e x e  - c "  to display the contents of the NetBIOS name 
cache, the table of NetBIOS names, and their resolved IP addresses.

0

L i f e  [ s e c ]

C :\W in d o w s \s y s te m 3 2 \c m d .e x eS 3

2 : \ U s e r s \ A d m i 1 C n b t s t a t  •ex e  - c  

E t h e r n e t :
40de I p A d d r e s s :  [ 1 9 2 . 1 6 8 . 1 6 8 . 1 7 0 ]  Scope I d :  [ ]

NetBIOS Remote Cache Name T a b le  

Name Type H ost A d d re ss

1 9 2 .1 6 8 .1 6 8 .1 7 0
1 9 2 .1 6 8 .1 6 8 .1

<20> UNIQUE 
<20> UNIQUE

i : \U s e r s \A d m in >

FIGURE 4 .2 : E n u m e ra tio n  S cree nsho t
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C E H
N e t B I O S  E n u m e r a t i o n  T o o l :

S u p e r S c a n

L=l£lSuper Scar! 4.0

Goan | Hos! end Soivce Discovery | Scon Options] Tods W 1nd»v*eEnun*f*lia»־ |aocuI |

fenurefatê  3pbons._ | Qea> |Hostnarae/IP/UHl 10.D02

Enuneratbn Type N erbios m ro m a o ic n cn 1 0 .0 .0 .2  A
0  NetBIOS Name Tabic
n  NULL Session

3 name־ m  c ab le

□  MAC Addresses WORKGROUP 00 GROUP WcrJcstaTioa s e rv ic e  a a re
n  Workstation type WIK-MSS2LCK4K41 00 UHIQPE B cr״ t a -־ io 3  s e rv ic e  a te c
0  User? W:N-.H£S־:LCK4K41 20 UNIQ'JE S e rv e r s e rv ic e s  r.ane s
□  Groups MAC a d d cess  0 : -
n  RFCEnc^oirt Dunp
□  Account Policies Uaora on 1 0 .0 .0 .2
□  Shares
Q  Domains T o ts i  U se rs : 4

□  Remote Time01 Day . ___
Q  Logon Sesiicnj Admin ,*Adnd.niscrator"
n  Drives F u ll  Ks m : mm
□  Trusted Domains System Conmer.t; ־31.11 i.-1q a co ב  u n t ro r  a d m in is te r in g

0  Seivbcs th e  com D u te r/d o n s in *

Q  Regiitry L a s t lo g o n : F r i  Aug 17 93:27:14  2012 (0 la y s  ago)
Password e x p ire s : Never
Passw ord changed: 9 days age
Locked o u t: No
D isab led No
Nunber o f lo g o n s : 1 te
baa p a ssvo rd  coun t: 0

*Jset " H u n t*

LivkO |TCP open: 0  [UOPopenTO |1/1 done00:02 Saved log file

http ://www. mcafee. com
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SuperScan is a connect-based TCP port 
scanner, pinger, and hostname resolver

F e a tu res :

s Support for unlimited IP ranges

8 Host detection by multiple ICMP 
methods

m TCP SYN and UDP scanning

o Simple HTML report generation

m Source port scanning

m Fast hostname resolving

B Extensive banner grabbing

m Extensive Windows host enumeration

N e t B I O S  E n u m e r a t i o n  T o o l :  S u p e r S c a n

Source: http://www.mcafee.com

SuperScan is a connect-based TCP port scanner, pinger, and hostname resolver. It performs 
ping sweeps and scans any IP range with multithreading and asynchronous techniques. You can 
restore some functionality by running the following at the Windows command prompt before 
stating SuperScan:

0 Support for unlimited IP ranges

0 Host detection using multiple ICMP methods

0 TCP SYN , UDP, and source port scanning

0 Hostname resolving

0 IP and port scan order randomization

0 Extensive Windows host enumeration capability

0 Extensive banner grabbing

0 Source port scanning

0 Simple HTML report generation
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SuperScan 4.0%

Scan | Host and Service Discovery | Scan Options | Tools Windows Enunciation | About |

Enumerate | Options.. | £lea!Hostname/I P/URL 110.0.0.2

3

NetBIOS in fo rm a tio n  on 1 0 .0 .0 .2

3 nazr.es in  ta b le

WORKGROUP 00 GROUP W o rk s ta tio n  s e rv ic e  name
WIN-MSSELCK4K41 00 UNIQUZ W o rk s ta tio n  s e rv ic e  name
WIN-MSSELCK4K41 20 UNIQUZ S e rver s e rv ic e s  name

MAC address 0 : •  • י י י •  • •

Users on 1 0 .0 .0 .2  

T o ta l U sers : 4

Admin ״A d m in is tra to r "
F u l l  Naxne: " "
System Comment: ״B u i l t - i n  account f o r  a d m in is te r in g

th e  com puter/dom ain״
User Coxzsaent: " ״
L a s t log o n :
Password e x p ire s :
Password changed:
Locked o u t :
D isa b le d :
Number o f  lo g o n s :
Bad password c o u n t:

User ״G uest"

F r i  Aug 17 09:27:14  2012 (0 days ago)
Never
8 days ago
No
No
158
0

Enumeration Type 
0  NetBIOS Name Table
□  NULL Session
□  MAC Addresses
□  Workstation type 
0  Usets
□  Groups
□  RPC Endpont Dump
□  Account Policies
□  Shares
□  Domains
□  Remote Time of Day
□  Logon Sessions
□  Drives
□  Trusted Domains
□  Services
□  Registry

/ 1ו

§ .
/ 1ו

TCP open: 0 UDP open: 0 1/1 doneLive: 00002 Saved log file

FIGURE 4 .3 : S uperScan S cree nsho t
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J_bs2----------------- 1
Service (Own Process) 
Service (SK*1ed Process) 
Service (Own Process! 
Service (Shared Process) 
Soviet (Shared Process) 
Service (Shared P*oeess) 
Service (Shared Process) 
Service (Own Process) 
Service (Shared Process) 
Service (Shared Process) 
Service (Shared ProcessJ 
Service (Shared Process) 
Service !;Shared Proem) 
Service (Shared Process) 
Service (Own Process) 
Service (Own Proem) 
Service (Own Process) 
Service (Own ProcessJ 
Service (Own Process) 
Service (Shared Process) 
Service (Shared Process) 
Service (Own Process! 
Service (Own Process! 
Service (Own Process) 
Service (Shared Process) 
Service (Own Process!

Service (Shared Process)

A<tw Drcdoiy Web Seavices 
Application Experience

Appfceticn H©« Helper Service 
Application Identity 
AppAtatoti V1fe<mjt-cn 
Appficatcn Uinjjriryr(

ASP.NET State Serv*ce 
Aetdews Audio kvdpca* Builder 
Alndows Audio 
BaseF1Henn9£n9rve 
Backgroundtnreagent Tranrftf Service 
Computrr Browser 
Cethcate Propagation

6*Wroseft J4ET Frtmew««lc NGEN v2A5C?27_X 
r-se*«k NGfN v2A50727.XM,״Microsoft ■WET F 

Mcrosoft .NET fnm**ck NOtN v4 10■3W19.XS6 
SVrosoft .NET Fr»ne»«*k NGCN ■A 030319J** 

COM* System Application 
Cryptograph Ser.ices 
DCOM Server Process lat*1ct1er 
Dali Osfragmentrr 
DfS Namespace 
OFS Replication 
DHCP CUni 
DNS Server 
DNS Client 
Weed AiAoConfl)

Diagnostic Policy Seroca 
Extensible A1/thenbe8t10n Protocol 
ltKr)ptm9 File System (IFS)
Anrhwi Event log

Stopped
Stopped

Stopped
Stopped

Stopped
Stopped

clr.optrtiiatiots.viO J072J.32 
 ope™izac«!«1_*2JJ0727jM_׳!> 41
^c)r.optmjat.e«.v4J)J03I9J2 
<&t1r.opem.at1en.v*i)J0Jl9.64 
*COMSysApp 
4ft(>vptS.c 
Ĉcontauidi

* " י י י -

Stopped
Stopped

Service (Shared Process I 
Service (Shared Process) 
Service (Shared Protest) 
Service (Shared Proceaa) 
Service (Shared Process) 
Service (Shared Proces•)

Stopped

Hyena is GUI product for managing and securing Microsoft operating systems. It shows shares and user logon names for 
Windows servers and domain controllers

It displays graphical representation of Microsoft Terminal Services, Microsoft Windows Network, Web Client Network, etc.

Copyright ffi by IC-Cmcil. All Rights Reserved. Reproduction is Strictly Prohibited.
h ftp ://www. system tools.com

Service9e*\\mCV» 1 - 1  > ^
% Ea Tgck
V ' ! «  X  ♦  + j  j j t •  ra u י נ :: ie o d y >* 5׳״ ג

* cencirerfor orgnare 
-  121 Mirages Ser.sce Accoists (Man* corner
3E j£l lAirXtng
9 j£) Maoscf.kfcarjcStaaiC)1&»4s 
3 LZ] Macscf: £»J1ar.je S,ser- Cfcjects
* 2|NTPSQwoUs»0̂ taspec#<ae>onscc«1taH־er:
* Cl Program Data .Ot*asA location fe» Cwrjr ef 
g C l System *m*■' system settv̂ s
» J  Dies CrfaA caaa״«  far upgraded user ac• 

3 & CMtawOJs
s f ln w w
- ■qI Shaaes

H mj ASdress C- >Progn~\ Ffe*Mcretofr E 
la: mj ■0**NS •: Hr 30*1:
a ^ ia w
S tj dcw'lMd C do*rSoa3!

•jESOA}
:• *J E*ch*ngtCA| C 'program FWes'Mcx

s  £1 « U O « * <C AW«»»־SYS>rtX.\*ys 
T «J I.mpaiabj K •-Prora״  Flfi Mcw 
T *J yrSVOt. (C \**1dr-«>SWOl\oyw««

N e t B I O S  E n u m e r a t i o n  T o o l :  H y e n a

Source: http://www.systemtools.com

Hyena is GUI product for managing and securing any Windows operating system such as 
Windows NT, Windows 2000, Windows XP/Vista, Windows 7, or Windows Server 2003/2008 
installation. It uses an Explorer-style interface for all operations and to manage users, groups 
(both local and global), shares, domains, computers, services, devices, events, files, printers and 
print jobs, sessions, open files, disk space, user rights, messaging, exporting, job scheduling, 
processes, and printing. It shows shares and user logon names for Windows servers and 
domain controllers.

It displays a graphical representation of the web client network, Microsoft terminal services, 
and Windows network.
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N» h* ■w• lea■ N *
Y -! *׳ X ♦  5* :: E O i  T •יי ̂  A J .2 J  1* Q «

J jU L -

C AttMtaiH־
c ! N r iM i
C I M m i  MoomUMT•

—0%■ caw»«i
rlU ( .M M m 'V « n 1 rK t

NT *UThOWTV iIm M m m  
iwrftysiem
NT k*t«« , loc^crrKt

MmmI lx»K)H>w

NT AUTMOtfnriMrftortu 
NT AUThOCSTVUm

OMMM'MwMtMr 
(',M M 'llM M lM n  
C\0fc» *»■>•!* BoxfcMT• 
( UfltuWMT-

CMMMiyiMUUKlI 
C A-4*m

S#rw* |Qm1 P1MM4)

ServKf (Own PlCKtlO

SovKt fVx»«d >twml 
\#rv»r» (Uu*od Pwmi 
W>X« (»hj*«d P«*<m) (Omi >mm) 
WvKt (Vnn< tV»<ml 
Servk«(Sh«Md Proem) 
taw• |Wm< N<«) 
S4rvK«tfk««c4 Proem) 
SorvK• (SKiwd Proem! 
WvK« Proem)
Seme* (Own Picccm) 
WvK• (Omi ht(M |
Semcc (Own tocot) 
Wvk• (Own Pk*m<) 
W1X1 (Own Piwcm) 
S*1\x r (Uuwd Proem) 
S«rvK« (SfcMOtf hKM| 
5«nx« (Own Pigccu) 
W«<«(Own Prc««<) 
S«tvkc (Own Pieccu) 
Service (tawd Proem) 
Wvki (Own Pieceu) 
W>1c * (ViMd Pt(x ml 
Servie* (Sk4*«d P׳««n) 
itmcc (Stared Proem) 
W \x1 (tkwod Proem) 
Service (SK4»«d Proem) 
Service (Uiwd Proem) 
Service (SK*»*d Proem) 
Service (Sheied Proem) 
Service (SHered Proem) 
Semce (Skated Proem) 
Service (Sfceeed Proem)

t  M kW ! titfw y  11<o« 0>)W»» 
g J  M M  Qmw lQv«Ol»tel<1m<1

» 4V1MMIX
jD««»»CnN»n
r- 3  ,,’ v ״״

Stooped

Art״׳• Oeodety We* Wm(»1 
Lfmnci 

AOpUcMeri1 *yet Getewey Service 
Mo«> W.««

M y w r f t 1H» t1n< Service

Cotif-cete »r«'«**««<
MKiOKft XT  fr»׳r*v.<*» N־i(N WO.Jfl727.«J• 
UemoD NIT lrw»e»«*NO<N*JC.M7;7.tt4 
MkmsA XT  NCtM v iC K M -M
Ukimo*( NIT hn1<M«1lrNMN^t.l01n.ll4 
COM• SyMcmAffhceUen 
Crfptoy*phtt icMtn
KOMS«n«PrMmUyn<N'
Dak Cef>««menccr
[>i Ktr+HfK*
DfSMmiw
OMCP CIMM 
DNS Server 
DNSCSert

EiKr̂ Can) f 4c Syilvn (US)
AmtoMbwilef 
COM- tv«׳y Sjnt•יי׳
Witicwrt fibre ChMtnd Platform Regiitieticn S_ 
tuwebe* O*c0ve«y Provide* Mort

ewni״ey»• i r . ,1A>־< «>»*- a  • j
M mj 1 M M  (CNWWidcan) 
aeJCSfCAj 

aewnoid ־ M e j  aewMtoad 1C
■ ■JaCM

9 *j  briM^KUS <CProgram Mr'Mck 
M«v<J (C A-1 y « ?in'Ate •e*״*■ t j  C*c 

a O  NIUOGON !C-,ttb»«e i f  SYSXXVjyr 
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FIGURE 4 .4 : H yena S cree nsho t
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Source: http://www.winfir1gerprint.com

WinFingerprint is an administrative network resource scanner that allows you to scan machines 
on your LAN and returns various details about each host. This includes NetBIOS shares, disk 
information, services, users, groups, and more. WinFingerprint is an administrative network 
resource scanner that allows you to scan machines on your LAN and returns various details 
about each host. This includes NetBIOS shares, disk information, services, users, groups, and 
more. You can choose to perform a passive scan or interactively explorer network shares, map 
network drives, browse HTTP/FTP sites and more. Scans can be run on a single host or the 
entire network neighborhood.
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Winfingerprint 0.6.2

Scan Options
(• Domain C  Active Directory C  WMI API 

W Win32 OS Version W Users W Patch Level

1“  Null IPC$ Sessions P  Services [7 MAC Address

W NetBIOS Shares P  Disks f7 Sessions

I”  Groups I”  Event Log

HelpShowRPC
Bindings

W Date and Time 

W Ping Host(s)

V־ Traceroute Host

Input Options 
C  IP Range C  IP List 

(• Single Host C Neighborhood 
IP Address:

I 10.0.0.3

General Options

public

\~ TCP Portscan Range: 

f~”  UDP Portscan Range:

P  SNMP Community String:

Timeout for TCP/UDP/ICMP/SNMP: 

Retries: [3  Max Connections:

Pinging 10.0.0.3 with 44 bytes of data:
Reply from 10.0.0.3 0 ms ( id *  1, seq* 1)
IP Address: 10.0.0.3 WINDOWS8 
Computername: WORKGROUP\WINDOWS8

MAC Addresses:
00155da86e06 

Scan completed in 0.27 seconds

Done.
h ttD :/ /w in f in Q e rp r in t .s o u rc e fo ra e .n e t 
m a1lto :v a c u u m < a u s e rs .s o u rc e fo ro e .n e t

Winfingerprint 0.6.2

H elp

p u b lic

S can O p tio n s
(* D o m a in  C" A c tiv e  D ire c to ry  C  W M I A P I 

I *  W in32  OS V e rs io n  W  U se rs  W  P a tch  L eve l

f7  Null I PCS S ess ions  W  S e rv ic e s  f?  MAC A d d re ss

[ *  N e tB IO S  S h a re s  W  D is k s  p  S ess ions

f *  D a te  and  T im e  W  G ro u p s  W  E ve n t Log

I-  P ing H o s t(s ) S how
E rro rsw RPC rB in d in g s

In p u t O p tio n s  

<• IP  R ange C  IP  L ist

( S "־ in g le  H ost C  N e ig h b o rh o o d
S ta rt in g  IP  A d d re s s :

| 192 . 168  . 168 ! 1

E nd ing  IP  A d d re ss :

| 192 . 168 . 168 . 4

f N ־ e tm a s k

G e n e ra l O p tio n s

f~  TCP P o rtsca n  R ange:

UDP P o rtsca n  R ange: 

SNMP C o m m u n ity  S tr in g :

B |־31 ro a d c o m  N e tU n k  (T M ) G ig a b it E th e rn e t

T im e o u t f o r  T C P /U D P /IC M P /S N M P : [ 5 ”

R e tr ie s : f 3 M ax C o n n e c tio n s : | 1024

IP  A d d re s s : 1 9 2 .1 6 8 .1 6 8 .1  
C o m p u te rn a m e : 1A

T ra c in g  ro u te  to  1 9 2 .1 6 8 .1 6 8 .1
1 0 m s  0 m s  0 m s  1 9 2 .1 6 8 .1 6 8 .1 X •׳ 

M AC A d d re s s e s :
5

RPC B in d in g s :
n c a c n _ ip _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 1 5 8  

n ca c n _ ip _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _1p _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _1p _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _1p _ tcp  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _ ip _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 1 9 0  

n c a c n _1p _ tcp  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 181

FIGURE 4 .5 : W in f in g e rp r in t  S creensho ts
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C E H
N e t B I O S  E n u m e r a t i o n  T o o l :  N e t B I O S  

E n u m e r a t o r

SCimrg Von: li.ao  1 
to: 10.0X50
*•*V

sourceforge-net

s  ?
$  131 NetBIOS '<(1)145 ( j)

m t X M U  - R־  s״ ve Sowe 
%  WINDOWS® • W atetaton s«״ t a  
%  WORKGROUP •C w ran Kane 
%  WORKGROUP - PotenSa Masto 3r־• 
%  WORKGRCXP - Master frowse

_ ו0«6ו _ א מ מ  ■m m o S 
Username: (No one logged on] =

2  Ooman: WORKGROUP

! Gf R0l״ l  Trp Tin* PTT): 1«« - T«» To U

g  •?  10.0.0.7 [WORKGRCXf]
B  J S  NetBIOS Na״w  (3)

(S . vvoRKGROl^ * Do*nan Name

י

  

“  Do״ ״ ״  w «K G OJP־׳

http://״btenum

Scamwo from: 10.001 
to: 10.0 0 50 
Ready•

5 ? .1̂i ijjA■־
♦ ? 10.0.0.7 [WORKGROUP]

£ ? 10.0.0.2 [W1N-MSSB.OC4M1J 
10.0.0.3 [WINDOWS8I ? ש 

[1<i  ?  10.0.0.5 [WW-UQr0WR3R9
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, M  Source: http://nbtenum.sourceforge.net
This application is recommended when you want to determine how to use remote 

network support and how to deal with some other interesting web techniques, such as SMB.
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N- ם e tB IO S  E n u m e ra to r

SettingsClearScan

Debug window

Your local ip: 

10.0.0.7 

W [1...254]

f ! y  IP range to scan 

from:| 10.0.0.1 

to: | 10.0.0.50

Scanning from: 10.0.0.1 
to: 10.0.0.50 
Ready!

J

10.0.0.4 [WINDOWS8]
S  ?  10.0.0.7 [WORKGROUP]
₪ ?  10.0.0.2 [WIN-MSSELCK4K41]
S  ?  10.0.0.3 [WINDOWS8]
₪ ?  10.0.0.5 [WIN-LXQN3WR3R9M]

N e tB IO S  E n u m e ra to r

SettingsClearScan

Your local ip:

-  f s j  IP range to scan-----

from:| 10.0.0.1

Debug window

10.0.0.7 

W [1...254]
to: 10.0.0.50

1 * IScanning from: 10.0.0. 
to: 10.0.0.50 
Ready!

i f

10.0.0.4 [WINDOWS8]B  ?

B  m  NetBIOS Names (6)
j• S p  WINDOWS8 - File Server Service 

WINDOWS8 - Workstation Service 
| %  WORKGROUP ־ Domain Name
I WORKGROUP - Potential Master Bro 
j WORKGROUP ־ Master Browser 

% ך ־ MSBROWSE ך   Master Br!
!Q  Username: (No one logged on)

I 3  Domain: WORKGROUP
|
i־]   Round Trip Time (RTT): 1ms-Time To Li 

?  10.0.0.7 [WORKGROUP]
6  NetBIOS Names (3)

WORKGROUP - Domain Name

נ  WIN-D39MR 5HL9E4 - Workstation S« 
WIN •O 39MR 5HL9E4 - File Server Se 

| JJ; Username: (No one logged on)
j D o m a i n :  WORKGROUP

1 Ef Round Trip Time (RTT): 0 ms - Time To Li v  
III I >

B

F I G U R E  4 . 6 :  E n u m e r a t i o n  S c r e e n s h o t
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E n u m e r a t i n g  U s e r  A c c o u n t s  C E H

PsList
http://technet.m icrosoft.com

P sLoggedO n
h ttp ://technet. microsoft. com

PsLogList
h ttp ://technet. microsoft. com

PsPasswd
http://technet.m icrosoft.com

ל P sS h u td o w n

y /
h ttp ://technet. microsoft. com

PsExec

־ ^ ־
http://technet.m icrosoft.com

^  PsFile
http://technet.m icrosoft.com

PsG etS id
http://technet.m icrosoft.com

PsKill
L^V http://technet.m icrosoft.com

P s ln fo
http://technet.m icrosoft.com
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P s E x e c

Source: http://technet.microsoft.com

PsExec is a command-line tool used for telnet-replacement that lets you execute processes on 
other systems and console applications, without having to manually install client software. 
When you use a specific user account, PsExec passes credentials in the clear to the remote 
workstation, thus exposing the credentials to anyone who happens to be listening in.

P s F i l e

Source: http://technet.microsoft.com

PsFile is a command-line utility that shows a list of files on a system that is opened remotely, 
and it also allows you to close opened files either by name or by a file identifier. The default 
behavior of PsFile is to list the files on the local system that are open by remote systems. Typing 
a command followed by ״ ־ " displays information on the syntax for the command.
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f

P s G e t S i d

Source: http://technet.microsoft.com

PsGetsid allows you to translate SIDs to their display name and vice versa. It works on 
built-in accounts, domain accounts, and local accounts. It also allows you to see the SIDs of user 
accounts and translates a SID into the name that represents it and works across the network so 
that you can query SIDs remotely.

P s K i l l

Source: http://technet.microsoft.com

PsKill is a kill utility that can kill processes on remote systems and terminate processes on the 
local computer. You don't need to install any client software on the target computer to use 
PsKill to terminate a remote process.

P s l n f o

Source: http://technet.microsoft.com

Pslnfo is a command-line tool that gathers key information about the local or remote Windows 
NT/2000 system, including the type of installation, kernel build, registered organization and 
owner, number of processors and their type, amount of physical memory, the install date of the 
system and, if it is a trial version, the expiration date.

P s L i s t

^ Source: http://technet.microsoft.com

PsList is a command-line tool that administrators use to view information about process CPU 
and memory information or thread statistics. The tools in the Resource kits, pstat and pmon, 
show you different types of data but display only the information regarding the processes on 
the system on which you run the tools.

j j p j F  P s L o g g e d O n

Source: http://technet.microsoft.com

PsLoggedOn is an applet that displays local and remote logged users. If you specify a user name 
instead of a computer, the PsLoggedOn tool searches all the computers in the network 
neighborhood and tells you if the user is currently logged on PsLoggedOn's definition of a 
locally logged on user is one that has their profile loaded into the Registry, so PsLoggedOn 
determines who is logged on by scanning the keys under the HKEY_USERS key.

P s L o g L i s t
o

Source: http://technet.microsoft.com

The default behavior of PsLogList is to show the contents of the System Event Log on the local 
computer, with visually-friendly formatting of Event Log records. Command-line options let you
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view logs on different computers, use a different account to view a log, or to have the output 
formatted in a string-search friendly way.

P s P a s s w d

Source: http://technet.microsoft.com

sPasswd is a tool that enables the administrator to create batch files that run PsPasswd on the 
network of computers to change the administrator password as a part of standard security 
practice.

J ״  P s S h u t d o w n

|*jc .ך  Source: http://technet.microsoft.com

PsShutdown is a command-line tool that allows you to remotely shut down the PC in 
networks. It can log off the console user or lock the console (locking requires Windows 2000 or 
higher). It does not require any manual installation of client software.
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C E H
E n u m e r a t e  S y s t e m s  U s i n g  

D e f a u l t  P a s s w o r d s

Ortwg
teen
tech

2DOO
2500
2000/2700

PASSWORD Aann

LAT'pkrx
LANtftt
LinkS witch
NetbuiWer
NetBuider
Ottnc Conncct I3DW
Roiicrs

3COM
3COM
3COM
3COM
3COM

3COM

h ttp://www. vims. org/default_passwds

E n te rp r is e

N e tw o rk

Devices like switches, hubs, routers, 
access points might still be enabled 
w ith a "default password"

Attackers gain unauthorized access to 
the organization computer network 
and information resources by using 
default and common passwords

Default Username/Pwd 

Ex: admin/synnet

Router
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E n u m e r a t e  S y s t e m s  U s i n g  D e f a u l t  P a s s w o r d s

Source: http://www.defaultpassword.com

Devices such as switches, hubs, routers, and access points usually come with "default 
passwords." Not only network devices but also a few local and online applications have built-in 
default passwords. These passwords are provided by vendors or application programmers 
during development of the product. Most users use these applications or devices without 
changing the default passwords provided by the vendor or the programmer. If you do not 
change these default passwords, then you might be at risk because lists of default passwords 
for many products and applications are available online. Once such example is 
http://www.virus.org/default_passwds; it provides verified default login/password pairs for 
common networked devices. The logins and passwords contained in this database are either set 
by default when the hardware or software is first installed or are in some cases hardcoded into 
the hardware or software.
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Search

S e a r [■  ̂ ®  v e n d o r  O  P ro d u c t O  M o d el

2 | 3 | A | B | C | D | E | F | G | H | I | J | K | L | M | N | 0 | P | Q | R | S | T | U | V |  W | X | Z | All

V e n d o r P r o d u c t M o d e l \R e v 1s lo n L o g in P a s s w o r d A c c e s s  L e v e l

2 w1re W iF i R o u te rs (n o n e ) W ire le s s A dm in

3 C O M C ellP lex 7 0 0 0 te c h te c h

3 C O M C o re B u iid e r 7 0 0 0 /6 0 0 0 /3 5 0 0 /2 5 0 0 d e b u g sy n n e t

3 C O M C o re B u ild e r 7 0 0 0 /6 0 0 0 /3 5 0 0 /2 5 0 0 tech te c h

3 C O M H iP e rA R C V4 I  X a d m (n o n e )

3 C O M LA Nptex 2 5 0 0 d e b u g sy n n e t

3 C O M LA N plex 2 5 0 0 tech tech

3 C O M LinkSw itch 2 0 0 0 /2 7 0 0 te c h te c h

3 C O M N e tB u ik le r A N Y C O M s n m p -re a d

3 C O M N etB u ild er ILMI s n m p -re a d

3 C O M
O ffic e  C o n n e c t IS D N  
R o u te rs

5x0 n /a P A S S W O R D A dm in

FIGURE 4 .7 : E n u m e ra tio n  S cree nsho t

Attackers take advantage of these default passwords and the online resources that provide 
default passwords for various products and application. Attackers gain unauthorized access to 
the organization computer network and information resources by using default and common 
passwords.

Router

FIGURE 4.8 : E n u m e ra tio n  S cree nsho t
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C E HM o d u l e  F l o w

□
H P

NetBIOS
Enumeration

Enumeration
Concepts

SMTP
Enumeration

i s

UNIX/Linux
Enumeration

Enumeration 
Pen Testing

Enumeration
Counter-

measures
DNS

Enumeration
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This section describes the UNIX/Linux commands that can be used for enumeration 
and Linux enumeration tools.

Enumeration Concepts 1 y" NTP Enumeration

t_J| NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration _̂ Enumeration Pen Testing ן
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J  SNMP enum eration is a process o f enum erating user accounts and devices on 
a target system using SNMP

J  SNMP consists o f a m anager and an agent; agents are em bedded on every 
ne tw ork  device, and the  manager is installed on a separate com puter

J  SNMP holds tw o  passwords to  access and configure the  SNMP agent from  the  
managem ent station

© Read community string: It is public by default, allows to view the device or system 
configuration

6  Read/write community string: It is private by default, allows to edit or alter 
configuration on the device

J  A ttacker uses these de fau lt com m un ity  strings to  extract in fo rm ation  about a 
device

J  Attackers enum erate SNMP to  extract in fo rm ation  about ne tw o rk  resources such 
as hosts, routers, devices, shares, etc. and ne tw o rk  in fo rm a tio n  such as ARP 
tables, rou ting  tables, tra ffic  statistics, device specific in fo rm ation , etc.

= =

Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

S N M P  ( S i m p l e  N e t w o r k  M a n a g e m e n t  P r o t o c o l )  

E n u m e r a t i o n

SNMP (Simple Network Management Protocol) is an application layer protocol that runs on 
UDP, and is used to maintain and manage routers, hubs, and switches on an IP network. SNMP 
agents run on Windows and UNIX networks on networking devices.

SNMP enumeration is the process of enumerating the user's accounts and devices on a target 
computer using SNMP. Two types of software components are employed by SNMP for 
communicating. They are the SNMP agent and SNMP management station. The SNMP agent is 
located on the networking device whereas the SNMP management station is communicated 
with the agent.

Almost all the network infrastructure devices such as routers, switches, etc. contain an SNMP 
agent for managing the system or devices. The SNMP management station sends the requests 
to the agent; after receiving the request the agent sends back the replies. Both requests and 
replies are the configuration variables accessible by the agent software. Requests are also sent 
by SNMP management stations for setting values to some variables. Trap let the management 
station know if anything has happened at the agent's side such as a reboot or interface failure 
or any other abnormal event.
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SNMP contains two passwords that you can use for configuring as well as for accessing the 
SNMP agent from the management station.

The two SNMP passwords are:

• Read community string:

o Configuration of the device or system can be viewed with the help of this password 

o These strings are public

• Read/write community string:

o Configuration on the device can be changed or edited using this password

o These strings are private

When the community strings are left at the default setting, attackers take the opportunity and 
find the loopholes in it. Then, the attacker can uses these default passwords for changing or 
viewing the configuration of the device or system. Attackers enumerate SNMP to extract 
information about network resources such as hosts, routers, devices, shares, etc. and network 
information such as ARP tables, routing tables, device specific information, and traffic statistics.

Commonly used SNMP enumeration tools include SNMPUtil and IP Network Browser.
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W o r k i n g  o f  S N M P

Active Session Information (No. of sessions: 2, 
Comm: Complnfo, IP: 10.10.2.15)

Host Y (SNMP Agent)Host X (SNMP Manager)

If the community string does not 
match w ith the string stored in the 
MIB database, host Y w ill send a 
community string to  a pre configured 
SNMP manager indicating the error

Community String:

IP : 1 0 .1 0 .2 .1 2

Host Z (SNMP M anager)&
Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Community String: 
Comf

Community String: Alarm 
IP: 10.10.2.15

H ost Y (SNM P A gen t)

W o r k i n g  o f  S N M P

M IB
Software version r  ־
hard drive space 

session table

Sends request fo r active session 
(C om m unity String: Complnfo, IP: 10.10.2.15)

Active Session Inform ation (No. o f sessions: 2, 
Comm: Complnfo, IP: 10.10.2.IS )

If the com m unity  string does not 
match w ith  the  string stored in the  
MIB database, host Y w ill send a 
com m unity  string to  a pre-configured I 
S N M j ^ n a n a g e n n d i c a t i n ^ h ^ r r o i ^

Com m unity String: 
Complnfo 

IP: 10.10.2.1

H ost X (SNM P M anage r)

H ost Z (SNM P M anage r) 

FIGURE 4 .9 : SNM P S cree nsho t
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The OID includes the type o f MIB object such as counter, string, or 
address, access level such as not-accessible, accessible-for-notify, 
read-only or read-write, size restrictions, and range information

SNMP uses the MIB's hierarchical namespace containing 
object identifiers (OIDs) to  translate the OID numbers 
into a human-readable display

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

M a n a g e m e n t  I n f o r m a t i o n  

B a s e  ( M I B )

MIB is a virtual database containing
can be managed using SNMP

The MIB database is hierarchical and each managed object in 
a MIB is addressed through object identifiers (OIDs)

Two types o f managed objects exist:
9 Scalar objects that define a single object instance 
e Tabular objects that define multiple related object instances that are 

grouped in MIB tables

M a n a g e m e n t  I n f o r m a t i o n  B a s e  ( M I B )

MIB is a virtual database containing a formal description of all the network objects 
that can be managed using SNMP. MIB is the collection of hierarchically organized information. 
It provides a standard representation of the SNMP agent's information and storage. MIB 
elements are recognized using object identifiers. Object ID is the numeric name given to the 
object and begins with the root of the MIB tree. The object identifier can uniquely identify the 
object present in the MIB hierarchy.

MIB-managed objects include scalar objects that define a single object instance and tabular 
objects that define group of related object instances. The object identifiers include the object's 
type such as counter, string, or address, access level such as read or read/write, size 
restrictions, and range information. MIB is used as a codebook by the SNMP manager for 
converting the OID numbers into a human-readable display.

The contents of the MIB can be accessed and viewed using a web browser either by entering 
the IP address and Lseries.mib or by entering DNS library name and Lseries.mib. For example, 
http://IP.Address/Lseries.mib or http://library_name/Lseries.mib.

Microsoft provides the list of MIBs that are installed with the SNMP Service in the Windows 
resource kit. The major ones are:
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Q DHCP.MIB: Monitors network traffic between DHCP servers and remote hosts 

9 HOSTMIB.MIB: Monitors and manages host resources 

9 LNMIB2.MIB: Contains object types for workstation and server services 

e WINS.MIB: For Windows Internet Name Service

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C - C 0 l1 n c i l

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 7 0



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

S N M P  E n u m e r a t i o n  T o o l :  

O p U t i l s
C

Urtrfi•*
E H
ItbKjl

O pU tils  w ith  its in teg ra ted  set o f too ls  helps n e tw o rk  engineers to  m o n ito r, d iagnose , and 
tro u b le s h o o t th e ir  IT resources
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S N M P  E n u m e r a t i o n  T o o l :  O p U t i l s

S o u r c e :  h t t p : / / w w w . m a n a g e e n R i n e . c o m

OpUtils is a collection of tools using which network engineers can monitor, diagnose, and 
troubleshoot their IT resources. You can monitor the availability and other activities of critical 
devices, detect unauthorized network access, and manage IP addresses. It allows you to create 
a custom SNMP tools through which you can monitor MIB nodes.
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http://www.solarwinds.com
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J  IP Network Browser performs network discovery 
on a single subnet or a range of subnets using 
ICMP and SNMP

J  It scans a single IP, IP address range, or subnet 
and displays network devices discovered in real 
time, providing immediate access to detailed 
information about the devices on network
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Source: http://www.solarwinds.com

IP Network Browser from SolarWinds is a network discovery application. It collects information 
via ICMP and SNMP locally or on a remote network. It scans a single IP, IP address range, or 
subnet and displays network devices as they are discovered in real time, providing you with 
immediate access to detailed information about the devices on your network. It is easy for the 
attacker to discover information about the target network after performing scanning of the 
entire subnet. Using IP Network Browser, an attacker can gather information from a poorly 
configured Windows system. The information that can be gathered includes server name, 
operating system version, SNMP contact and location information, list of services and network 
interfaces, list of all user accounts, machine date/time, etc.

For example, on a Cisco router, Solar Winds IP Network Browser will determine the current IOS 
version and release, as well as identify which cards are installed into which slots, the status of 
each port, and ARP tables. When the IP Network Browser discovers a Windows server, it 
returns information including interface status, bandwidth utilization, services running, and even 
details of software that is installed and running.
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/ Tracê owe 
 AMI &r0Asc +־

UorvtoingTook 7כ♦,

+tZ 2  SNVPTools 
i r Q  AebGadgets 

Password Generator
Q  3en re  Stated 
O  Mere *6 p 

V u j  *•cerity Used

*J  >  Da)ay 2 :  seconds

FIGURE 4 .1 1 : SNM P E n u m e ra tio n  T o o l S cree nsho t

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C O U IlC il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 7 4



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

C E HS N M P  E n u m e r a t i o n  T o o l s

S o ftP e r fe c t N e tw o rk  S ca n n e r
h ttp ://w w w . softperfect.com

N s a u d ito r  N e tw o rk  S e c u r ity  

A u d ito r
h ttp ://w w w . nsauditor. com

S N M P  In fo rm a n t
http://www.snmp-informant.com

■— j Z - ,  N e t-S N M P
http://net-snmp.sourceforge.net

S p ic e w o rk s
- h י■ t t D : / / w w w . s o i c e

G e t if
h ttp ://w w w . wtcs. org

O iD V iE W  S N M P  M IB  B ro w s e r
h ttp ://w w w . oidvie w. com

iR e a so n in g  M IB  B ro w s e r
http ://tll.ireasoning.com

SNScan
http://www.mcafee.com

h ttp ://w w w . spiceworks.com
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S N M P  S cann e r
http://www.secure-bytes.com

S N M P  E n u m e r a t i o n  T o o l s

In addition to OpUtils and SolarWind's IP Network Browser, a few more SNMP tools
are listed as follows:

Q Getif available at http://www.wtcs.org

Q OiDViEW SNMP MIB Browser available at http://www.oidview.com 

Q iReasoning MIB Browser available at http://tll.ireasoning.com 

e SNScan available at http://www.mcafee.com 

Q SNMP Scanner available at http://www.secure-bytes.com 

Q SoftPerfect Network Scanner available at http://www.softperfect.com 

e SNMP Informant available at http://www.snmp-informant.com 

e Net-SNMP available at http://net-snmp.sourceforge.net 

9 Nsauditor Network Security Auditor available at http://www.nsauditor.com 

6  Spiceworks available at http://www.spiceworks.com
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□SNMP
Enumeration

NetBIOS
Enumeration

Enumeration
Concepts

SMTP
Enumeration

i sEnumeration 
Pen Testing

Enumeration
Counter-

measures
DNS

Enumeration
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M o d u l e  F l o w

This section describes the UNIX/Linux commands that can be used for enumeration 
and Linux enumeration tools.

Enumeration Concepts 1 y" NTP Enumeration

t_J| NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

^  Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration _̂ Enumeration Pen Testing ן
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U N I X / L i n u x  E n u m e r a t i o n  

C o m m a n d s

o Enumerates the user and the host

« Enables you to view the user's home directory, login time, idle times, 
office location, and the last time they both received or read mail 
[ r o o t $ ]  f i n g e r  - 1  0 ta rg e t.h a c k m e .c o m

« Helps to enumerate Remote Procedure Call protocol 

e RPC protocol allows applications to communicate over the 
network

[ r o o t ]  r p c in f o  - p  1 9 x .1 6 x .x x x .x x

6 Using rpcclient we can enumerate user names on Linux and 
O S X

[ r o o t  $ ] r p c c l i e n t  $> n e tsh a re e n u m

9 Finds the shared directories on the machine

[ r o o t  $ ] showm ount - e  1 9 x . l6 x .  x x x .x x

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

U N I X / L i n u x  E n u m e r a t i o n  C o m m a n d s

Commands used to enumerate UNIX network resources are as follows: showmount, 
finger, rpcinfo (RPC), and rpcclient.

O  F i n g e r :

T h e  f i n d e rThe finger command is used for enumerating the users on the remote machine. It 
enables you to view the user's home directory, login time, idle times, office location, and the 
last time they both received or read mail.

The syntax for finger is:

finger [-b] [-f] [-h] [-i] [-1] [-m] [-p] [-q] [-s] [־w] [username]

O p t i o n s :

- b  S u p p re s s e s  p r in t i n g  th e  u s e r 's  h o m e  d i r e c t o r y  a n d  s h e l l  in  a  lo n g  f o r m a t  p r in t o u t .

- f  S u p p re s s e s  p r in t in g  th e  h e a d e r  t h a t  is n o r m a l ly  p r in te d  in  a n o n - lo n g  f o r m a t  p r in to u t .______________I

-h  S u p p re s s e s  p r in t in g  o f  th e  .p r o je c t  f i le  in  a lo n g  f o r m a t  p r in to u t .

-I F o rc e s  " id le "  o u tp u t  f o r m a t ,  w h ic h  is s im ila r  t o  s h o r t  f o r m a t  e x c e p t  t h a t  o n ly  th e  lo g in  n a m e ,

te r m in a l ,  lo g in  t im e ,  a n d  id le  t im e  a re  p r in te d .

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il
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­ו F o rc e s  lo n g  o u tp u t  f o r m a t .

­ווו M a tc h e s  a r g u m e n ts  o n ly  o n  th e  u s e r 's  n a m e .

P S u p p re s s e s  p r in t in g  o f  th e  .p la n  f i le  in  a lo n g  f o r m a t  p r in to u t .

-q F o rc e s  q u ic k  o u tp u t  f o r m a t ,  w h ic h  is s im ila r  t o  s h o r t  f o r m a t  e x c e p t  th a t  o n ly  th e  lo g in  n a m e , 

te r m in a l ,  a n d  lo g in  t im e  a re  p r in te d .

-s F o rc e s  s h o r t  o u tp u t  fo r m a t .

- w S u p p re s s e s  p r in t in g  th e  fu l l  n a m e  in  a s h o r t  f o r m a t  p r in to u t .

For example, if the command root$] finger-1  (®target.hackme.com is executed, then you can 
get the list of users on the target host.

I f S  r p c i n f o  ( R P C )
^ 1

rpcinfo (RPC) helps you to enumerate Remote Procedure Call protocol. This in turn 
allows the applications to communicate over the network.

The syntax for rpcinfo follows:

r p c i n f o [ -m  | - s  ] [ h o s t ]

r p c i n f o ־ P [ h o s t  ]

r p c i n f o - T t r a n s p o r t  h o s t p ro g n u m  [ v e rs n u m  ]

r p c i n f o - 1 [ - T  t r a n s p o r t ] h o s t  p ro g n u m  v e rs n u m

r p c i n f o [ ־ n  p o r tn u m  ] - u h o s t  p ro g n u m  [ v e rs n u m ]

r p c i n f o [ ־ n  p o r tn u m  ] - t h o s t  p ro g n u m  [ v e rs n u m ]

r p c i n f o - a s e r v  a d d r e s s ? t r a n s p o r t  p ro g n u m  [ v e rs n u m

r p c i n f o - b [ - T  t r a n s p o r t ] p ro g n u m  v e rs n u m

r p c i n f o - d [ - T  t r a n s p o r t ] p ro g n u m  v e rs n u m

O p t i o n s :

- m D is p la y s  a  ta b le  o f  s t a t is t ic s  o f  r p c b in d  o p e r a t io n s  0 1 1  t h e  g iv e n  h o s t .  T h e  t a b le  s h o w s  

s ta t is t ic s  f o r  e a c h  v e r s io n  o f  r p c b in d  ( v e r s io n s  2 , 3  a n d  4 ) ,  g iv in g  t h e  n u m b e r  o f  t im e s  e a c h  

p r o c e d u r e  w a s  r e q u e s te d  a n d  s u c c e s s fu l ly  s e r v ic e d ,  th e  n u m b e r  a n d  t y p e  o f  r e m o te  c a l l  

r e q u e s t s  t h a t  w e r e  m a d e ,  a n d  i n f o r m a t io n  a b o u t  R P C  a d d re s s  lo o k u p s  t h a t  w e r e  h a n d le d .  

T h is  is  u s e fu l  f o r  m o n i t o r in g  R PC a c t iv i t ie s  0 1 1  t h e  h o s t .

-s D is p la y s  a c o n c is e  l is t  o f  a ll re g is te re d  RPC p ro g ra m s  o n  h o s t.  I f  h o s t is n o t  s p e c if ie d ,  i t  d e fa u lts  

t o  th e  lo c a l h o s t.

-P P ro b e s  rp c b in d  o n  h o s t  u s in g  v e rs io n  2 o f  th e  rp c b in d  p r o to c o l,  a n d  d is p la y  a l is t  o f  a ll 

re g is te re d  RPC p ro g ra m s .  I f  h o s t is n o t  s p e c if ie d ,  i t  d e fa u lts  t o  th e  lo c a l h o s t.  N o te  t h a t  v e rs io n  

2 o f  th e  rp c b in d  p r o to c o l  w a s  p r e v io u s ly  k n o w n  as th e  p o r tm a p p e r  p r o to c o l.

- t M a k e s  a RPC c a ll t o  p r o c e d u re  0  o f  p r o g n u m  o n  th e  s p e c if ie d  h o s t  u s in g  TCP, a n d  r e p o r t  

w h e t h e r  o r  n o t  a re s p o n s e  w a s  re c e iv e d . T h is  o p t io n  is m a d e  o b s o le te  b y  th e  -T  o p t io n  as 

s h o w n  in  th e  t h i r d  s y n o p s is .
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D ־1 is p la y s  a  l i s t  o f  e n t r ie s  w i t h  a  g iv e n  p r o g n u m  a n d  v e r s n u m  0 1 1  t h e  s p e c if ie d  h o s t .  E n t r ie s

a r e  r e t u r n e d  f o r  a l l  t r a n s p o r t s  in  t h e  s a m e  p r o t o c o l  f a m i ly  as  t h a t  u s e d  t o  c o n ta c t  th e

r e m o te  r p c b in d .

-b M a k e s  a RPC b ro a d c a s t  to  p r o c e d u re  0  o f  th e  s p e c if ie d  p r o g n u m  a n d  v e rs n u m  a n d  r e p o r t  a ll 

h o s ts  t h a t  re s p o n d .  I f  t r a n s p o r t  is s p e c if ie d ,  i t  b ro a d c a s ts  its  re q u e s t  o n ly  o n  th e  s p e c if ie d  

t r a n s p o r t .  I f  b ro a d c a s t in g  is n o t  s u p p o r te d  b y  a n y  t r a n s p o r t ,  an  e r r o r  m e s s a g e  is p r in te d .  U se 

o f  b ro a d c a s t in g  s h o u ld  b e  l im i te d  b e c a u s e  o f  th e  p o te n t ia l  f o r  a d v e rs e  e f f e c t  o n  o th e r  s y s te m s .

-d D e le te s  r e g is t r a t io n  f o r  th e  RPC s e rv ic e  o f  th e  s p e c if ie d  p r o g n u m  a n d  v e rs n u m . I f  t r a n s p o r t  is 

s p e c if ie d ,  u n re g is te r  th e  s e rv ic e  o n  o n ly  th a t  t r a n s p o r t ;  o th e rw is e ,  u n re g is te r  th e  s e rv ic e  o n  a ll 

th e  t r a n s p o r ts  o n  w h ic h  i t  w a s  re g is te re d .  O n ly  th e  o w n e r  o f  a s e rv ic e  c a n  d e le te  a re g is t r a t io n ,  

e x c e p t  th e  s u p e ru s e r ,  w h o  ca n  d e le te  a n y  s e rv ic e .

-u M a k e s  an  RPC c a ll t o  p r o c e d u re  0  o f  p r o g n u m  o n  th e  s p e c if ie d  h o s t  u s in g  U D P , a n d  r e p o r t  

w h e t h e r  o r  n o t  a re s p o n s e  w a s  re c e iv e d . T h is  o p t io n  is m a d e  o b s o le te  b y  th e  -T  o p t io n  as 

s h o w n  in  th e  t h i r d  s y n o p s is .

-a  s e rv _ a d d re s s U ses s e rv _ a d d re s s  as th e  (u n iv e rs a l)  a d d re s s  f o r  th e  s e rv ic e  o n  t r a n s p o r t  t o  p in g  p r o c e d u re  0  

o f  th e  s p e c if ie d  p r o g n u m  a n d  r e p o r t  w h e th e r  o r  n o t  a re s p o n s e  w a s  re c e iv e d . T h e  -T  o p t io n  is 

r e q u ire d  w i t h  th e  -a  o p t io n .

I f  v e r s n u m  is n o t  s p e c if ie d ,  r p c in fo  t r ie s  t o  p in g  a ll a v a ila b le  v e rs io n  n u m b e rs  f o r  t h a t  p ro g ra m  

n u m b e r .  T h is  o p t io n  a v o id s  c a lls  t o  r e m o te  rp c b in d  t o  f in d  th e  a d d re s s  o f  th e  s e rv ic e . T h e  

s e rv _ a d d re s s  is s p e c if ie d  in  u n iv e rs a l a d d re s s  f o r m a t  o f  th e  g iv e n  t r a n s p o r t .

-n  p o r tn u m U ses p o r tn u m  as th e  p o r t  n u m b e r  f o r  th e  - t  a n d  -u  o p t io n s  in s te a d  o f  th e  p o r t  n u m b e r  g iv e n  b y  

rp c b in d .  U se  o f  th is  o p t io n  a v o id s  a c a ll t o  th e  r e m o te  rp c b in d  t o  f in d  o u t  th e  a d d re s s  o f  th e  

s e rv ic e . T h is  o p t io n  is m a d e  o b s o le te  b y  th e  -a  o p t io n .

-T  t r a n s p o r t S p e c if ie s  th e  t r a n s p o r t  o n  w h ic h  th e  s e rv ic e  is r e q u ire d .  I f  th is  o p t io n  is n o t  s p e c if ie d ,  r p c in fo  

u se s  th e  t r a n s p o r t  s p e c if ie d  in  th e  N E TP ATH  e n v ir o n m e n t  v a r ia b le ,  o r  i f  t h a t  is u n s e t  o r  N U LL, 

th e  t r a n s p o r t  in  th e  n e tc o n f ig  d a ta b a s e  is u se d . T h is  is a g e n e r ic  o p t io n ,  a n d  c a n  b e  u s e d  in 

c o n ju n c t io n  w i th  o th e r  o p t io n s  as s h o w n  in  th e  SYNOPSIS.

H o s t S p e c if ie s  h o s t  o f  rp c  in fo r m a t io n  re q u ire d .

For example, if the command [root] rpcinfo -p  19x.16x.xxx.xx is executed, then you can get the 
rpc information of the host you are currently connected to.

r p c c l i e n t

rpcclient is used to enumerate usernames on Linux and OS X.

The syntax for rpcclient follows:

rpcclient [-A authfile] [-c ccommand string>] [-d debuglevel] [-h] [-1 logdir] [-N] [-s <smb config 
file>] [-U username[%password]] [-W workgroup] [-1 destinationIP] {server}

O p t i o n s :

■c E x e c u te  s e m ic o lo n - s e p a r a te d  c o m m a n d s .

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C O U IlC il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 7 9



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

- I IP  a d d re s s  is  th e  a d d re s s  o f  th e  s e r v e r  t o  c o n n e c t  to .  I t  s h o u ld  b e  s p e c if ie d  in  

s ta n d a r d  "a .b .c .d "  n o ta t io n .

Z ' - p T h is  n u m b e r  is  th e  T C P  p o r t  n u m b e r  u s e d  w h e n  m a k in g  c o n n e c t io n s  t o  th e  

s e r v e r .  T h e  s ta n d a r d  T C P  p o r t  n u m b e r  f o r  a n  S M B /C IF S  s e r v e r  is  1 3 9 , w h ic h  

is  t h e  d e fa u l t .

-d d e b u g le v e l is an  in te g e r  f r o m  0  t o  10 . T h e  d e fa u l t  v a lu e  i f  th is  p a r a m e te r  is n o t  

s p e c if ie d  is 0 .

-V P r in ts  th e  p ro g ra m  v e rs io n  n u m b e r .

-s T h e  f i le  s p e c if ie d  c o n ta in s  th e  c o n f ig u r a t io n  d e ta i ls  r e q u ire d  b y  th e  s e rv e r .

-1 B ase d i r e c to r y  n a m e  f o r  lo g /d e b u g  f i le s .  T h e  e x te n s io n  " .p r o g n a m e "  w i l l  be  

a p p e n d e d  (e .g . lo g .s m b d ie n t ,  lo g .s m b d , e tc . . . ) .  T h e  lo g  f i le  is n e v e r  re m o v e d  b y  

th e  c l ie n t .

-N I f  s p e c if ie d ,  th is  p a r a m e te r  s u p p re s s e s  th e  n o rm a l p a s s w o rd  p r o m p t  f r o m  th e  

c l ie n t  t o  th e  u s e r. T h is  is u s e fu l w h e n  a c c e s s in g  a s e rv ic e  th a t  d o e s  n o t  r e q u ire  a 

p a s s w o rd .

-A T h is  o p t io n  a l lo w s  y o u  to  s p e c ify  a f i le  f r o m  w h ic h  to  re a d  th e  u s e rn a m e  a n d  

p a s s w o rd  u s e d  in  th e  c o n n e c t io n .

-U S e ts  th e  S M B  u s e r n a m e  o r  u s e r  n a m e  a n d  p a s s w o rd .

-W S e t th e  S M B  d o m a in  o f  th e  use  rn a m e .

-h P r in t  a s u m m a ry  o f  c o m m a n d - l in e  o p t io n s .

For example, if the command root $] rpcclient $> netshareenum is executed, then it displays all 
the user names.

s h o w m o u n t

showmount identifies and lists the shared directories available on a system. The clients that are 
remotely mounted on a file system from a host are listed by showmount. mountd is an RPC 
server that replies to the NFS access information and file system mount requests. The mountd 
server on the host maintains the obtained information. The file /etc/rmtab saves the 
information from crashing. The default value for the host is the value returned by hostname 

(1).

The syntax for the mountd:/ u s r / l i b / n f s / m o u n t d  [ - v ]  [ - r ]

The syntax for Showmount: / u s r / s b in / s h o w m o u n t  [ - a d e ]  [h o s tn a m e ]
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O p t i o n s :

- a  P r i n t  a l l  r e m o t e  m o u n t s  i n  t h e  f o r m a t .

- d  List directories that have been remotely mounted by clients.

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e r

E n u m e r a t i o n

- e  Print the list of shared file systems.

For example, if the command [root $] showmount -e  19x.l6x. xxx.xx is executed, then it 
displays the list of all shared directories that are mounted by a host.
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E n u m e r a t i o n

L i n u x  E n u m e r a t i o n  T o o l :  

E n u m 4 1 i n u x

sh-3.2S enum41inux.pl •r 192.168.2.55
Starting enum41inux vO.8.2 ( http://labs.portcullis.co.uk/applic11tion/enura41inux/ ) on Wed Apr 2 14:14:35 20(
---  Target information -----
Target ........ 192.168.2.55
RID Range .....  500-550.1000-1050
Uscmane ...... י* 
Password...... י* 
Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none
  Enumerating Workgroup/Domain on 192.168.2.55 
Got domain/workgroup name: WORKGROUP [־*־]
---  Getting domain SID for 192.168.2.55 ---
Donain Name: WORKGROUP 
Donain Sid: S-0-0
[+] Host is part of a workgroup (not a domain)
  Session Check on 192.168.2.55  
יי password ,יי Server 192.168.2.55 allows sessions using username [►־]
  Users on 192.168.2.55 via RID cycling (RIDS: 500-550,1000-1050)  
[I] Assuming that user "administrator" exists
[♦j Got SID: S - l - 5 - 2 1 7 2 5 3 4 5 5 4 3 ־1801674531־1482476501־  using username ", password 
S-l-5-21-1801674531-1482476501-725345543-500 W2KSQL\Administrator (Local User) 
S-1-S-21-1801674531-1482476501-72534S543-501 W2KSQL\Guest (Local User)
S-l1482476501-725345543-513 ־5־21־1801674531־  W2KSQL\N0ne (Domain Group) 
S-l-5-211801674531-1482476501-725345543-1000־ W2KSQL\TsInternetUser (Local User) 
S-l-5-21-1801674531-1482476501-725345543-1001 W2KSQL\IUSR_P0RTCULLIS (Local User) 
S-1-5-21-1801674531-1482476501-725345543-1002 W2KSQL\IWAM_P0RTCULLIS (Local User) 
S-1-5-21-1801674531-1482476501-725345543-1004 W2KSQL\mark (Local User)
S-l-5-21-1801674531-1482476501-725345543-1005 W2KSQL\blah (Local User)
S-l-5-21-1801674531-1482476501-725345543-1006 W2KSQL\basic (Local User)
onun4־llnux complete on Wed Apr 2 14:14:40 2008

http ://labs, portcullis, co. uk
Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

L i n u x  E n u m e r a t i o n  T o o l :  E n u m 4 1 i n u x

Source: http://labs.portcullis.co.ukI
Enum4linux is a tool that allows you to enumerate information from samba, as well as 
Windows systems.

Features:

0 RID Cycling (When RestrictAnonymous is set to 1 on Windows 2000)

0 User Listing (When RestrictAnonymous is set to 0 on Windows 2000)

0 Listing of Group Membership Information

0 Share Enumeration

0 Detecting if host is in a Workgroup or a Domain

0 Identifying the remote Operating System

0 Password Policy Retrieval (using polenum)
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uk/application/enum41inux/ ) on Ned Apr 2 14:14:35 2(X

bin. nonekrbtgt, domain admins, root,

' ' .  password * 

SSO;1000-1050)

 sh-3.2J eriuMIinux:pr •r :192.1658.2.5י5 ־ :
Starting enum41inux v0.8.;2 ( http://labs.portcu llls.co

------Target information .--------
 192.168.2.SS............................................................................Target 

500-550.1000-1050 ..............; RID Range
Usernaae J............................................................................ יי

׳............:.............................. ; . ׳ . ׳ . ; . ׳ . ׳ . ׳ . m׳ w o M
Known Usernames . .  administrator, guest

------ Enumerating Workgrciup/Domain on 192.168.2.55
(♦] Got domain/workgroup name: WORKGROUP

------ Getting domain SID ■tor 192.168.2. $ S --------
Detain׳ Name: WORKGROUP ;
Domain Sid: S-0-0
[+] Host is  part of a workgroup (not a domain)

......... Session Check on 1S2.168.2.5S — —
[♦] Server 192.168.2.SS allows sessions using username

Users on 192:168.2.;S5־ v ia r  RID cycling  (RIDS: SO0- 
[X] Assuming that user "administrator" exists 
[♦] Cot SID: S-l-5-21-1801674531-14824765O1-725345543 vising username f ׳ , password 
S-1-S-21-I801674S31-1482476SO1-72534S543-S00 W2KSQL\Adrtinistrator (Lotal User) 
S-1-S-21-1801674531-1482476501-72534S543-501 W2KSQL\Guest (Local User) 
S-l-S-21-i801674S31-1482476S01-72S34SS43-513 W2KSQL\None (Domain Group) 
S-1-5-21-I801674531-1482476S01-725345543-1000 W2KSQL\TsInternetUser (local User) 
S-l-5-21'l801674531־j 14824765<Jl-72S345543j 1001 #2KSQL\IUSR_PORTCULLIS (Local User) 
S - l-5-21-1801674531-1482476501-725345543-1002 W2KSQL\IWAM_PORTCULLIS (Local User) 
S-1-S-21-1801674S31-1482476S01-725345543-1004 W2KSQL\mark (Local User) 
S-1-5-21-1801674S31-1482476501-72S34S543-100S W2KSQL\blah (Local User) 
S-1-5-21-1801674S31-1482476501-725345543-1006 W2KSQL\basic (Local User)

enum-JlinuX complete on W<d Apr 2 14:14'40 2008

FIGURE 4 .1 1 : E n u m 4 lin u x  T o o l S cree nsho t
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To enable communication and manage data transfer between network resources, 
various protocols are employed. All these protocols carry valuable information about 

network resources along with the data to be transferred. If any external user is able to 
enumerate that information by manipulating the protocols, then he or she can break into the 
network and may misuse the network resources. LDAP is one such protocol intended to access 
the directory listings.

Enumeration Concepts ! — NTP Enumeration

!t_5  NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

% ״ג  Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
I fF  v

Enumeration Pen Testing

This section focuses on LDAP enumeration and LDAP enumeration tools
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Lightweight Directory Access Protocol (LDAP) is an Internet protocol for 
accessing distributed directory services

t t  Directory services may provide any organized set o f records, often in a
hierarchical and logical structure, such as a corporate email directory ־*-־*-

A client starts an LDAP session by connecting to a Directory System Agent (DSA) 
on TCP port 389 and sends an operation request to the DSA

Information is transm itted between the client and the server 
using Basic Encoding Rules (BER)

Attacker queries LDAP service to gather information such as valid user names, 
addresses, departm ental details, etc. that can be further used to  perform attacks

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.
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The Lightweight Directory Access Protocol (LDAP) is used to access directory listings 
within an Active Directory or from other directory services. A directory is compiled in 
hierarchical or logical form, slightly like the levels of management and employees in a company. 
It is suitable to attach with the Domain Name System (DNS) to allow quick lookups and fast 
resolution of queries. It usually runs on the port 389 and other similar protocols. You can 
anonymously query the LDAP service. The query will disclose sensitive information such as user 
names, addresses, departmental details, server names, etc., which can be used by the attacker 
for launching the attack.
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L D A P  A d m i n i s t r a t o r cUrlAH 1
E H
ItbKJl HMkM

L D A P  Adrn»'nistrator
h f  (P ' '  '1

HTML View
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Source: http://www.ldapadministrator.com

Softerra LDAP Administrator is a LDAP administration tool that allows you to work with LDAP 
servers such as Active Directory, Novell Directory Services, Netscape/iPlanet, etc. It generates 
customizable directory reports with information necessary for effective monitoring and audit.

Features:

• It provides directory search facilities, bulk update operations, group membership 
management facilities, etc.

It supports LDAP-SQL, which allows you to manage LDAP entries using SQL-like syntax
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CN= Franko Barucci.OU = HR Departm ent.DC=exam ple,DC = com  - Softerra LDAP Adm in istra to r 2011.1

£11* £drt ¥'*w Fjvontes Sf£»er Entry Schema Refiorts !ools W indow Hf  lP

" 2 ■» I Ef - J \M I 3) K? ; i -J ' "JJ ' i iff.'3 ־'* X dtf X -u4 - »׳J  s i -JM *

* 3 3 1  5 8 7  2 6 8  4 5

- 3 3 1  5 8 7  2 6 8  4 8

Franko Barucci

U F.Barucci(j>Example.com 

Planning Manager 

Paris

Organization | Telephones Address Account

Franko 

Barucci

Franko Barucci 

Planning Manager 

Paris

Telephone Number +331 587 268 45

I

Scope Pane •w 9

3  S i  OU -HR Department
I E  2  CN -  Aaron Dorben
| S) £  CN-Alexander Lemming
I IS £  CN •Alexander McDoughal
I E  £  CN-Andrew Anderson
: S  £  CN-Andrew W fe
! f i  £  CN ־ Andrew Wfcon

| E  £  CN=Ann Doe
E  £  CN«Anny Hobbs 

! $  £  CN-Aron Piersol
j $  £  CN ־ Aurora Namula
j f t  £  CN ־ Clarence Bulwmkel

E  £ ?  CN־ C0ns1dting Department 
B  £  CN ־ David Morris 
f t  £  CN=Oavid Smith 
f t  £  CN ־ David Watson 
f t  £  CN־ O e m s Martin 
f t  £  C N -Szabeth Johnson 

: (S £5 CN=EMEA Group

f t  £  CN ־ Cordon Summer 
f t  £  CN ־ Gregory Murrey 
f t  £  CN ־ Henry Richards 
E  £  CN-HR Managers 

CN-IT Department 
f t  £  CN ־ James Garfield 
a  £  CN*Jason Guard 
E  £  CN -lee  dark

2011.1 exam ples [example.com:389] - Softerra LD AP  Adm in is tra to r .ך;:

Entry Schema Refiorts Iools W indow tjelp

^ x  | ג-   I J  ±\ a )  K ? ־  ;  ̂ O k

Name Value Type Size

13 CN Configuration Entry unknown
L3CN Schema Entry unknown
5JDC DomatnDnsZones Entry unknown

3 DC ׳ example Entry unknown

£3 DC ForestDnsZones Entry unknown
S  currentTme 20110620130837.0Z Attribute 17
l*J dsServiceName CN-NTDS Settings,CN *SERVER 1,CN... Attnbute 109
S  defaultNamingContext DC ־ example,DC ־ com Attribute 17
&J schemaNamingContext CN ■Schema,CN •Configuration,DC*... Attribute 44
S  configurabonNamingContext CN Configuration,DC =example,DC=... Attribute 34

example ,DC ■com־ J rootDomainNamingContext DC& Attribute 17

S  supportedLDAPPobaes MaxPoolThreads Attnbute 14
E  supportedLDAPPolioes MaxDatagramRecv Attribute 15
(=J supportedLDAPPobaes MaxReceiveBuffer Attnbute 16
S  supportedLDAPPobaes InitRecvTimeout Attribute 15
(=J supportedLDAPPobaes MaxConnections Attribute 14

® supportedLDAPPobaes MaxConnldleTime Attribute 15
C=J supportedLDAPPobaes MaxPageSize Attribute 11
(=] supportedLDAPPobaes MaxQueryDurabon Attribute 16
C*J supportedLDAPPobaes MaxTempTableSize Attribute 16

(=J supportedLDAPPobaes MaxResultSetSize Attnbute 16
H  supportedLDAPPobaes MaxNobficabonPerConn Attribute 22
(=J supportedLDAPPobaes MaxValRange Attnbute 11
® highestCommittedUSN 28907 Attribute 5
(*J dnsHostName server 1. example. com Attnbute ___________19

dH List View x HTML View [ד[] 

I - *■ * ־‘־ J ; !  j t l e w -  3

Scope Pane ▼ ?  x

Softerra LDAP Admr»trator 
ajJ Internet Pubk Servers 
$ 0  Adressen der Bundesverwaltu ־־
f f l - y  Came^e Melon University 
₪ Colorado State University 
♦ J  Debian
® 0  Deutsche Telekom AG 
ffl 0  D־TrustCAs

New York University 
±  0  Trust Center 
£ h 0  University of MKhigan 
f t ״ g  VeriSign 

Local Servers 
E  ufj Mcrosoft Exchange Servers 
-j 0  ̂Testing Servers 

i .־. j
® £ 3  CN=Config1ration ״
& S־ 3  CN ־ Schema 
f t  § 3  DC=DomainDnsZones 

j ft־SJ DC ־ example
f t  1 3  DC־ ForestDnsZones 

f t -  0  rainbow 
f t -  Q  umbrella 

E  0  AD 
i - 0  CA Directory 
4  9  Planet

B  Output C  Basket 

S subnodes

FIGURE 4 .1 2 : S o fte rra  LDAP A d m in is tra to r  to o l S cree nsho t
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A c tiv e  D ire c to ry  E x p lo re r
h ttp : / / t e c h n e t .m ic ro s o f t . c o m

( LDAP A d m in is t r a t io n  Tool
h ttp : / / s o u rc e fo r g e .n e t

LDAP S earch
h ttp : / / s e c u r it y x p lo d e d .c o m

A c tiv e  D ire c to ry  D o m a in  

n - S e rv ices  M a n a g e m e n t Pack
h t tp : / / w w w .m ic ro s o f t . c o m

LDAP B ro w s e r /E d ito r
h t tp : / / w w w .n o v e ll . c o m©

J X p lo re r
h t tp : / / w w w . jx p lo r e r .o rg

LDAP A d m in  Tool
h t t p : / / w w w . Id a p so ft . c o m

LDAP A c c o u n t M a n a g e r
h ttp : / / w w w . ld a p - a c c o u n t -m a n a g e r .o r g

f i  ^  L E X -T h e  LDAP E x p lo re r
m  h t tp : / / w w w . ld a p e x p lo re r .c o m

LDAP A d m in
h t tp : / / w w w . ld a p a d m in .o r g
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There are many LDAP enumeration tools that can be used to access the directory
listings within Active Directory or from other directory services. Using these tools attackers can 
enumerate information such as valid user names, addresses, departmental details, etc. from 
different LDAP servers.

A few LDAP enumeration tools are listed as follows:

Q JXplorer available at http://www.ixplorer.org 

Q LDAP Admin Tool available at http://www.ldapsoft.com

Q LDAP Account Manager available at http://www.ldap-account-manager.org

Q LEX - The LDAP Explorer available at http://www.ldapexplorer.com

e LDAP Admin available at http://www.ldapadmin.org

e Active Directory Explorer available at http://technet.microsoft.com 

e LDAP Administration Tool available at http://sourceforge.net 

9 LDAP Search available at http://securitvxploded.com 

t? Active Directory Domain Services Management Pack available at 
http://www.microsoft.com 

9 LDAP Browser/Editor available at http://www.novell.com
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Often, the NTP server is overlooked in terms of security. But, if queried properly, it can 
also provide a lot of valuable network information to the attackers. Therefore, it is 

necessary to test what information an attacker can enumerate about your network through 
NTP enumeration.

Enumeration Concepts ĵ£r̂ NTP Enumeration ׳־

t_5 NetBios Enumeration ^ SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
If*- >

Enumeration Pen Testing

This section describes what is NTP, what information can be extracted through NTP 
enumeration, and NTP enumeration commands
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It uses as

its  p r im a ry  m e ans  o f 

c o m m u n ic a tio n

N e tw o rk  T im e  P ro to co l (NTP) 

is de s ig n e d  to  sy n c h ro n iz e  

c locks  o f  n e tw o rk e d  

c o m p u te rs

NTP can m a in ta in  t im e  to  

w ith in  10 m illis e c o n d s  

(1 /1 0 0  s e c o n d s )o v e r th e  

p u b lic  In te rn e t

a

It can a ch ie ve  accu rac ies  o f  

o r  b e tte r

in loca l area  n e tw o rk s  u n d e r 

idea l c o n d it io n s

g g i
R ip

y

Attacker queries NTP server to gather valuable information such as: 
S List of hosts connected to NTP server

S Clients IP addresses in a network, their system names and OSs 

» Internal IPs can also be obtained if NTP server is in the DMZ

Cbpyright © by IC-Ccuncil. All Rights JteServfci Reproduction is Strictly Prohibited.
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Before beginning with NTP enumeration, let's first discuss what NTP is. NTP is a 
network protocol designed to synchronize clocks of networked computer systems. NTP is 
important when using Directory Services. It uses UDP port 123 as its primary means for 
communication. NTP can maintain time to within 10 milliseconds (1/100 seconds) over the 
public Internet. It can achieve accuracies of 200 microseconds or better in local area networks 
under ideal conditions.

Through NTP enumeration, you can gather information such as lists of hosts connected to NTP 
server, IP addresses, system names, and OSs running on the client systems in a network. All this 
information can be enumerated by querying the NTP server. If the NTP server is in the DMZ, 
then it can also be possible to obtain internal IPs.
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CertrfWd Itfctul *MU.

t ln e r ita ts
trap!

W T M trU t
untrastedkey
versto*

* ׳ v jin t l i t t n t

keytype
r**A»y( 

looplnfo r«qv*1 tk«y
*״*" U t * es«t־׳ 
m l l i t  r n l l t t
passed r e s tr ic t
peers shMpter
preset systnfo
p tts ts  t y t U i t t

25 4 4 
28 4 4 
27 4 4
26 4 4

6  •  <4 0 • -vlrt jal-marhint • יז 
•  •vlrtMl*1wcMM:־S ntpdc 

ntpdc* / 
ntpdc connands:
j»ridp**1*r control key fudge
aridr#fcloefc c tW ta ts  help
addiorvor debug host
add ז rap delay hostnwe!
outhlnfo deW cstrlc t Ifrc leod
broadcast Olsa&le I fs ta ts
elkbug dnpeers le s ta ts
c lockstat enable keralnfo
c lrtra p  e x it  keyld
ntpdc* non lis t
renote address port lo ca l *44

curoplun.canonical.con 123 J9J.1C8
125.02.193.121 123 ]92.168.
120 83-46-10.snat21.tm 123 192.168.
se0«e0t-119-226.slfy.n 123 192.168.
rts3.nel -  .con 123 192.168.
ntpdc* |

ntpde: m onlist query

m -v lrtua l-nach lne:־$ ntpq 
1tpq> .׳
itpq connands:

:learvar• keyld pessocletlons seve<onflg
:lockllst keytype passwd showers

.o n flg -fro n - r ile  lopeeis p o ll version
:ooked ipasioclatlons pstatus w r ite lts t
:v Ipeers q u it • r lte v a r
lebug n re ad lls t raw _
»tpq> rea d lls t ■
1ssocld»6 status>061S leap none. sync_ntp. 1 event, clock.tync. 
) ?erslon-'ntpd 4 ? ftptgi J7QA-0 Tue lun «. ?•:17:11 UTC ?01׳ 1 ) * .  
irocettor- 1696', syctem-*llnux/3.2.• 23 generic-pae*, leap-♦•, 
itratwn-3, precision• 22, rootdelay-141.734, rootdlsp-1• ! .•34, 
er1d-120.0e.46.10,
eftlne«d3el9d3d.elOcM7B r r l ,  Aug 24 2012 11:37:09.M 0,
;locked3el9e4r.a<3412CC r r l ,  Aug 24 2012 12:91:43.072, peer•30433, tc*o, 
<lntc»i, orrset«04.02s, rrequency«eo.»0B, sys jitter■ ?*.179,
:Ik ) lt te r-8 3 .6 7 2 , e lk  wander-9.200

n t p t r a c e
& Traces a chain o f NTP servers back to  the 

prim ary source
5  n t p t r a c e  [ - v d n  ] [  - r  r e t r i e s  ] [ -

t  t im e o u t  ] [ s e r v e r  ]

n tp d c
© M onitors operation o f the NTP daemon, ntpd
6  / u s r / b i n / n t p d c  t ־ n ]  [ - v ]  h o s t l  I 

I P a d d r e s s l . . .

n tp q
9 M onitors NTP daemon ntpd operations and 

determ ines performance
e  n t p q  [ - i n p ]  [ - c  command] [ h o s t ]

[ •  • ■I

ntpq: readlist query

Copyright O by iG-Gtuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

ntptrace

N T P  E n u m e r a t i o n  C o m m a n d sEB
NTP enumeration can be performed using the NTP suite command-line tool. NTP 

Suite is used for querying the NTP server to get desired information from the NTP. This 
command-line tool includes the following commands:

Q n t p t r a c e  

© n tp d c  

© n t p q

These commands will help you extract the data from the NTP protocol used in the target 
network.

ntptrace:

This command helps you determine from where the NTP server updates its time and traces the 
chain of NTP servers from a given host back to the prime source.

S y n ta x :  n t p t r a c e  [ - v d n ]  [ - r  r e t r i e s  ] [ - t  t im e o u t ]  [ s e r v e r n a m e / IP _ a d d r e s s ]

Example:

# n t p t r a c e

l o c a l h o s t :  s t r a t u m  4 ,  o f f s e t  0 .0 0 1 9 5 2 9 ,  s y n c h  d i s t a n c e  0 .1 4 3 2 3 5

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C - C 0 IM C i l

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 9 1



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

1 9 2 . 1 6 8 . 0 . 1 :  s t r a t u m  2 ,  o f f s e t  0 .0 1 1 4 2 7 3 ,  s y n c h  d i s t a n c e  0 .1 1 5 5 5 4  

1 9 2 . 1 6 8 . 1 . 1 :  s t r a t u m  1 ,  o f f s e t  0 .0 0 1 7 6 9 8 ,  s y n c h  d i s t a n c e  0 .0 1 1 1 9 3

© * - :virtual-machine-» ►»•• ־־׳י

•  - v l r t u a l machlne:~$ n־ tp tra ce  
lo c a lh o s t :  stratum  3, o f f s e t  -0.057878, synch d ista n ce  0.095064 
120.88 .46 .10: t ln e d  o u t, nothing rece ived  
***Request timed out 

- m - -v irtu a l-m a c h in e :-$  |

FIGURE 4 .1 3 : NTP E n u m e ra tio n  T o o l S cree nsho t

ntpdc:

This command will help you to query the n t p d  daemon about its current state and to request 
changes in that state.

S y n ta x :  n tp d c  [ - i l n p s ]  [ - c  com m and] [ h o s tn a m e / !P _ a d d r e s s ]

e u ro p ium .can o n ica l.co n  123 192.168.18.134 28 4 4 Ida 67 44
125.62.193.121 123 192.168.18.134 26 4 4 ld0  72 54
126 -8 8 -46 -1 6 .snat21.hn  123 192.168.18.134 28 4 4 ldO 67 54
se gm e n t-1 1 9 -2 2 6 .s lfy .n  123 192.168.18.134 27 4 4 lde 76 56
ns3.ne1 ־*•■•.com 123 192.168.18.134 26 4 4 ldO 72 60
ntpdc> |

FIGURE 4 .1 4 : NTP E n u m e ra tio n  T o o l S cree nsho t

ntpq:

This command will help you to monitor NTP daemon n t p d  operations and determine 
performance.

n t p q  [ - i n p ]  [ - c  com m and] [ h o s t / ! P _ a d d r e s s ]

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C O U IlC il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 9 2



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

Example:
n tp q >  v e r s i o n

n t p q  4 . 2 . 0 a @ l. 1 1 9 6 - r  Mon M ay 07 1 4 :1 4 : 1 4  EDT 2 0 0 6  (1 ) 

n tp q >  h o s t

c u r r e n t  h o s t  i s  1 9 2 . 1 6 8 . 0 . 1

al-machlne: -
c h in e :-$  ntpq

e la y  mrea
x i t  n r l
e lp  n rv
o s t n tpv
ostnanes opee
e y td  pass
eytype  pass
a s s o c ia tio n s  peer 
opeers p o l l
p a s s o c ia tio n s  psta  
peers q u i t
r e a d l is t  raw

i
615 leap_none, sync_ 
6 p 3 $ l.2296-0 Tue Jun 
system־ " L in u x /3 .2 .0 -  
o n 2 2 - ־ , roo tde lay=16

1608878 F r i ,  Aug 24 
4 12cc F r i ,  Aug 24 2 
.626, f re q u e n c y 8 6 .8 ־  
e lk  wander=9.206

FIGURE 4 .1 5 : NTP E n u m e ra tio n  S cree nsho t

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C O U IlC il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 9 3



Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
E n um eration

M o d u l e  F l o w
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Enumeration 
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Enumeration
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M o d u l e  F l o w

So far, we discussed what enumeration is and enumeration techniques to extract 
information related to network resources. Now it's time to discuss an enumeration 

technique that can extract information related to valid users on SMTP server, i.e., SMTP 
enumeration

Enumeration Concepts i NTP Enumeration

t_5  NetBios Enumeration SMTP Enumeration

SNM P Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
[pe־ V

Enumeration Pen Testing

This section will familiarize you with how to get a list of valid users on the SMTP server and the 
tools that can test the process of sending email through the SMTP server

Ethical Hacking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
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C E HS M T P  E n u m e r a t i o n

S M T P  E n u m e r a t i o n

SMTP Enumeration allows you to determine valid users on the SMTP server. This is 
accomplished with the help of three built-in SMTP commands. The three commands are:

> VRFY - This command is used for validating users

> EXPN - This command tells the actual delivery address of aliases and mailing lists

> RCPT TO - It defines the recipients of the message

SMTP servers respond differently to VRFY, EXPN, and RCPT TO commands for valid and invalid 
users. Thus, by observing the SMTP server response to these commands, one can easily 
determine valid users on the SMTP server.

The attacker can also directly communicate with the SMTP server though the te lnet prompt as 
follows:

Using the SMTP VRFY Command

$ te ln e t  192.168.168.1 25 

Try ing 192.168.168.1...

Connected to 192.168.168.1.

Escape character i s  IA] 1.

Ethical Hacking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
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220 NYmailserver ESMTP Sendmail 8.9.3 

HELO

501 HELO requ ires  domain address 

HELO x

250 NYmailserver He l lo  [10.0.0.86], pleased to meet you

VRFY Jonathan

250 Super-User <Jonathan0NYmailserver>

VRFY Smith

550 Sm ith ... User unknown

Using the SMTP EXPN Command

$ te ln e t  192.168.168.1 25 

Try ing 192.168.168.1...

Connected to 192.168.168.1.

Escape character i s  ' A] ' .

220 NYmailserver ESMTP Sendmail 8.9.3 

HELO

501 HELO requ ires domain address 

HELO x

250 NYmailserver H e l lo  [10.0.0.86],  pleased to meet you

EXPN Jonathan

250 Super-User <Jonathan@NYmailserver>

EXPN Smith

550 Sm ith ...  User unknown

Using the SMTP RCPT TO Command

$ te ln e t  192.168.168.1 25 

Try ing 192.168.168.1 . . .

Connected to 192.168.168.1.

Escape character i s  ' A] ' .

220 NYmailserver ESMTP Sendmail 8.9.3 

HELO

501 HELO requ ires domain address 

HELO x

250 NYmailserver He l lo  [10.0.0.86],  pleased to meet you

MAIL FROM:Jonathan

250 Jonathan... Sender ok

RCPT TO:Ryder

250 Ryder... Rec ip ien t ok

RCPT TO: Smith

550 Sm ith ...  User unknown

Ethical Hacking and  C o u n te rm e asu re s
E n um eration
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I
http://www.netscontools.com

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

S M T P  E n u m e r a t i o n  T o o l :  N e t S c a n T o o l s  P r o

Source: http://www.netscantools.com ״־־־

NetScanTool Pro's SMTP Email Generator tool allows you to test the process of sending an 
email message through an SMTP server. You can extract all the common email header 
parameters including confirm/urgent flags. You can log the email session to the log file and 
then view the log file showing the communications between NetScanTools Pro and the SMTP 
server.

NetScanTool Pro's Email Relay Testing Tool allows you to perform relay test by communicating 
with an SMTP server. The report includes a log of the communications between NetScanTools 
Pro and the target SMTP server.
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1345803851 - NetScanTools® Pro Demo Version Build 8-17-12 based on version 11.19

File Edit Accessibility View IPv6 Help

Manual Tools • SMTP Server Tests ^

Jump To Automated 

Reports

□ Add to Favorites

1fv«0

Tests to run
01 010
02 011
03 012
04 013
05 014
06 015
07 016
08 017
09
dear AI Tests
Set AI Tests

Email Relay Testing
Your Sending Domain Name 
yourdomar.com
Start SMTP Relay Test

Stop Relay Test

View Relay Test Results
Oview Results as Text
(•) View Results in Web Browser

Use this tool to send test SMTP messages and to check servers for email relaying.
SMTP mail server name (server.domarj.com or IP address ־ requred)
smtp. yourDomanNameGoesHere.com

Send Test Message
Stop Sendng Test Message 

Test Message Settings 
Global Test Settings 
HELO login ID DELL|
SMTP Port Network Timeout (sec)

1525

View SMTP Log File 
Delete SMTP Log File

s A  a -j  a  1 a  *
Welcome

Automated Tools
Manual Tools (all)

Service Lookup

S
Simple Services

-
SMTP Server Tests

Favorite Tools
Actrve Discovery Tools
Passive Discovery Tools

Packet Level Tools
External Tools
Program Info

For Help, press F1

FIGURE 4.1: NetScanTools Pro Screenshot
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So far, we have discussed enumeration concepts, how to enumerate NetBIOS, SNMP, 
UNIX/Linux, LDAP, NTP, SMTP, and what information you can get from those enumeration 
processes. Now we will discuss DNS enumeration and the information you can get from it.

Enumeration Concepts 1 — ~ NTP Enumeration

t_1! NetBios Enumeration SMTP Enumeration

SNM P Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures
w E i

LDAP Enumeration
Iffc- V

Enumeration Pen Testing
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This section describes DNS zone transfer enumeration and tools that can be used to extract 
DNS records.
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D N S  Z o n e  T r a n s f e r  E n u m e r a t i o n  

U s i n g  N S L o o k u p
cE H

itfcMl ■MkM

J It is a process of locating the DNS server and the records of a target network

J An attacker can gather valuable network information such as DNS server 
names, hostnames, machine names, user names, IP addresses of the potential 
targets, etc.

J In a DNS zone transfer enumeration, an attacker tries to retrieve a copy of the 
entire zone file for a domain from a DNS server

Command Prompt

C:\>nslookup
Default Server: nsl.example.com Address: 10.219.100.1
> s e r v e r  1 9 2 .1 6 8 .2 3 4 .1 1 0  
Default Server: corp-dc.example2.org Address: 192.168.234.110> Set type-any
> I s  - d  e x a m p le 2 .o r g  [[192.168.234.110]]example2.org. SGA corp-dc.example2.org admin. example2.org. A 192.168.234.110 exâ ple2.org. NS corp-dc.example2.org
gc.tcp SKV priority=0, weight=100, port=3268, corp-dc.exan*>le2.org 

_kertoeros ._tcp SRV priority=0, weight=100, port=88, corp-dc.exa19le2.org _kpasswd._tcp SRV priority=0, weight=100, port=464, corp-dc.exanple2.org

a

Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited

D N S  Z o n e  T r a n s f e r  E n u m e r a t i o n  U s i n g  n s l o o k u p

The attacker performs DNS zone transfer enumeration for locating the DNS server 
and records of the target organization. Through this process, an attacker gathers valuable 
network information such as DNS server names, hostnames, machine names, user names, and 
IP addresses of potential targets. To perform DNS zone transfer enumeration, you can use tools 
such as nslookup, DNSstuff, etc. These tools enable you to extract the same information that an 
attacker gathers from the DNS servers of target organization.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server 
pretending to be a client; the DNS server then sends a portion of its database as a zone to you. 
This zone may contain a lot of information about the DNS zone network.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server 
pretending to be a client. In reply to your request, the DNS server transfers DNS records 
containing a lot of valuable network information, including IP address.

The following screenshot shows how to perform DNS zone transfer using nslookup:
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Comm and Prom pt

C:\>nslookup
D e f a u l t  S e r v e r : n s l . e x a m p le . com 
Address: 10.219.100.1
> server 192.168.234.110
Default Sarvar: eorp-de.axampla2.org 
Address: 192.168.234.110
> Set type-any
> Is  -d  exam ple2 .o rg  
t[192.168.234.110ננ
example2.org. SOA corp-dc.example2.org admin. 
example2.org. A 192.168.234.110 
example2.org. NS corp-dc.example2.org
_gc._tcp SRV priority=0, weight=100, port=3268, corp-dc.example2.org 
_kerberos._tcp SRV priority=0, weight=100, port=88, corp-dc.example2.org 
_kpa.sswd._tcp SKV priority=0, weight=100, port=464, corp-dc.example2.org

FIGURE 4.17: DNS zone Transfer Screenshot
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M o d u l e  F l o w

So far, we have discussed what enumeration is, how to perform various types of 
enumeration, and what type of information an attacker can extract through enumeration. Now 
it's time to examine the countermeasures that can help you to keep attackers away from 
enumerating sensitive information from your network or host.

Enumeration Concepts 4 ן ׳  NTP Enumeration

t_1  NetBios Enumeration SMTP Enumeration

SNM P Enumertion DNS Enumeration

u גן Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration Enumeration Pen Testing

This section focuses on how to avoid information leakage through SNMP, DNS, SMTP, LDAP, 
and SMB.
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E n u m e r a t i o n  C o u n t e r m e a s u r e s C E H

S N M P  r ־ D N S -V-‘-

e Disable the DNS zone transfers to 
the untrusted hosts

e Make sure tha t the private hosts 
and the ir IP addresses are not 
published into DNS zone files o f 
public DNS server

Q Use prem ium  DNS registration 
services that hide sensitive 
inform ation such as HINFO from  
public

S Use standard ne tw ork admin 
contacts fo r DNS registrations in 
order to avoid social engineering 
attacks

9  Rem ove th e  SNMP agen t o r  tu rn  
o f f  th e  SNMP service

© If sh u ttin g  o f f  SNMP is n o t an 
o p tio n , th e n  change th e  d e fau lt 
"p u b lic "  c o m m u n ity 's  nam e

e U pgrade to  SNM P3, w h ich
encryp ts  passwords and messages

e  Im p lem en t th e  G roup Policy 
secu rity  o p tio n  called "A d d it io n a l 
re s tr ic tio n s  fo r  a n onym o us 
co n n e c tio n s "

e  Access to  nu ll session p ipes, nu ll
session shares, and IPSec filte r in g  C -  
should also be res tric ted

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

E n u m e r a t i o n  C o u n t e r m e a s u r e s

You can apply the following countermeasures to prevent information leakage through 
various types of enumeration.

S N M P  E n u m e r a t i o n  C o u n t e r m e a s u r e s :

6  Remove the SNMP agent or turn off the SNMP service from your system.

Q If shutting off SNM P  is not an option, then change the default "public" community's 
name.

© Upgrade to SNMP3, which encrypts passwords and messages.

© Implement the Group Policy security option called "Additional restrictions for
anonymous connections."

Q  Restrict access to null session pipes, null session shares, and IPSec filtering.

Q  Block access to TCP/UDP ports 161.

S  Do not install the management and monitoring W indows component unless it is
required.

'41
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Q Encrypt or authenticate using IPSEC.

{  J  D N S  E n u m e r a t i o n  C o u n t e r m e a s u r e s :

S  Configure all name servers not to send DNS zone transfers to unreliable hosts.

© Check the publicly accessible DNS server's DNS zone files and ensure that the IP 
addresses in these files are not referenced by non-public hostnames.

Q  Make sure that the DNS zone files do not contain HINFO or any other records.

Q  Provide standard network administration contact details in Network Information 
Center Databases. This helps to avoid war-dialing or social engineering attacks.

© Prune DNS zone files to prevent revealing unnecessary information.
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E n u m e r a t i o n  C o u n t e r m e a s u r e s

(C o n t’d) cUrlAH 1
E H
ItbKtf

S M T P
J  Configure SMTP servers to:

Q Ignore em a il messages to  un know n  rec ip ien ts

Q N o t inc lude sensitive  m a il se rve r and local h o s t in fo rm a t io n  in m ail 
responses

Q Disable open re lay fea tu re

1 1 1 1 1 1 1 1 1 1 1 1 1 1  
L D A P

J  Use NTLM o r basic au th e n tica tio n  to  lim it access to  know n users on ly

t f  By de fau lt, LDAP tra ff ic  is tra n sm itte d  unsecured; use SSL te ch n o lo g y  to  
en c ryp t th e  tra ff ic

J  Select a user nam e d if fe re n t fro m  yo u r em ail address and enable 
accoun t lo cko u t

Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

E n u m e r a t i o n  C o u n t e r m e a s u r e s  ( C o n t ’ d )

(MSS S M T P :

Configure SMTP servers to:

S  Ignore email messages to unknown recipients.

© Not include sensitive mail server and local host information in mail 
responses.

Q  Disable open relay feature Ignore emails to unknown recipients by 
configuring SMTP servers.

L D A P :

— © Use NTLM or basic authentication to limit access to known users only.

© By default, LDAP traffic is transmitted unsecured; use SSL technology to 
encrypt the traffic.

© Select a user name different from your email address and enable account 
lockout.
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Ethernet Properties

Networking

Connect usng:
•j* Broadcom Netbnk (TM) Gigattf Ethernet

Configure
This connection uses the folowng terns:

1* .> ר
*  F3c-:e:

| *  File and Printer Shanng for Mcrosoft Networks |U ̂־- Microsoft Network Adapter Mubptexor Protocol 0 •A- MKTosoft LLDP Protocol Driver 0 Link-Layer Topology Discovery Mapper 1/0 Driver 0 ־*־ Link-Layer Topology Discovery Responder

Description
Allows your computer to access resources on a fAcrosoft

D is a b lin g  SM B

Go to  E the rne t P rop e rties

® Select the Client fo r M icrosoft 
K '  Networks and File and Printer 

\  T  Sharing fo r M icrosoft 
Networks check boxes

Click U n ins ta ll

Fo llow  th e  u n in s ta ll steps
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w S M B  E n u m e r a t i o n  C o u n t e r m e a s u r e s

Common sharing services or other unused services may prove to be doorways for 
attackers to break into your security. Therefore, you should disable these services to avoid 
information leakage or other types of attacks. If you don't disable these services, then you can 
be vulnerable enumeration. Server Message Block (SMB) is a service intended to provide 
shared access to files, serial ports, printers, and communications between nodes on a network. 
If this service is running on your network, then you will be at high risk of getting attacked.

Therefore, you should disable it if not necessary, to prevent enumeration. Steps to disable SMB:

1. Go to Ethernet Properties.

2. Select the C lient for M icrosoft N etw o rk s and File and Printer Sharing for M icrosoft 

N etw o rk s check boxes.

3. Click U ninsta ll.

4. Follow the uninstall steps.
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Ethernet Properties

Networking

Configure...

Connect using:

Broadcom Net Link (TM) Gigabit Ethernet ■י־י

This connection uses the following items:

Client for Microsoft Networks |I H g
M  J H Q 0S Packet Scheduler___________________

[ 0  A  File and Printer Sharing for Microsoft Networks

Microsoft Network Adapter Multiplexor Protocol 

Microsoft LLDP Protocol Driver 

Link-Layer Topology Discovery Mapper I/O Driver 

Link-Layer Topology Discovery׳ Responder

ס

PropertiesUninstallInstall.

Description

Allows your computer to access resources on a Microsoft 
network.

CancelOK

FIGURE 4 .1 8 : E th e rn e t p ro p e r t ie s  S cree nsho t
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□SNMP
Enumeration

NetBIOS
Enumeration

Enumeration
Concepts

SMTP
Enumeration

W k

UNIX/Linux
Enumeration

Enumeration
Counter-

measures
DNS

Enumeration
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M o d u l e  F l o w

This section describes the importance of enumeration pen testing, the framework of 
pen testing steps, and the tools that can be used to conduct pen testing.

Enumeration Concepts NTP Enumeration

I i NetBios Enumeration ׳
-י׳

SMTP Enumeration

SNM P Enumertion
_ /A■
 ̂ DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
is: >

Enumeration Pen Testing
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E n u m e r a t i o n  P e n  T e s t i n g  C E H

Used to identify valid user accounts or poorly 
protected resource shares using active 
connections to systems and directed queries

The information can be users and groups, 
network resources and shares, and 
applications

Used in combination with data collected in 
the reconnaissance phase
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E n u m e r a t i o n  P e n  T e s t i n g

Through enumeration, an attacker may gather sensitive information of organizations if 
the security is not strong. He or she may then use that sensitive information to hack and break 
into the organization's network. If an attacker breaks into the organization, then the 
organization potentia lly  faces huge losses in terms of information, service, or finance. 
Therefore, to avoid these kinds of attacks, every organization must test its own security. Testing 
the security of an organization legally against enumeration is called enumeration pen testing. 
Enumeration pen testing is conducted with the help of the data collected in the reconnaissance 
phase.

As a pen tester, conduct enumeration penetration tests to check whether the target network is 
revealing any sensitive information that may help an attacker to perform a well-p lanned 
attack. Apply all types of enumeration techniques to gather sensitive information such as user 
accounts, IP address, email contacts, DNS, network resources and shares, application 
information, and much more. Try to discover as much information as possible regarding the 
target. This helps you determine the vulnerabilit ies/weaknesses in the target organization's 
security.
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E n u m e r a t i o n  P e n  T e s t i n g  ^ ן ן
(C on t’d) ‘• -י׳״ י“*״ י —

In order to enumerate important servers, 
find the network range using tools such as 
W hois Lookup

Calculate the subnet mask required for the 
IP range as an input to many of the ping 
sweep and port scanning tools by using 
Subnet M ask Calculators

Find the servers connected to the Internet 
using tools such as Nmap

Perform port scanning to check for the 
open ports on the nodes using tools such 
as Nmap

r n־ r נ

Use tools such as 
W hois Lookup

Use Subnet M ask 
Calculators

START

Use tools such as Nmap 
(nmap sPcnetw ork- 

range>)

Use tools such as Nmap 
'•► (nmap sS<network- 

range>)

y

. . . ״ <

v
C alcula te th e  
su b n e t m ask

V
U ndergo host 

d iscove ry

V
P erfo rm  p o rt 

scanning
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E n u m e r a t i o n  P e n  T e s t i n g  ( C o n t ’ d )
n a

You should conduct all possible enumeration techniques to enumerate as much 
information as possible about the target. To ensure the full scope of the test, enumeration pen 
testing is divided into steps. This penetration test includes a series of steps to obtain desired 
information.

S tep l:  Find the network range

If you want to break into an organization's network, you should know the network range first. 
This is because if you know the network range, then you can mask yourself as a user falling 
within the range and then try to access the network. So the first step in enumeration pen 
testing is to obtain information about network range. You can find the network range of target 
organization with the help of tools such as W ho is  Lookup.

Step 2: Calculate the subnet mask

Once you find the network rage of the target network, then calculate the subnet mask required 
for the IP range using tools such as Subnet Mask Calculator. You can use the calculated subnet 
mask as an input to many of the ping sweep and port scanning tools for further enumeration, 
which includes discovering hosts and open ports.
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Step 3: Undergo host discovery

Find the important servers connected to the Internet using tools such as Nmap. The Nmap 
syntax to find the servers connected to Internet is as follows: nm ap -  sP  < n e tw o r k - r a n g e > .  In 
place of the network range, enter the network range value obtained in the first step.

Step 4: Perform port scanning

It is very important to discover the open ports and close them if they are not required. This is 
because open ports are the doorways for an attacker to break into a target's security 
perimeter. Therefore, perform port scanning to check for the open ports on the nodes. This 
can be accomplished with the help of tools such as Nmap.
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E n u m e r a t i o n  P e n  T e s t i n g
(C on t’d)

C E H

J  Perform DNS enumeration using 
Windows u tility  NSLookup

J  Perform NetBIOS enumeration using 
tools such as SuperScan, Hyena, and 
W infingerprin t

J  Perform SNMP enumeration using tools 
such as OpUtils N etw ork M on ito ring  
Toolset and SolarWinds IP Network 
Browser

J  Perform Unix/Linux enumeration using 
tools such as Enum4linux

M
t o

Perform DNS Use W indow s utility

enumeration NSLookup

V

Perform NetBIOS 
enumeration

......
Use tools such as 

SuperScan, Hyena, and 
W infingerprint

V

Perform SNMP 
enumeration

......
Use tools such as OpUtils 

and Solarw inds IP 
Network Browser

V

Perform Unix/Linux Use tools such as

enumeration Enum4linux
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E n u m e r a t i o n  P e n  T e s t i n g  ( C o n t ’ d )

Step 5: Perform DNS enumeration

Perform DNS enumeration to locate all the DNS servers and their records. The DNS servers 
provide information such as system names, user names, IP addresses, etc. You can extract all 
this information with the help of the Windows utility nslookup.

Step 6: Perform NetBIOS enumeration

Perform NetBIOS enumeration to identify the network devices over TCP/IP and to obtain a list 
of computers that belong to a domain, a list of shares on individual hosts, and policies and 
passwords. You can perform NetBIOS enumeration with the help of tools such as SuperScan, 
Hyena, and WinFingerprint.

Step 7: Perform SNMP enumeration

Perform SNMP enumeration by querying the SNMP server in the network. The SNMP server 
may reveal information about user accounts and devices. You can perform SNMP enumeration 
using tools such as OpUtils and SolarW inds IP Network Browser.
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Step 8: Perform Unix/Linux enumeration

Perform Unix/Linux enumeration using tools such as Enum4linux. You can use commands such 
as showmount, F inge r ,  r p f i n f o  (RPC), and r p c c l i e n t  etc.to enumerate UNIX network 
resources.
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E n u m e r a t i o n  P e n  T e s t i n g
(C on t’d)

C E H

© Perform  LDAP enum eration  using 

too ls  such as Softerra LDAP 

A dm in is tra to r

8  Perform  NTP enum eration  using 

com m ands such as ntptrace, ntpdc, 
and ntpq

e  Perform  SMTP enum eration  using 

too ls  such as NetScanTools Pro

Use tools such as Softerra 
LDAP Adm inistrator

Use commands such as 
ntptrace, ntpdc, and ntpq

P erfo rm  LDAP 
e n u m e ra tio n

\
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P erfo rm  NTP 
e n u m e ra tio n

V 1m i
■—  ttw t

aP erfo rm  SMTP ^ Use tools such as

e n u m e ra tio n NetScanTools Pro

m

E n u m e r a t i o n  P e n  T e s t i n g  ( C o n t ’ d )

Step 9: Perform LDAP enumeration

Perform LDAP enumeration by querying the LDAP service. By querying the LDAP service you can 
enumerate valid user names, departmental details, and address details. You can use this 
information to perform social engineering and other kinds of attacks. You can perform LDAP 
enumeration using tools such as Softerra LDAP Administrator.

Step 10: Perform NTP enumeration

Perform NTP enumeration to extract information such as host connected to NTP server, client 
IP address, OS running of client systems, etc. You can obtain this information with the help of 
commands such as ntptrace, ntpdc, and ntpq.

Step 11: Perform SMTP enumeration

Perform SMTP enumeration to determine valid users on the SMTP server. You can use tools 
such as NetScanTools Pro to query the SMTP server for this information.

Step 12: Document all the findings

The last step in every pen test is documenting all the findings obtained during the test. You 
should analyze and suggest countermeasures for your client to improve their security.
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C E HM o d u l e  S u m m a r y

□  Enumeration is defined as the process of extracting user names, 
machine names, network resources, shares, and services from a system

□  Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote 
monitoring and managing hosts, routers, and other devices on a network

ב  MIB is a virtual database containing formal description of all the network objects that 
can be managed using SNMP

□  Devices like switches, hubs, and routers might still be enabled with a "default password" 
that enables an attacker to gain unauthorized access to the organization computer 
network

□  Attacker queries LDAP service to gather information such as valid user names, addresses, 
departmental details, etc. that can be further used to perform attacks

□  Network Time Protocol (NTP) is designed to synchronize clocks of networked computers
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^  M o d u l e  S u m m a r y
X

Q Enumeration is defined as the process of extracting usernames, machine 
names, network resources, shares, and services from a system.

© Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote 
monitoring and managing hosts, routers, and other devices on a network.

6  MIB is a virtual database containing formal description of all the network objects that 
can be managed using SNMP.

Q Devices like switches, hubs, and routers might still be enabled with a "default 
password" that enables an attacker to gain unauthorized access to the organization 
computer network.

Q  Attacker queries LDAP service to gather information such as valid usernames, addresses, 
departmental details, etc. that can be further used to perform attacks.

Q  Network Time Protocol (NTP) is designed to synchronize clocks of networked 
computers.
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