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NEWS

Facebook a 'treasure  trove ' o f April 1a 2012
Personally Ide n tifiab le  In fo rm ation
Facebook contains a "treasure trove" of personally identifiable information that hackers 
manage to get their hands on.

A report by Imperva revealed that users' "general personal information" can often include 
a date of birth, home address and sometimes mother's maiden name, allowing hackers to 
access this and other websites and applications and create targeted spearphishing campaigns.

It detailed a concept I call "friend-mapping", where an attacker can get further knowledge of 
a user’s circle of friends; having accessed their account and posing as a trusted friend, they can 
cause mayhem. This can include requesting the transfer of funds and extortion.

Asked why Facebook is so important to hackers, Imperva senior security strategist Noa Bar-Yosef 
said: "People also add work friends on Facebook so a team leader can be identified and this can lead 
to corporate data being accessed, project work being discussed openly, while geo-location data can be 
detailed for military intelligence."

"Hacktivism made up 58 per cent of attacks in the Verizon Data Breach Intelligence Report, and they 
are going after information on Facebook that can be used to humiliate a person. All types of attackers 
have their own techniques." http://www.scmogazineuk.com

״  S e c u r i t y  N e w s
am us ״־

u ii F a c e b o o k  a  ,t r e a s u r e  t r o v e o ״ f  P e r s o n a l l y  I d e n t i f i a b l e

I n f o r m a t i o n

Source: http://www.scm agazineuk.com

Facebook contains a "treasure trove" o f personally iden tifiab le  in fo rm a tion  tha t hackers 
manage to  get the ir hands on.

A report by Imperva revealed tha t users' "general personal in fo rm a tion " can often include a 
date o f b irth, home address and sometimes m other's maiden name, allow ing hackers to  access 
this and o ther websites and applications and create targeted spearphishing campaigns.

It detailed a concept I call "friend-m apping", where an attacker can get fu rthe r knowledge o f a 
user's circle o f friends; having accessed the ir account and posing as a trusted friend, they can 
cause mayhem. This can include requesting the transfer o f funds and extortion.

Asked why Facebook is so im portan t to  hackers, Imperva senior security strategist Noa Bar- 
Yosef said: ״People also add work friends on Facebook so a team leader can be identified and 
this can lead to  corporate data being accessed, project w ork being discussed openly, while geo- 
location data can be detailed fo r m ilitary intelligence."
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"Hacktivism made up 58 per cent of attacks in the Verizon Data Breach Intelligence Report, 
and they are going a fte r in form ation on Facebook tha t can be used to  hum iliate a person. All 
types o f attackers have the ir own techniques."

On how attackers get a password in the firs t place, Imperva claimed tha t d iffe ren t keyloggers 
are used, while phishing kits tha t create a fake Facebook login page have been seen, and a 
more prim itive  method is a brute force attack, where the attacker repeatedly a ttem pts to  guess 
the user's password.

In more extrem e cases, a Facebook a dm in is tra to rs  rights can be accessed. Although it said tha t 
this requires more e ffo rt on the hacker side and is not as prevalent, it is the "ho ly  g ra il" o f 
attacks as it provides the hacker w ith  data on all users.

On protection, Bar-Yosef said the ro ll-ou t o f SSL across the whole website, rather than just at 
the login page, was effective, but users still needed to  opt in to this.

By Dan Raywood

h t tp : / /w w w .s c m a g a z in e .c o m .a u /F e a tu r e /2 6 5 0 6 5 ,d ig i t ia l - in v e s t ig a t io n s - h a v e - m a tu r e d .a s p x
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C E HM o d u l e  O b j e c t i v e s

J  F o o tp r in t in g  T e rm in o lo g y J  W H O IS  F o o tp r in tin g

J  W h a t Is F o o tp r in tin g ? J  DNS F o o tp r in tin g

J  O b je c tive s  o f  F o o tp r in tin g J  N e tw o rk  F o o tp r in tin g

J  F o o tp r in t in g  T h re a ts J  F o o tp r in t in g  th ro u g h  Social

E n g ine e rin g

W J  F o o tp r in t in g  th ro u g h  Social
J  W e b s ite  F o o tp r in t in g N e tw o rk in g  S ites

J  E m ail F o o tp r in tin g J  F o o tp r in t in g  Tools

J  C o m p e tit iv e  In te llig e n c e J  F o o tp r in t in g  C o u n te rm e a su re s

J  F o o tp r in t in g  U sing G oo g le J  F o o tp r in t in g  Pen Testing
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M o d u l e  O b j e c t i v e s

This module w ill make you fam iliarize w ith  the follow ing:

e Footprinting Terminologies © WHOIS Footprinting

e W hat Is Footprinting? © DNS Footprinting

© Objectives of Footprinting © Network Footprinting

© Footprinting Threats © Footprinting through Social
Engineering

e Footprinting through Search Engines
Footprinting through Social©

© Website Footprinting Networking Sites

© Email Footprinting © Footprinting Tools

© Competitive Intelligence © Footprinting Countermeasures

© Footprinting Using Google © Footprinting Pen Testing
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M o d u l e  F l o w

Ethical hacking is legal hacking conducted by a penetration tester in order to  evaluate 
the security o f an IT in frastructu re  w ith  the permission o f an organization. The concept of 
ethical hacking cannot be explained or cannot be perform ed in a single step; therefore, it has 
been divided in to several steps. Footprinting is the firs t step in ethical hacking, where an 
attacker tries to  gather in form ation about a target. To help you bette r understand foo tp rin ting , 
it has been d istributed into various sections:

Xj Footprin ting  Concepts [|EJ Footp rin ting  Tools

Footp rin ting  Threats Fo o tPr in t 'ng Countermeasures

C J  Footp rin ting  M ethodology Footprin ting  Penetration Testing
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The Footprin ting  Concepts section fam iliarizes you w ith  foo tp rin ting , foo tp rin ting  term inology, 
why foo tp rin ting  is necessary, and the objectives o f foo tp rin ting .
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F o o t p r in t i n g  T e r m i n o l o g y  C E H

Active Information Gathering

Gather information through social 
engineering on-site visits, interviews, 
and questionnaires

Pseudonymous Footprinting
Collect information that might be 
published under a different name in 
an attempt to preserve privacy

Open Source or Passive 
Information Gathering

Collect information about a target from 
the publicly accessible sources

Anonymous Footprinting
Gather information from sources where 

the author o f the inform ation cannot 
be identified or traced

Internet Footprinting

Collect information about a target 
from the Internet

Organizational or Private 
Footprinting

Collect information from an organization's 
web-based calendar and email services

Copyright © by EC-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.
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F o o t p r i n t i n g  T e r m i n o l o g y

Before going deep in to the concept, it is im portant to  know the basic term ino logy 
used in foo tp rin ting . These term s help you understand the concept o f foo tp rin ting  and its 
structures.

O p e n  S o u r c e  o r  P a s s i v e  I n f o r m a t i o n  G a t h e r i n g
!,n'nVn'nVI

Open source or passive in form ation  gathering is the easiest way to  collect in form ation 
about the target organization. It refers to  the process o f gathering in form ation from  the open 
sources, i.e., publicly available sources. This requires no direct contact w ith  the ta rge t 
organization. Open sources may include newspapers, television, social networking sites, blogs, 
etc.

Using these, you can gather in form ation  such as netw ork boundaries, IP address reachable via 
the Internet, operating systems, web server software used by the target network, TCP and UDP 
services in each system, access contro l mechanisms, system architecture, intrusion detection 
systems, and so on.

A c t i v e  I n f o r m a t i o n  G a t h e r i n g

In active in form ation  gathering, process attackers mainly focus on the employees of
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the target organization. Attackers try  to  extract in form ation  from  the employees by conducting 
social engineering: on-site visits, interviews, questionnaires, etc.

This refers to  the process o f collecting in form ation  from  sources anonymously so tha t 
your e fforts cannot be traced back to  you.

<— —i P s e u d o n y m o u s  F o o t p r i n t i n g

Pseudonymous foo tp rin ting  refers to  the process o f collecting in form ation  from  the 
sources tha t have been published on the Internet but is not d irectly linked to  the author's 
name. The in form ation  may be published under a d iffe ren t name or the author may have a 
well-established pen name, or the author may be a corporate or governm ent official and be 
prohib ited from  posting under his or her original name. Irrespective of the reason fo r hiding the

Private fo o tp r in t" " in g  involves collecting in form ation from  an organization's web- 
based calendar and email services.

| |  I n t e r n e t  F o o t p r i n t i n g

Internet foo tp rin ting  refers to  the process o f collecting in form ation  o f the target 
organization's connections to  the Internet.

A n o n y m o u s  F o o t p r i n t i n g

author's name, collecting in form ation from  such sources is called pseudonymous.

r  *s • V t  4 THI 4 • 4 •
O r g a n i z a t i o n a l  o r  P r i v a t e  F o o t p r i n t i n g
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W h a t  I s  F o o t p r i n t i n g ? |
F o o tp r in t in g  is th e  p rocess o f  c o lle c t in g  as m u ch  in fo rm a t io n  as po ss ib le  

a b o u t a ta rg e t n e tw o rk , fo r  id e n tify in g  v a r io u s  w ays to  in tru d e  in to  an 

o rg a n iz a tio n 's  n e tw o rk  sys te m

Process involved in Footprinting a Target

Determ ine the operating system 
used, platform s running, web 
server versions, etc.

© Find vulnerab ilities and exploits
fo r launching attacks

Collect basic in fo rm ation about 
the target and its ne tw ork©

di i  iH a 

a a י ,a f 
■

Perform techniques such as Whois, 
DNS, ne tw ork and organizational 
queries

Copyright © by EC-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

W h a t  I s  F o o t p r i n t i n g ?

Footprinting, the firs t step in ethical hacking, refers to  the process o f collecting 
in form ation about a target netw ork and its environm ent. Using foo tp rin ting  you can find 
various ways to  in trude in to the target organization's network system. It is considered 
m״ ethodolog ica l" because critical in form ation is sought based on a previous discovery.

Once you begin the foo tp rin ting  process in a m ethodological manner, you w ill obtain the 
b lueprin t o f the security profile o f the target organization. Here the term  "b lu e p r in t" is used 
because the result tha t you get at the end o f foo tp rin ting  refers to  the unique system profile of 
the target organization.

There is no single m ethodology fo r foo tp rin ting  as you can trace in form ation  in several routes. 
However, this activ ity is im portan t as all crucial in form ation  needs to  be gathered before you 
begin hacking. Hence, you should carry out the foo tp rin ting  precisely and in an organized 
manner.

You can collect in form ation about the target organization through the means o f foo tp rin ting  in 
fou r steps:

1. Collect basic in form ation  about the target and its network

2. Determ ine the operating system used, p latform s running, web server versions, etc.

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  02 Page 100



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
F oo tp rin ting  an d  R econnaissance

3. Perform techniques such as Whois, DNS, netw ork and organizational queries

4. Find vulnerabilities and exploits fo r launching attacks

Furtherm ore, we w ill discuss how to  collect basic in form ation, determ ine operating system of 
target com puter, p latform s running, and web server versions, various methods o f foo tp rin ting , 
and how to  find and exp lo it vu lnerab ilities  in detail.
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W h y  F o o t p r i n t i n g ?  C E H
Urti*W itkMl lUckw

W h y  F o o t p r i n t i n g ?I'n'n'r'n'n'

For attackers to  build a hacking strategy, they need to  gather in form ation about the 
target organization's network, so tha t they can find the easiest way to  break in to the 
organization 's security perim eter. As m entioned previously, foo tp rin ting  is the easiest way to 
gather in form ation about the target organization; this plays a vital role in the hacking process.

Footprin ting  helps to :

•  Know Security Posture

Perform ing foo tp rin ting  on the target organization in a systematic and methodical manner 
gives the complete profile of the organization's security posture. You can analyze this report 
to  figure out loopholes in the security posture of your target organization and then you can 
build your hacking plan accordingly.

•  Reduce A ttack Area

By using a com bination o f tools and techniques, attackers can take an unknown en tity  (for 
example XYZ Organization) and reduce it to  a specific range o f domain names, netw ork 
blocks, and individual IP addresses o f systems d irectly connected to  the Internet, as well as 
many o ther details pertaining to  its security posture.

Build In fo rm ation  Database
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A detailed foo tp rin t provides maximum in form ation about the target organization. 
Attackers can build the ir own in form ation  database about security weakness of the target 
organization. This database can then be analyzed to  find the easiest way to  break in to the 
organization's security perim eter.

•  Draw N etw ork Map

Combining foo tp rin ting  techniques w ith  tools such as Tracert allows the attacker to  create 
netw ork diagrams o f the target organization's netw ork presence. This netw ork map 
represents the ir understanding o f the ta rg e ts  In te rne t fo o tp rin t. These netw ork diagrams 
can guide the attack.
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O b j e c t i v e s  o f  F o o t p r i n t i n g  C E H

 Networking protocols *-׳
0 VPN Points 
0 ACLs
0 IDSes running
0 Analog/digital telephone numbers 
0 Authentication mechanisms 
tf System Enumeration

0 Domain name 
0 Internal domain names 
0 Network blocks
0 IP addresses of the reachable systems 
0 Rogue websites/private websites 
0 TCP and UDP services running 
0 Access control Mechanisms and ACL's

0 Comments in HTML source code 

0 Security policies implemented 
0 Web server links relevant to the 

organization 

0 Background of the organization 
0 News articles/press releases

User and g ג roup  nam es 

* System  banners

System ־  a rch itecture  

* Rem ote system  type1 v
• Routing  tab le s 

: S N M P  in fo rm a tion

• System  nam es 

: Passw ords

0 Employee details 

0 Organization's website 
0 Company directory 

0 Location details 
0 Address and phone numbers

O Collect
O  Network 

Information

Collect
System

Information

Collect
Organization’s

Information
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O b j e c t i v e s  o f  F o o t p r i n t i n g

The major objectives o f foo tp rin ting  include collecting the ta rge t's  ne tw ork  
in fo rm a tion , system in form ation, and the organizational in form ation. By carrying out 
foo tp rin ting  at various netw ork levels, you can gain in form ation  such as: netw ork blocks, 
netw ork services and applications, system architecture, intrusion detection systems, specific IP 
addresses, and access contro l mechanisms. W ith  foo tp rin ting , in form ation  such as employee 
names, phone numbers, contact addresses, designation, and w ork experience, and so on can 
also be obtained.

C o l l e c t  N e t w o r k  I n f o r m a t i o n

The netw ork in form ation  can be gathered by perform ing a W hois database analysis, 
trace routing , etc. includes:

Q Domain name

Q Internal domain names

Q Network blocks

© IP addresses o f the reachable systems 

Rogue w י- ebsites/private websites
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Q TCP and UDP services running 

© Access contro l mechanisms and ACLs 

© Networking protocols 

© VPN points 

Q ACLs

9  IDSes running

© Analog/digita l telephone numbers 

© Authentication mechanisms 

© System enum eration

C o l l e c t  S y s t e m  I n f o r m a t i o n

Q User and group names 

© System banners 

Q Routing tables 

Q SNMP in form ation 

© System architecture 

© Remote system type 

Q System names 

Q Passwords

C o l l e c t  O r g a n i z a t i o n ’ s  I n f o r m a t i o n

Q Employee details 

Q Organization's website 

Q Company d irectory 

Q Location details 

Q Address and phone numbers 

Q Comments in HTML source code 

Q Security policies im plem ented 

Q Web server links relevant to  the organization 

© Background o f the organization 

U News articles/press releases
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M o d u l e  F l o w

So far, we discussed foo tp rin ting  concepts, and now we w ill discuss the threats 
associated w ith  foo tp rin ting :

ף  Footprin ting  Concepts Footp rin ting  Tools

o Footprin ר  ting  Threats Footp rin ting  Countermeasures

O L )  Footprin ting  M ethodo logy xi  Footp rin ting  Penetration Testing
ר * ?

The Footprinting Threats section fam iliarizes you w ith  the threats associated w ith  foo tp rin ting  
such as social engineering, system and netw ork attacks, corporate espionage, etc.
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B usiness

F o o t p r i n t i n g  T h r e a t s

J  A tta cke rs  g a th e r  v a lu a b le  sys tem  an d  n e tw o rk  in fo rm a t io n  such as a cco u n t 
d e ta ils , o p e ra t in g  sys tem  and  in s ta lle d  a p p lic a tio n s , n e tw o rk  c o m p o n e n ts , 
se rve r nam es, d a taba se  schem a d e ta ils , e tc . f ro m  fo o tp r in t in g  te c h n iq u e s

Types off Threats

In fo rm a t io n  P riva cy  C o rp o ra te

Leakage Loss E sp iona ge  Loss

J .J

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t i n g  T h r e a t s
-ם0ם-

As discussed previously, attackers perform  foo tp rin ting  as the firs t step in an a ttem pt to  
hack a ta rge t organization. In the foo tp rin ting  phase, attackers try  to  collect valuable system- 
level in form ation  such as account details, operating system and o ther software versions, server 
names, and database schema details tha t w ill be useful in the hacking process.

The fo llow ing are various threats due to  foo tp rin ting :

S o c ia l  E n g i n e e r i n g

W ithou t using any intrusion methods, hackers d irectly and indirectly collect 
in form ation through persuasion and various o ther means. Here, crucial in form ation is gathered 
by the hackers through employees w ith o u t the ir consent.

S y s t e m  a n d  N e t w o r k  A t t a c k s
©J

Footprinting helps an attacker to  perform  system and netw ork attacks. Through 
foo tp rin ting , attackers can gather in form ation related to  the target organization's system 
configuration, operating system running on the machine, and so on. Using this in form ation, 
attackers can find the vulnerabilities present in the target system and then can exploit those
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vu lnerab ilities . Thus, attackers can take control over a target system. Similarly, attackers can 
also take contro l over the entire network.

&p a » ,  I n f o r m a t i o n  L e a k a g e

L 3 3  Inform ation leakage can be a great th rea t to  any organization and is often overlooked. 
If sensitive organizational in form ation  falls in to the hands o f attackers, then they can build an 
attack plan based on the in form ation, or use it fo r m onetary benefits.

G P  P r i v a c y  L o s s

יי—׳  W ith the help o f foo tp rin ting , hackers are able to  access the systems and networks of 
the company and even escalate the privileges up to  admin levels. W hatever privacy was 
maintained by the company is com pletely lost.

C o r p o r a t e  E s p io n a g e

Corporate espionage is one o f the m ajor threats to  companies as com petitors can spy 
and a ttem pt to  steal sensitive data through foo tp rin ting . Due to  this type o f espionage, 
com petitors are able to  launch sim ilar products in the market, affecting the market position o f a 
company.

B u s in e s s  L o s s

Footprinting has a m ajor effect on businesses such as online businesses and other 
ecommerce websites, banking and financial related businesses, etc. Billions o f dollars are lost 
every year due to  malicious attacks by hackers.
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M o d u l e  F l o w

Now tha t you are fam iliar w ith  foo tp rin ting  concepts and threats, we w ill discuss the 
foo tp rin ting  methodology.

The foo tp rin ting  m ethodology section discusses various techniques used to  collect in form ation 
about the ta rge t organization from  d iffe ren t sources.

x Footp rin ting  Concepts Footprin ן־דיןן ting  Tools

Footp rin ting  Threats Footp rin ting  Countermeasures

G O  Footprin ting  M ethodo logy v! Footp rin ting  Penetration Testing
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E HF o o t p r in t i n g  M e t h o d o l o g y

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.
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F o o t p r i n t i n g  M e t h o d o l o g y

The foo tp rin ting  m ethodology is a procedural way o f collecting in fo rm a tion  about a 
target organization from  all available sources. It deals w ith  gathering in form ation about a target 
organization, determ ining URL, location, establishment details, num ber o f employees, the 
specific range o f domain names, and contact in form ation. This in form ation can be gathered 
from  various sources such as search engines, Whois databases, etc.

Search engines are the main in form ation  sources where you can find valuable in form ation 
about your ta rge t organization. Therefore, firs t we w ill discuss foo tp rin ting  through search 
engines. Here we are going to  discuss how and what in form ation we can collect through search 
engines.

Examples o f search engines include: w w w .goog le .com ,w w w .yahoo.com ,www.bing.com
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F o o t p r i n t i n g  t h r o u g h  S e a r c h  

E n g i n e s

Microsoft ■
»0aMus •»»!*•>>** •rcicspthi
Mciim* Cxivxaco MC.rr 1 nm Anmw MCDMT zerperator
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Microsoft
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F o o t p r i n t i n g  t h r o u g h  S e a r c h  E n g i n e s
w , -----

A web search engine is designed to  search fo r in form ation on the W orld W ide Web. 
The search results are generally presented in a line o f results often referred to  as search engine 
results pages (SERPs). In the present world, many search engines allow  you to  extract a target 
organization's in form ation  such as technology platform s, employee details, login pages, 
in tranet portals, and so on. Using this in form ation, an attacker may build a hacking strategy to  
break in to the target organization's network and may carry out o ther types o f advanced system 
attacks. A Google search could reveal submissions to  forum s by security personnel tha t reveal 
brands o f firewalls or antiv irus so ftw are  in use at the target. Sometimes even network 
diagrams are found tha t can guide an attack.

If you want to  fo o tp rin t the target organization, fo r example XYZ pvt ltd, then type XYZ pvt ltd in 
the Search box o f the search engine and press Enter. This w ill display all the search results 
containing the keywords "XYZ pvt ltd ." You can even narrow down the results by adding a 
specific keyword while searching. Furtherm ore, we w ill discuss o ther fo o tp rin tin g  techniques 
such as website foo tp rin ting  and email Footprinting.

For example, consider an organization, perhaps M icrosoft. Type M icrosoft in the Search box of 
a search engine and press Enter; this w ill display all the results containing in form ation about 
M icrosoft. Browsing the results may provide critical in form ation  such as physical location,

Attackers use search engines to  e x tra c t 
in fo rm a t io n  a b o u t a ta rg e t such as 
tech no log y  p la tfo rm s, em ployee deta ils, 
login pages, in tra n e t po rta ls , etc. w h ich  
helps in p e rfo rm in g  social eng ineering  and 
o th e r types o f advanced system attacks

J  Search engine cache m ay p ro v id e  sens itive  
in fo rm a tio n  th a t has been rem oved fro m  
th e  W orld  W ide  W eb (W W W )
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contact address, the services offered, num ber o f employees, etc. tha t may prove to  be a 
valuable source fo r hacking.

O © wcbcachc.googleusercontent.com scarch?q-cache:ARbFVg INvoJ:cn.wikipcdia.org/wiki/Micn & |ן,

This is Google's cache of http i/en wikipedia 0rgAviki/Microsoft t  is a snapshot of the page as it appeared on 17 Jul 2012 13:15:03 
GMT The current page could have changed in the meantirre Learn more

Text-only /ersicn

Create account &  Log in

Read View source View history

Microsoft
W־N 122‘74242״55 22*38'47 -

Microsort corporation

M ic r o s o f t ׳
Type Rjblc

Traded as NASDAQ: MSFT ̂
SEHK: 4333 (£>
Cow Jones Industrial Average 
component
NASDAQ-100 component 
S&P50D component 

Induttry Computer tofiwar•
Onlir• t#rvic♦•
Video gorroo 

Founded Albuquerque, New Mexico,
United States (April 4,1975) 

Founder(•) Bill Gates, Paul Alien 

Headquarters Microsoft Redmond Campts,

From Wikipedia. the free encyclopedia

Microsoft Corporation (NASDAQ: MSFTt? ) is ar American 
multinational corporation headquartered n ReJrrond. 
Washington. United States that develops, manufactures 
licenses, and supports a wide range cf products ard services 
rolatod to computing. Tho company was foundoc by Bill Gatos 
and Paul Allen on Apr J 4. 1975. Microsoft is the world's largest 
software corporation measured by revenues 

Microsoft was established to develop and sell BASC 
inteipieteis foi the Altai! 8800 II rose 1 0  dominate the home 
computer operating system market wth MS-OOS n  the mid• 
1980s followed by the Microsoft Wndows line of operating 
systems The company’s 1986 initial public oferng. and 
subsequent rise in the share price, created ar estimated three 
billionaires and 12.000 millionaires from Microsoft employees 
Since the 1990s. the company has increasingly dr\ersrf1ed from 
the operating system market. In May 2011 Microsoft acquired 
Skype for $8 5 billion in its largest acquisition to date PI

Main page 
Contents 
Featured content 
Current events 
Random artide 
Donate to vviKipeaia

Interaction

Help
About Wikipedia 
Community portal 
Recent changes
Contact Wikipedia

► Print/export 

▼ Languages

FIGURE 2.1: S creensho t sh o w in g  in fo rm a t io n  a b o u t M ic ro s o ft

As an ethical hacker, if you find any sensitive in fo rm a tion  o f your company in the search engine 
result pages, you should remove tha t in form ation. A lthough you remove the sensitive 
in form ation, it may still be available in a search engine cache. Therefore, you should also check 
the search engine cache to  ensure tha t the sensitive data is removed perm anently.
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C E H
F i n d i n g  C o m p a n y ’ s  E x t e r n a l  a n d  

I n t e r n a l  U R L s

Tools to Search Internal URLs
5 h t t p : / / n e w s . n e t c r a f t . c o m

6 h t t p : / / w w w . w e b m a s t e r - a . c o m /  
l i n k - e x t r a c t o r - i n t e r n a l . p h p

A

Internal URL’s of microsoft.com

f j  
^  ,

t) s u p p o r t . m i c r o s o f t . c o m  

e  o f f i c e . m i c r o s o f t . c o m  

s  s e a r c h . m i c r o s o f t . c o m  

0 m s d n . m i c r o s o f t . c o m  

O u p d a t e . m i c r o s o f t . c o m

6 t e c h n e t . m i c r o s o f t . c o m  

0 w i n d o w s . m i c r o s o f t . c o m

Search fo r the  target company's external URL 
in a search engine such as Google o r Bing

Internal URLs provide an insight in to  
d iffe ren t departm ents and business un its in 
an organization

You may find  an inte rna l company's URL by 
tr ia l and e rro r m ethod
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F i n d i n g  C o m p a n y ’ s  E x t e r n a l  a n d  I n t e r n a l  U R L s

A company's external and internal URLs provide a lo t o f useful in form ation to  the 
attacker. These URLs describe the company and provide details such as the company mission 
and vision, history, products or services offered, etc. The URL tha t is used outside the  corporate  
ne tw ork  fo r accessing the company's vault server via a firew all is called an external URL. It links 
d irectly to  the company's external web page. The target company's external URL can be 
determ ined w ith  the help o f search engines such as Google or Bing.

If you want to  find the external URL o f a company, fo llow  these steps:

1. Open any o f the search engines, such as Google or Bing.

2. Type the name o f the target company in the Search box and press Enter.

The internal URL is used fo r accessing the company's vault server d irectly inside the corporate 
network. The internal URL helps to  access the internal functions o f a company. Most companies 
use common form ats fo r internal URLs. Therefore, if you know the external URL o f a company, 
you can predict an internal URL through tria l and error. These internal URLs provide insight into 
d iffe ren t departm ents and business units in an organization. You can also find the internal URLs 
o f an organization using tools such as netcraft.

Tools to  Search Interna l URLs
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N e t c r a f t

Source: h ttp ://new s.ne tcra ft.com

Netcraft deals w ith  web server, web hosting m arket-share analysis, and operating 
system detection. It provides free anti-phishing too lbar (Net craft too lbar) fo r Firefox as well as 
Internet Explorer browsers. The netcraft too lbar avoids phishing attacks and protects the 
Internet users from  fraudsters. It checks the risk rate as well as the hosting location o f the 
websites we visit.

L i n k  E x t r a c t o r

Source: h ttp ://w w w .w ebm aster-a .com /link-extracto r-in terna l.php

Link Extractor is a link extraction u tility  tha t allows you to  choose between external and internal 
URLs, and w ill return a plain list o f URLs linked to  or an htm l list. You can use this u tility  to  
com pe tito r sites.

Examples o f in terna l URLs o f m icrosoft.com :

© support.m icrosoft.com

© office.m icrosoft.com

© search.microsoft.com

© m sdn.m icrosoft.com

© update.m icrosoft.com

© technet.m icrosoft.com

© windows.m icrosoft.com
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C E H
Urt1fw4 ilh iu l lUtbM

P u b l ic  a n d  R e s t r ic t e d  W e b s it e s

http://answers.microsoft.comhttp://offlce.microsoft.com

Restricted Website

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

P u b l i c  a n d  R e s t r i c t e d  W e b s i t e s

—___ , A public website is a website designed to  show the presence o f an organization on the
Internet. It is designed to  a ttract customers and partners. It contains in form ation such as 
company history, services and products, and contact in form ation o f the organization.

The fo llow ing screenshot is an example o f a public website:

Source: h ttp ://w w w .m icroso ft.com

http://www.microsoft.com

Public Website

Welcome to Microsoft
Irocua Dt+noaSz Sicuity Stifpcrt Su
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FIGURE 2.2: An exa m p le  o f  pu b lic  w e b s ite

A restricted website is a website tha t is available to  only a few  people. The people may be 
employees o f an organization, members o f a departm ent, etc. Restrictions can be applied 
based on the IP number, domain or subnet, username, and password.

Restricted or private websites o f m icrosoft.com  include: h ttp ://techne t.m icroso ft.com , 
h ttp ://w indow s.m icroso ft.com , h ttp ://o ffice .m ic roso ft.com , and h ttp ://answ ers.m icroso ft.com .
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ML i with Office 365

FIGURE 2.3: Exam ples o f  Public and R estric ted  w ebs ite s
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C o l l e c t  L o c a t i o n  I n f o r m a t i o n  C E H

Use Google Earth tool to get the location of the place

C o l l e c t  L o c a t i o n  I n f o r m a t i o n

Inform ation such as physical location o f the organization plays a vital role in the 
hacking process. This in form ation can be obtained using the foo tp rin ting  technique. In addition 
to  physical location, we can also collect in form ation such as surrounding public Wi-Fi hotspots 
tha t may prove to  be a way to  break in to  the ta rge t organization 's netw ork.

Attackers w ith  the knowledge of a target organization's location may a ttem pt dum pster diving, 
surveillance, social engineering, and o ther non-technical attacks to  gather much more 
in form ation about the target organization. Once the location o f the target is known, detailed 
satellite images o f the location can be obtained using various sources available on the Internet 
such as h ttp ://w w w .goog le .com /earth  and https://m aps.google.com . Attackers can use this 
in form ation to  gain unauthorized access to  buildings, w ired and wireless networks, systems, 
and so on.

Example: earth.google.com

Google Earth is a valuable too l fo r hacking tha t allows you to  find a location, point, and zoom 
into tha t location to  explore. You can even access 3D images tha t depict most o f the Earth in 
high-resolution detail.
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FIGURE 2.4: G oogle  Earth sh o w in g  loca tio n

Example: maps.google.com

Google Maps provides a Street View feature tha t provides you w ith  a series o f images of 
building, as well as its surroundings, including WI-FI networks. Attackers may use Google Maps 
to  find or locate entrances to  buildings, security cameras, gates, places to  hide, weak spots in 
perim eter fences, and u tility  resources like e lectric ity connections, to  measure distance 
between d iffe ren t objects, etc.

=ssa
.» \ lC fi https' maps.google.fc.־
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FIGURE 2.5: G oogle  M aps sh o w in g  a S tre e t V iew
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C E HP e o p l e  S e a r c h

The p e op le  search re tu rn s  th e  fo llo w in g
in fo rm a tio n  a b o u t a pe rson:

“  Residential addresses and email addresses 

S  Contact numbers and date of birth 

S Photos and social networking profiles 

£  Blog URLs

S Satellite pictures of private residencies

http://www.spokeo.com

In fo rm a t io n  a b o u t an  in d iv id u a l can  be  

fo u n d  a t v a r io u s  p e o p le  sea rch  

w e b s ite s

frfi

P‘P*

! i s  ,

K ttje O. I* tan CA. U» we* •«*•■<* U!;2״

http://pipl.com
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P e o p l e  S e a r c h

You can use the public record websites to  find in form ation  about people's email
addresses, phone numbers, house addresses, and o ther in form ation. Using this in form ation you
can try  to  obtain bank details, cred it card details, mobile numbers, past history, etc. There are 
many people search online services available tha t help find people, h ttp ://p ip l.c o m  and 
h ttp ://w w w .spokeo.com  are examples o f people search services tha t a llow you to  search fo r 
the people w ith  the ir name, email, username, phone, or address.

These people search services may provide in fo rm a tion  such as:

Q Residential addresses and email addresses 

O Contact numbers and date o f b irth 

Q Photos and social networking profiles 

© Blog URLs

© Satellite pictures o f p rivate  residences
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F o o t p r in t in g  a n d  R e c o n n a is s a n c e

People Search Online Services CEH
123 People Search
http://www. 12 3people, com

PeekYou
http://www.peekyou. comC

Intelius
http://www.intelius.com

PeopleSmart
http://www.peoplesmart. com&
WhitePages

m o • I P  http://www.whitepages.com
V/ >— J

M Zaba Search
http://www.zabasearch.com

M  % Zoomlnfo
http://www.zoominfo. com

Wink People Search
http://wink.com

AnyWho
http://www.anywho.com

People Lookup
S® https://www.peoplelookup.com
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. 3 ; ►  P e o p l e  S e a r c h  O n l i n e  S e r v i c e s

— A ׳׳ t  p r e s e n t ,  m a n y  I n t e r n e t  u s e r s  a r e  u s i n g  p e o p l e  s e a r c h  e n g i n e s  t o  f i n d  i n f o r m a t i o n  

a b o u t  o t h e r  p e o p l e .  M o s t  o f t e n  p e o p l e  s e a r c h  e n g i n e s  p r o v i d e  p e o p l e ' s  n a m e s ,  a d d r e s s e s ,  a n d  

c o n t a c t  d e t a i l s .  S o m e  p e o p l e  s e a r c h  e n g i n e s  m a y  a l s o  r e v e a l  t h e  t y p e  o f  w o r k  a n  i n d i v i d u a l  

d o e s ,  b u s i n e s s e s  o w n e d  b y  a p e r s o n ,  c o n t a c t  n u m b e r s ,  c o m p a n y  e m a i l  a d d r e s s e s ,  m o b i l e  

n u m b e r s ,  f a x  n u m b e r s ,  d a t e s  o f  b i r t h ,  p e r s o n a l  - m a i l  a d d r e s s e s ,  e t c .  T h i s  i n f o r m a t i o n  p r o v e s  t o  

b e  h i g h l y  b e n e f i c i a l  f o r  a t t a c k e r s  t o  l a u n c h  a t t a c k s .

S o m e  o f  t h e  p e o p l e  s e a r c h  e n g i n e s  a r e  l i s t e d  a s  f o l l o w s :

Z a b a  S e a r c h

S o u r c e :  h t t p : / / w w w . z a b a s e a r c h . c o m

Z a b a  S e a r c h  is  a p e o p l e  s e a r c h  e n g i n e  t h a t  p r o v i d e s  i n f o r m a t i o n  s u c h  a s  a d d r e s s ,  p h o n e  

n u m b e r ,  c u r r e n t  l o c a t i o n ,  e t c .  o f  p e o p l e  in  t h e  U S . I t  a l l o w s  y o u  t o  s e a r c h  f o r  p e o p l e  b y  t h e i r  

n a m e .

Z o o m l n f o

S o u r c e :  h t t p : / / w w w . z o o m i n f o . c o m
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Z o o m  I n f o  is  a b u s i n e s s  p e o p l e  d i r e c t o r y  u s i n g  w h i c h  y o u  c a n  f i n d  b u s i n e s s  c o n t a c t s ,  p e o p l e ' s  

p r o f e s s i o n a l  p r o f i l e s ,  b i o g r a p h i e s ,  w o r k  h i s t o r i e s ,  a f f i l i a t i o n s ,  l i n k s  t o  e m p l o y e e  p r o f i l e s  w i t h  

v e r i f i e d  c o n t a c t  i n f o r m a t i o n ,  a n d  m o r e .

W i n k  P e o p l e  S e a r c h
_ו צ  E.

S o u r c e :  h t t p : / / w i n k . c o m

W i n k  P e o p l e  S e a r c h  is  a p e o p l e  s e a r c h  e n g i n e  t h a t  p r o v i d e s  i n f o r m a t i o n  a b o u t  p e o p l e  b y  n a m e  

a n d  l o c a t i o n .  I t  g i v e s  p h o n e  n u m b e r ,  a d d r e s s ,  w e b s i t e s ,  p h o t o s ,  w o r k ,  s c h o o l ,  e t c .

״  A n y W h o

S o u r c e :  h t t p : / / w w w . a n y w h o . c o m

A n y W h o  is  a w e b s i t e  t h a t  h e l p s  y o u  f i n d  i n f o r m a t i o n  a b o u t  p e o p l e ,  t h e i r  b u s i n e s s e s ,  a n d  t h e i r  

l o c a t i o n s  o n l i n e .  W i t h  t h e  h e l p  o f  a p h o n e  n u m b e r ,  y o u  c a n  g e t  a l l  t h e  d e t a i l s  o f  a n  i n d i v i d u a l .

P e o p l e  L o o k u p

S o u r c e :  h t t p s : / / w w w . p e o p l e l o o k u p . c o m

P e o p l e  L o o k u p  is a p e o p l e  s e a r c h  e n g i n e  t h a t  a l l o w s  y o u  t o  f i n d ,  l o c a t e ,  a n d  t h e n  c o n n e c t  w i t h  

p e o p l e .  I t  a l s o  a l l o w s  y o u  t o  l o o k  u p  a p h o n e  n u m b e r ,  s e a r c h  f o r  c e l l  n u m b e r s ,  f i n d  a n  a d d r e s s  

o r  p h o n e  n u m b e r ,  a n d  s e a r c h  f o r  p e o p l e  in  t h e  U S . T h i s  d a t a b a s e  u s e s  i n f o r m a t i o n  f r o m  p u b l i c  

r e c o r d s .

1 2 3  P e o p l e  S e a r c h

S o u rc e :  h t t p : / / w w w . 1 2 3 p e o p l e . c o m

1 2 3  P e o p l e  S e a r c h  is  a p e o p l e  s e a r c h  t o o l  t h a t  a l l o w s  y o u  t o  f i n d  i n f o r m a t i o n  s u c h  a s  p u b l i c  

r e c o r d s ,  p h o n e  n u m b e r s ,  a d d r e s s e s ,  i m a g e s ,  v i d e o s ,  a n d  e m a i l  a d d r e s s e s .

P e e k Y o u

S o u r c e :  h t t p : / / w w w . p e e k y o u . c o m

P e e k Y o u  is  a p e o p l e  s e a r c h  e n g i n e  t h a t  a l l o w s  y o u  t o  s e a r c h  f o r  p r o f i l e s  a n d  c o n t a c t  

i n f o r m a t i o n  o f  p e o p l e  in  I n d i a  a n d  c i t i e s '  t o p  e m p l o y e r s  a n d  s c h o o l s .  I t  a l l o w s  y o u  t o  s e a r c h  f o r  

t h e  p e o p l e  w i t h  t h e i r  n a m e s  o r  u s e r n a m e s .

I n t e l i u s

S o u r c e :  h t t p : / / w w w . i n t e l i u s . c o m

I n t e l i u s  is  a p u b l i c  r e c o r d s  b u s i n e s s  t h a t  p r o v i d e s  i n f o r m a t i o n  s e r v i c e s .  I t  a l l o w s  y o u  t o  s e a r c h  

f o r  t h e  p e o p l e  in  U S  w i t h  t h e i r  n a m e ,  a d d r e s s ,  p h o n e  n u m b e r ,  o r  e m a i l  a d d r e s s .
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P e o p l e S m a r t

S o u r c e :  h t t p : / / w w w . p e o p l e s m a r t . c o m

P e o p l e  S m a r t  is  a p e o p l e  s e a r c h  s e r v i c e  t h a t  a l l o w s  y o u  t o  f i n d  p e o p l e ' s  w o r k  i n f o r m a t i o n  w i t h  

t h e i r  n a m e ,  c i t y ,  a n d  s t a t e .  In  a d d i t i o n ,  i t  a l l o w s  y o u  t o  p e r f o r m  r e v e r s e  p h o n e  l o o k u p s ,  e m a i l  

s e a r c h e s ,  s e a r c h e s  b y  a d d r e s s ,  a n d  c o u n t y  s e a r c h e s .
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W h i t e P a g e s

S o u r c e :  h t t p : / / w w w . w h i t e p a g e s . c o m

W h i t e P a g e s  is  a p e o p l e  s e a r c h  e n g i n e  t h a t  p r o v i d e s  i n f o r m a t i o n  a b o u t  p e o p l e  b y  n a m e  a n d  

l o c a t i o n .  U s i n g  t h e  p h o n e  n u m b e r ,  y o u  c a n  f i n d  t h e  p e r s o n ' s  a d d r e s s .
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P e o p l e  S e a r c h  o n  S o c i a l  N e t w o r k i n g  S e r v i c e s

S e a r c h i n g  f o r  p e o p l e  o n  s o c i a l  n e t w o r k i n g  w e b s i t e s  is  e a s y .  S o c ia l  n e t w o r k i n g  s e r v i c e s  

a r e  t h e  o n l i n e  s e r v i c e s ,  p l a t f o r m s ,  o r  s i t e s  t h a t  f o c u s  o n  f a c i l i t a t i n g  t h e  b u i l d i n g  o f  s o c i a l  

n e t w o r k s  o r  s o c i a l  r e l a t i o n s  a m o n g  p e o p l e .  T h e s e  w e b s i t e s  p r o v i d e  i n f o r m a t i o n  t h a t  is  p r o v i d e d  

b y  u s e r s .  H e r e ,  p e o p l e  a r e  d i r e c t l y  o r  i n d i r e c t l y  r e l a t e d  t o  e a c h  o t h e r  b y  c o m m o n  i n t e r e s t ,  w o r k  

l o c a t i o n ,  o r  e d u c a t i o n a l  c o m m u n i t i e s ,  e t c .

S o c ia l  n e t w o r k i n g  s i t e s  a l l o w  p e o p l e  t o  s h a r e  i n f o r m a t i o n  q u i c k l y  a n d  e f f e c t i v e l y  a s  t h e s e  s i t e s  

a r e  u p d a t e d  in  r e a l  t i m e .  I t  a l l o w s  u p d a t i n g  f a c t s  a b o u t  u p c o m i n g  o r  c u r r e n t  e v e n t s ,  r e c e n t  

a n n o u n c e m e n t s  a n d  i n v i t a t i o n s ,  a n d  s o  o n .  T h e r e f o r e ,  s o c i a l  n e t w o r k i n g  s i t e s  p r o v e  t o  b e  a 

g r e a t  p l a t f o r m  f o r  s e a r c h i n g  p e o p l e  a n d  t h e i r  r e l a t e d  i n f o r m a t i o n .  T h r o u g h  p e o p l e  s e a r c h i n g  o n  

s o c i a l  n e t w o r k i n g  s e r v i c e s ,  y o u  c a n  g a t h e r  c r i t i c a l  i n f o r m a t i o n  t h a t  w i l l  b e  h e l p f u l  in  p e r f o r m i n g  

s o c i a l  e n g i n e e r i n g  o r  o t h e r  k i n d s  o f  a t t a c k s .

M a n y  s o c i a l  n e t w o r k i n g  s i t e s  a l l o w  v i s i t o r s  t o  s e a r c h  f o r  p e o p l e  w i t h o u t  r e g i s t r a t i o n ;  t h i s  m a k e s  

p e o p l e  s e a r c h i n g  o n  s o c i a l  n e t w o r k i n g  s i t e s  a n  e a s y  t a s k  f o r  y o u .  Y o u  c a n  s e a r c h  a p e r s o n  u s i n g  

n a m e ,  e m a i l ,  o r  a d d r e s s .  S o m e  s i t e s  a l l o w  y o u  t o  c h e c k  w h e t h e r  a n  a c c o u n t  is  c u r r e n t l y  in  u s e  

o r  n o t .  T h i s  a l l o w s  y o u  t o  c h e c k  t h e  s t a t u s  o f  t h e  p e r s o n  y o u  a r e  l o o k i n g  f o r .

S o m e  o f  s o c i a l  n e t w o r k i n g  s e r v i c e s  a r e  a s  f o l l o w s :
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F a c e b o o k

S o u r c e :  h t t p : / / w w w . f a c e b o o k . c o m

F a c e b o o k  a l l o w s  y o u  t o  s e a r c h  f o r  p e o p l e ,  t h e i r  f r i e n d s ,  c o l l e a g u e s ,  a n d  p e o p l e  l i v i n g  

a r o u n d  t h e m  a n d  o t h e r s  w i t h  w h o m  t h e y  a r e  a f f i l i a t e d .  In  a d d i t i o n ,  y o u  c a n  a l s o  f i n d  t h e i r  

p r o f e s s i o n a l  i n f o r m a t i o n  s u c h  a s  t h e i r  c o m p a n y  o r  b u s i n e s s ,  c u r r e n t  l o c a t i o n ,  p h o n e  n u m b e r ,  

e m a i l  ID ,  p h o t o s ,  v i d e o s ,  e t c .  I t  a l l o w s  y o u  t o  s e a r c h  f o r  p e o p l e  b y  u s e r n a m e  o r  e m a i l  a d d r e s s .
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FIGURE 2.7: Facebook a social networking service to search for people across the world

L i n k e d l n

1 J  S o u r c e :  h t t p : / / w w w . l i n k e d i n . c o m

L i n k e d l n  is  a s o c i a l  n e t w o r k i n g  w e b s i t e  f o r  p r o f e s s i o n a l  p e o p l e .  I t  a l l o w s  y o u  t o  f i n d  p e o p l e  b y  

n a m e ,  k e y w o r d ,  c o m p a n y ,  s c h o o l ,  e t c .  S e a r c h i n g  f o r  p e o p l e  o n  L i n k e d l n  g i v e s  y o u  i n f o r m a t i o n  

s u c h  a s  n a m e ,  d e s i g n a t i o n ,  n a m e  o f  c o m p a n y ,  c u r r e n t  l o c a t i o n ,  a n d  e d u c a t i o n  q u a l i f i c a t i o n s ,  

b u t  t o  u s e  L i n k e d l n  y o u  n e e d  t o  b e  r e g i s t e r e d  w i t h  t h e  s i t e .

T w i t t e r

S o u r c e :  h t t p : / / t w i t t e r . c o m
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T w i t t e r  is a s o c i a l  n e t w o r k i n g  s e r v i c e  t h a t  a l l o w s  p e o p l e  t o  s e n d  a n d  r e a d  t e x t  m e s s a g e s  

( t w e e t s ) .  E v e n  u n r e g i s t e r e d  u s e r s  c a n  r e a d  t w e e t s  o n  t h i s  s i t e .

FIGURE 2.9: Twitter screenshot
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G o o g l e +

S o u r c e :  h t t p s : / / p l u s . g o o g l e . c o m

G o o g l e +  is  a s o c i a l  n e t w o r k i n g  s i t e  t h a t  a i m s  t o  m a k e  s h a r i n g  o n  t h e  w e b  m o r e  l i k e  s h a r i n g  i n  

r e a l  l i f e .  Y o u  c a n  g r a b  a l o t  o f  u s e f u l  i n f o r m a t i o n  a b o u t  u s e r s  f r o m  t h i s  s i t e  a n d  u s e  i t  t o  h a c k  

t h e i r  s y s t e m s .

FIGURE 2.10: Google+ screenshot
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G a t h e r  I n f o r m a t i o n  f r o m  F i n a n c i a l  S e r v i c e s
(>̂ j

F i n a n c i a l  s e r v i c e s  s u c h  a s  G o o g l e  F i n a n c e ,  Y a h o o !  F i n a n c e ,  a n d  s o  o n  p r o v i d e  a l o t  o f  

u s e f u l  i n f o r m a t i o n  s u c h  a s  t h e  m a r k e t  v a l u e  o f  a c o m p a n y ' s  s h a r e s ,  c o m p a n y  p r o f i l e ,  

c o m p e t i t o r  d e t a i l s ,  e t c .  T h e  i n f o r m a t i o n  o f f e r e d  v a r i e s  f r o m  o n e  s e r v i c e  t o  t h e  n e x t .  In  o r d e r  t o  

a v a i l  t h e m s e l v e s  o f  s e r v i c e s  s u c h  a s  e - m a i l  a l e r t s  a n d  p h o n e  a l e r t s ,  u s e r s  n e e d  t o  r e g i s t e r  o n  t h e  

f i n a n c i a l  s e r v i c e s .  T h i s  g i v e s  a n  o p p o r t u n i t y  f o r  a n  a t t a c k e r  t o  g r a b  u s e f u l  i n f o r m a t i o n  f o r  

h a c k i n g .

M a n y  f i n a n c i a l  f i r m s  r e l y  o n  w e b  a c c e s s ,  p e r f o r m i n g  t r a n s a c t i o n s ,  a n d  u s e r  a c c e s s  t o  t h e i r  

a c c o u n t s .  A t t a c k e r s  c a n  o b t a i n  s e n s i t i v e  a n d  p r i v a t e  i n f o r m a t i o n  o f  u s e r s  u s i n g  i n f o r m a t i o n  

t h e f t ,  k e y  l o g g e r s ,  e t c .  A t t a c k e r s  c a n  e v e n  g r a b  t h i s  i n f o r m a t i o n  b y  i m p l e m e n t i n g  c y b e r c r i m e s ,  

a n d  e x p l o i t  i t  w i t h  t h e  h e l p  o f  n o n - v u l n e r a b l e  t h r e a t s  ( s o f t w a r e  d e s i g n  f l a w  e x a m p l e ;  b r e a k i n g  

a u t h e n t i c a t i o n  m e c h a n i s m ) .

T h e  f o l l o w i n g  a r e  s o m e  o f  n o n - v u l n e r a b l e  t h r e a t s :

Q  S e r v i c e  f l o o d i n g

B r u t e  f o r c e  a t t a c k

S  P h i s h i n g
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FIGURE 2.11: Examples of financial services website for gathering information
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CEH
Urt1fw4 ilh iu l lUtbM

Footprinting through Job Sites

L o o k  for these:

e  Job requirements

6  Employee's profile A C
© Hardware inform ation £ H |
© Software in form ation

E x a m p le s  of J o b  W e b site s

»  http://www.m onster.com  

«  http://www.careerbuilder.com  

«  http://www.dice.com  *

http://www.sim plyh ired .com  ^

© http://www.indeed.com  

© http://www.usajobs.gov

You can gather company's 
infrastructure details from 
job postings
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F o o t p r i n t i n g  t h r o u g h  J o b  S i t e s

A t t a c k e r s  c a n  g a t h e r  v a l u a b l e  i n f o r m a t i o n  a b o u t  t h e  o p e r a t i n g  s y s t e m ,  s o f t w a r e  

v e r s i o n s ,  c o m p a n y ' s  i n f r a s t r u c t u r e  d e t a i l s ,  a n d  d a t a b a s e  s c h e m a  o f  a n  o r g a n i z a t i o n ,  t h r o u g h  

f o o t p r i n t i n g  v a r i o u s  j o b  s i t e s  u s i n g  d i f f e r e n t  t e c h n i q u e s .  D e p e n d i n g  u p o n  t h e  p o s t e d  

r e q u i r e m e n t s  f o r  j o b  o p e n i n g s ,  a t t a c k e r s  m a y  b e  a b l e  t o  s t u d y  t h e  h a r d w a r e ,  n e t w o r k - r e l a t e d  

i n f o r m a t i o n ,  a n d  t e c h n o l o g i e s  u s e d  b y  t h e  c o m p a n y .  M o s t  o f  t h e  c o m p a n y ' s  w e b s i t e s  h a v e  a 

k e y  e m p l o y e e s  l i s t  w i t h  t h e i r  e m a i l  a d d r e s s e s .  T h i s  i n f o r m a t i o n  m a y  p r o v e  t o  b e  b e n e f i c i a l  f o r  

a n  a t t a c k e r .  F o r  e x a m p l e ,  i f  a c o m p a n y  w a n t s  t o  h i r e  a p e r s o n  f o r  a N e t w o r k  A d m i n i s t r a t i o n  

j o b ,  i t  p o s t s  t h e  r e q u i r e m e n t s  r e l a t e d  t o  t h a t  p o s i t i o n .
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FIGURE 2.12 : G a th e rin g  in fo rm a t io n  th ro u g h  Job w ebs ite s

U s u a l l y  a t t a c k e r s  l o o k  f o r  t h e  f o l l o w i n g  i n f o r m a t i o n :

•  J o b  r e q u i r e m e n t s

•  E m p l o y e e ' s  p r o f i l e

•  H a r d w a r e  i n f o r m a t i o n

•  S o f t w a r e  i n f o r m a t i o n  

E x a m p l e s  o f  j o b  w e b s i t e s  i n c l u d e :

Q  h t t p / / w w w .  m o n s t e r . c o m

Q  h t t p / / w w w . c a r e e r b u  i l d e r . c o m

S  h t t p / / w w w . d i c e . c o m

a-׳
׳-4
4-CCD

/ / w w w . s i m p l v h i r e d . c o m

S  h t t p / / w w w . i n d e e d . c o m

Q  h t t p / / w w w .  u s a j o b s . g o v
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Monitoring Target Using Alerts CEH
Exam ples of Alert Se rv ice sAlerts are the content monitoring services 

that provide up-to-date information based

M o n i t o r i n g  T a r g e t s  U s i n g  A l e r t s

“  A l e r t s  a r e  t h e  c o n t e n t  m o n i t o r i n g  s e r v i c e s  t h a t  p r o v i d e  a u t o m a t e d  u p - t o - d a t e  

i n f o r m a t i o n  b a s e d  o n  y o u r  p r e f e r e n c e ,  u s u a l l y  v i a  e m a i l  o r  S M S .  In  o r d e r  t o  g e t  a l e r t s ,  y o u  

n e e d  t o  r e g i s t e r  o n  t h e  w e b s i t e  a n d  y o u  s h o u l d  s u b m i t  e i t h e r  a n  e m a i l  o r  p h o n e  n u m b e r  t o  t h e  

s e r v i c e .  A t t a c k e r s  c a n  g a t h e r  t h i s  s e n s i t i v e  i n f o r m a t i o n  f r o m  t h e  a l e r t  s e r v i c e s  a n d  u s e  i t  f o r  

f u r t h e r  p r o c e s s i n g  o f  a n  a t t a c k .

I ^ j l  G o o g l e  A l e r t s

S o u r c e :  h t t p : / / w w w . g o o g l e . c o m / a l e r t s

G o o g l e  A l e r t s  is  a c o n t e n t  m o n i t o r i n g  s e r v i c e  t h a t  a u t o m a t i c a l l y  n o t i f i e s  u s e r s  w h e n  n e w  

c o n t e n t  f r o m  n e w s ,  w e b ,  b l o g s ,  v i d e o ,  a n d / o r  d i s c u s s i o n  g r o u p s  m a t c h e s  a s e t  o f  s e a r c h  t e r m s  

s e l e c t e d  b y  t h e  u s e r  a n d  s t o r e d  b y  t h e  G o o g l e  A l e r t s  s e r v i c e .

G o o g l e  A l e r t s  a i d s  in  m o n i t o r i n g  a d e v e l o p i n g  n e w s  s t o r y  a n d  k e e p i n g  c u r r e n t  o n  a c o m p e t i t o r  

o r  i n d u s t r y .
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27 new results •j Security News

C o o g i• A lert • Security N ew*

Tkta lu ilo n i bkokad HiMyc■.

New»

Sinae Ra a 11 a Land Dtaflli-Bteftla A jiada lan trC iic lg
N#vr Yoric Time*
BEIRUT Lebanon — The hilling on Wednesday of President Bashat al-Assads key
security aides וזי a brazen bombog attack close to Mr Assads own res«d©nce. called H»Yaft Trei
into question the ability of a government that depends on an insular group of loyalists to

S t t «! ?ft te a t  r

San Jose Mercury Mews
Turns out < Mas 3s easy as using a rug to scale a razor *iro topped security fence at a small Utah 
arpoit in the rroddie cf night slipping past security bearding an idle empty S0-passeog?r SlcyWest 
Airhnes )«t and rewng up the engines. He Clashed the ...

? te n t ;  gn thi? .

Kti-Stan fltASMiantr amMiia jmutma aost mi
Reuters
BEIRUT'AMMAN (Reuters) - Mystery surrounded the whereabouts of Syr an President Basha* 31- 
Assad cn Thursday a day after 3 oomoer killed and wounded his security cnefs and rebels closed 
in on the centre of Damascus vowing to *liberate" the capital.
5 1 9 ?tpnts ?ח ».h? >

SlfM Lgflfofg InPCT
Wal Street Journal
BEIRUT—Syrian rebels pierced the innermost circle 01 President Bashar a -Asssds w ii stmt 
regime wKh a bomb blast that kiled thiee riigh-lewl officials and raised questions about a —<
the aMity of the courftry's security forces to sustain the embattled government Syne

A le r t s

@ yahoo com

Manage your alertsC R E A T E  A L E R T

G o o g l e

Search query Security  News

Resu lt type Everything

How often Once a day

How many: Only the best results

Your email

FIGURE 2.13: Google Alert services screenshot

Y a h o o !  A l e r t s  is a v a i l a b l e  a t  h t t p : / / a l e r t s . y a h o o . c o m  a n d  G ig a  A l e r t  is  a v a i l a b l e  a t  

h t t p : / / w w w . g i g a a l e r t . c o m : t h e s e  a r e  t w o  m o r e  e x a m p l e s  o f  a l e r t  s e r v i c e s .
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Footprinting Methodology CEH

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google
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F o o t p r i n t i n g  M e t h o d o l o g y

S o  f a r ,  w e  h a v e  d i s c u s s e d  t h e  f i r s t  s t e p  o f  f o o t p r i n t i n g  m e t h o d o l o g y ,  i . e . ,  f o o t p r i n t i n g  

v i a  s e a r c h  e n g i n e s .  N o w  w e  w i l l  d i s c u s s  w e b s i t e  f o o t p r i n t i n g .  A n  o r g a n i z a t i o n ' s  w e b s i t e  is  a 

f i r s t  p l a c e  w h e r e  y o u  c a n  g e t  s e n s i t i v e  i n f o r m a t i o n  s u c h  a s  n a m e s  a n d  c o n t a c t  d e t a i l s  o f  c h i e f  

p e r s o n s  in  t h e  c o m p a n y ,  u p c o m i n g  p r o j e c t  d e t a i l s ,  a n d  s o  o n .  T h i s  s e c t i o n  c o v e r s  t h e  w e b s i t e  

f o o t p r i n t i n g  c o n c e p t ,  m i r r o r i n g  w e b s i t e s ,  t h e  t o o l s  u s e d  f o r  m i r r o r i n g ,  a n d  m o n i t o r i n g  w e b  

u p d a t e s .
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W e b s ite  F o o tp r in t in g CEH
Information obtained from target's website enables an attacker to 
build a detailed map of website's structure and architecture

Browsing the target website may provide:
-  Software used and its version 

t  Operating system used

t: Sub-directories and parameters 

t  Filename, path, database field name, or query

-  Scripting platform

Contact details and C M S  details

Use Zaproxy, Burp Suite, Firebug, etc. to view 
headers that provide: 
w Connection status and content-type 

~ Accept-Ranges 

-  Last-Modified information 

t; X-Powered-By information

Web server in use and its version

W e b s i t e  F o o t p r i n t i n g

I t  is  p o s s i b l e  f o r  a n  a t t a c k e r  t o  b u i l d  a d e t a i l e d  m a p  o f  a w e b s i t e ' s  s t r u c t u r e  a n d  

a r c h i t e c t u r e  w i t h o u t  ID S  b e i n g  t r i g g e r e d  o r  w i t h o u t  r a i s i n g  a n y  s y s  a d m i n  s u s p i c i o n s .  I t  c a n  b e  

a c c o m p l i s h e d  e i t h e r  w i t h  t h e  h e l p  o f  s o p h i s t i c a t e d  f o o t p r i n t i n g  t o o l s  o r  j u s t  w i t h  t h e  b a s i c  t o o l s  

t h a t  c o m e  a l o n g  w i t h  t h e  o p e r a t i n g  s y s t e m ,  s u c h  a s  t e l n e t  a n d  a b r o w s e r .

U s i n g  t h e  N e t c r a f t  t o o l  y o u  c a n  g a t h e r  w e b s i t e  i n f o r m a t i o n  s u c h  a s  IP a d d r e s s ,  r e g i s t e r e d  n a m e  

a n d  a d d r e s s  o f  t h e  d o m a i n  o w n e r ,  d o m a i n  n a m e ,  h o s t  o f  t h e  s i t e ,  O S  d e t a i l s ,  e t c .  B u t  t h i s  t o o l  

m a y  n o t  g i v e  a l l  t h e s e  d e t a i l s  f o r  e v e r y  s i t e .  In  s u c h  c a s e s ,  y o u  s h o u l d  b r o w s e  t h e  t a r g e t  

w e b s i t e .

B r o w s i n g  t h e  t a r g e t  w e b s i t e  w i l l  p r o v i d e  y o u  w i t h  t h e  f o l l o w i n g  i n f o r m a t i o n :

Q  S o f t w a r e  u s e d  a n d  i t s  v e r s i o n :  Y o u  c a n  f i n d  n o t  o n l y  t h e  s o f t w a r e  in  u s e  b u t  a l s o  t h e  

v e r s i o n  e a s i l y  o n  t h e  o f f - t h e - s h e l f  s o f t w a r e - b a s e d  w e b s i t e .

Q  O p e r a t i n g  s y s t e m  u s e d :  U s u a l l y  t h e  o p e r a t i n g  s y s t e m  c a n  a l s o  b e  d e t e r m i n e d .

9  S u b - d i r e c t o r i e s  a n d  p a r a m e t e r s :  Y o u  c a n  r e v e a l  t h e  s u b - d i r e c t o r i e s  a n d  p a r a m e t e r s  b y  

m a k i n g  a n o t e  o f  a l l  t h e  U R L s  w h i l e  b r o w s i n g  t h e  t a r g e t  w e b s i t e .
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F i l e n a m e ,  p a t h ,  d a t a b a s e  f i e l d  n a m e ,  o r  q u e r y :  Y o u  s h o u l d  a n a l y z e  a n y t h i n g  a f t e r  a 

q u e r y  t h a t  l o o k s  l i k e  a f i l e n a m e ,  p a t h ,  d a t a b a s e  f i e l d  n a m e ,  o r  q u e r y  c a r e f u l l y  t o  c h e c k  

w h e t h e r  i t  o f f e r s  o p p o r t u n i t i e s  f o r  S Q L  i n j e c t i o n .

- S י c r i p t i n g  p l a t f o r m :  W i t h  t h e  h e l p  o f  t h e  s c r i p t  f i l e n a m e  e x t e n s i o n s  s u c h  a s  . p h p ,  . a s p ,  

. j s p ,  e t c .  y o u  c a n  e a s i l y  d e t e r m i n e  t h e  s c r i p t i n g  p l a t f o r m  t h a t  t h e  t a r g e t  w e b s i t e  is  u s i n g .

S  C o n t a c t  d e t a i l s  a n d  C M S  d e t a i l s :  T h e  c o n t a c t  p a g e s  u s u a l l y  o f f e r  d e t a i l s  s u c h  a s  n a m e s ,  

p h o n e  n u m b e r s ,  e m a i l  a d d r e s s e s ,  a n d  l o c a t i o n s  o f  a d m i n  o r  s u p p o r t  p e o p l e .  Y o u  c a n  

u s e  t h e s e  d e t a i l s  t o  p e r f o r m  a s o c i a l  e n g i n e e r i n g  a t t a c k .

C M S  s o f t w a r e  a l l o w s  U R L  r e w r i t i n g  in  o r d e r  t o  d i s g u i s e  t h e  s c r i p t  f i l e n a m e  e x t e n s i o n s .  

In  t h i s  c a s e ,  y o u  n e e d  t o  p u t  l i t t l e  m o r e  e f f o r t  t o  d e t e r m i n e  t h e  s c r i p t i n g  p l a t f o r m .

U s e  P a r o s  P r o x y ,  B u r p  S u i t e ,  F i r e b u g ,  e t c .  t o  v i e w  h e a d e r s  t h a t  p r o v i d e :

Q  C o n n e c t i o n  s t a t u s  a n d  c o n t e n t - t y p e

Q  A c c e p t - r a n g e s

©  L a s t - M o d i f i e d  i n f o r m a t i o n

Q  X - P o w e r e d - B y  i n f o r m a t i o n

©  W e b  s e r v e r  in  u s e  a n d  i t s  v e r s i o n

S o u r c e :  h t t p : / / p o r t s w i g g e r . n e t

T h e  f o l l o w i n g  is  a s c r e e n s h o t  o f  B u r p  S u i t e  s h o w i n g  h e a d e r s  o f  p a c k e t s  in  t h e  i n f o r m a t i o n  p a n e :

FIGURE 2.14: Burp Suite showing headers o f packets in the in fo rm a tion  pane
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CEH
Urt1fw4 ilh iu l lUtbM

W e b s ite  F o o tp r in t in g
( C o n t ’d )

Examining cookies may provide:
6 Software in use and its behavior 

© Scripting platforms used

Examining HTML source provides:
© Comments in the source code 

9 Contact details of web developer or admin 

© File system structure 

9 Script type

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b s i t e  F o o t p r i n t i n g  ( C o n t ’ d )

E x a m i n e  t h e  H T M L  s o u r c e  c o d e .  F o l l o w  t h e  c o m m e n t s  t h a t  a r e  e i t h e r  c r e a t e d  b y  t h e  

C M S  s y s t e m  o r  i n s e r t e d  m a n u a l l y .  T h e s e  c o m m e n t s  m a y  p r o v i d e  c l u e s  t o  h e l p  y o u  u n d e r s t a n d  

w h a t ' s  r u n n i n g  i n  t h e  b a c k g r o u n d .  T h i s  m a y  e v e n  p r o v i d e  c o n t a c t  d e t a i l s  o f  t h e  w e b  a d m i n  o r  

d e v e l o p e r .

O b s e r v e  a l l  t h e  l i n k s  a n d  i m a g e  t a g s ,  in  o r d e r  t o  m a p  t h e  f i l e  s y s t e m  s t r u c t u r e .  T h i s  a l l o w s  y o u  

t o  r e v e a l  t h e  e x i s t e n c e  o f  h i d d e n  d i r e c t o r i e s  a n d  f i l e s .  E n t e r  f a k e  d a t a  t o  d e t e r m i n e  h o w  t h e  

s c r i p t  w o r k s .
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FIGURE 2.15 : S creensho t sh o w in g  M ic ro s o ft s c rip t w o rks

E x a m i n e  c o o k i e s  s e t  b y  t h e  s e r v e r  t o  d e t e r m i n e  t h e  s o f t w a r e  r u n n i n g  a n d  i t s  b e h a v i o r .  Y o u  c a n  

a l s o  i d e n t i f y  t h e  s c r i p t  in  p l a t f o r m s  b y  o b s e r v i n g  s e s s i o n s  a n d  o t h e r  s u p p o r t i n g  c o o k i e s .
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FIGURE 2.16: S how ing  d e ta ils  a b o u t th e  s o ftw a re  ru n n in g  in a system  by e xa m in in g  cookies
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M i r r o r i n g  E n t i r e  W e b s ite  CEH

M irrored  W ebsite

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

O rig ina l W ebsite

1־ ך

M i r r o r i n g  a n  E n t i r e  W e b s i t e

W e b s i t e  m i r r o r i n g  is t h e  p r o c e s s  o f  c r e a t i n g  a n  e x a c t  r e p l i c a  o f  t h e  o r i g i n a l  w e b s i t e .  

T h i s  c a n  b e  d o n e  w i t h  t h e  h e l p  o f  w e b  m i r r o r i n g  t o o l s .  T h e s e  t o o l s  a l l o w  y o u  t o  d o w n l o a d  a 

w e b s i t e  t o  a l o c a l  d i r e c t o r y ,  r e c u r s i v e l y  b u i l d i n g  a l l  d i r e c t o r i e s ,  H T M L ,  i m a g e s ,  f l a s h ,  v i d e o s  a n d  

o t h e r  f i l e s  f r o m  t h e  s e r v e r  t o  y o u r  c o m p u t e r .

W e b s i t e  m i r r o r i n g  h a s  t h e  f o l l o w i n g  b e n e f i t s :

Q  I t  is  h e l p f u l  f o r  o f f l i n e  s i t e  b r o w s i n g .

W e b s i t e  m i r r o r i n g  h e l p s  in  c r e a t i n g  a b a c k u p  s i t e  f o r  t h e  o r i g i n a l  o n e .

Q  A  w e b s i t e  c l o n e  c a n  b e  c r e a t e d .

Q  W e b s i t e  m i r r o r i n g  is u s e f u l  t o  t e s t  t h e  s i t e  a t  t h e  t i m e  o f  w e b s i t e  d e s i g n  a n d  

d e v e l o p m e n t .

Q  I t  is p o s s i b l e  t o  d i s t r i b u t e  t o  m u l t i p l e  s e r v e r s  i n s t e a d  o f  u s i n g  o n l y  o n e  s e r v e r .

J  Mirroring an entire website onto the local system enables an attacker to dissect and identify 
vulnerabilities; it also assists in finding directory structure and other valuable information 
without multiple requests to web server

J  Web mirroring tools allow you to download a website to a local directory, building recursively 
all directories, HTML, images, flash, videos, and other files from the server to your computer
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O rig ina l W ebs ite  M irro red  W ebs ite

FIGURE 2.17: JuggyBoy's Original and M irro red  website
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W e b s ite  M i r r o r i n g  T o o ls  CEH

W e b s i t e  M i r r o r i n g  T o o l s

© H T T r a c k  W e b  S i t e  C o p i e r

S o u r c e :  h t t p : / / w w w . h t t r a c k . c o m

H T T r a c k  is a n  o f f l i n e  b r o w s e r  u t i l i t y .  I t  a l l o w s  y o u  t o  d o w n l o a d  a W o r l d  W i d e  W e b  s i t e  f r o m  t h e  

I n t e r n e t  t o  a l o c a l  d i r e c t o r y ,  b u i l d i n g  r e c u r s i v e l y  a l l  d i r e c t o r i e s ,  g e t t i n g  H T M L ,  i m a g e s ,  a n d  

o t h e r  f i l e s  f r o m  t h e  s e r v e r  t o  y o u r  c o m p u t e r .  H T T r a c k  a r r a n g e s  t h e  o r i g i n a l  s i t e ' s  r e l a t i v e  l i n k -  

s t r u c t u r e .  O p e n  a p a g e  o f  t h e  " m i r r o r e d "  w e b s i t e  in  y o u r  b r o w s e r ,  b r o w s e  t h e  s i t e  f r o m  l i n k  t o  

l i n k ,  a n d  y o u  c a n  v i e w  t h e  s i t e  a s  i f  y o u  w e r e  o n l i n e .  H T T r a c k  c a n  a l s o  u p d a t e  a n  e x i s t i n g  

m i r r o r e d  s i t e ,  a n d  r e s u m e  i n t e r r u p t e d  d o w n l o a d s .
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FIGURE 2.18: HTTrack Web Site Copier Screenshot

S u r f O f f l i n e

S o u r c e :  h t t p : / / w w w . s u r f o f f l i n e . c o m  

S u r f O f f l i n e  is  a w e b s i t e  d o w n l o a d  s o f t w a r e .  T h e  s o f t w a r e  a l l o w s  y o u  t o  d o w n l o a d  e n t i r e

w e b s i t e s  a n d  d o w n l o a d  w e b  p a g e s  t o  y o u r  l o c a l  h a r d  d r i v e .  A f t e r  d o w n l o a d i n g  t h e  t a r g e t

w e b s i t e ,  y o u  c a n  u s e  S u r f O f f l i n e  a s  a n  o f f l i n e  b r o w s e r  a n d  v i e w  d o w n l o a d e d  w e b  p a g e s  in  i t .  I f  

y o u  p r e f e r  t o  v i e w  d o w n l o a d e d  w e b p a g e s  in  a n o t h e r  b r o w s e r ,  y o u  c a n  u s e  t h e  E x p o r t  W i z a r d .  

S u r f O f f l i n e ' s  E x p o r t  W i z a r d  a l s o  a l l o w s  y o u  t o  c o p y  d o w n l o a d e d  w e b s i t e s  t o  o t h e r  c o m p u t e r s  in  

o r d e r  t o  v i e w  t h e m  l a t e r  a n d  p r e p a r e s  w e b s i t e s  f o r  b u r n i n g  t h e m  t o  a C D  o r  D V D .

J  SurfOffline Professional 2.1 Unregistered trial version. You have 30 day(s) left I ** 1 °  1 x
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i L  £ )  Zi O  Hi> O  ^  O Q j j  $

JuggyboyQuestion the Rules 

+  +

O  Promts
<5 New Project

1 m
P fo yw i Set Loaded b yt« Sutus

1: http:.׳'/www-juggyb... 0 0 Connecting

2: http7/www^u9gyb— 0 0 Con ra tin g

J: http--//www.;1>ggyb... 0 0 Connecting

*  http, / /  www /uggyfe.. 0 0 Connecting
S: http://www juggyb . 0 0 Connecting v J

■ _______________________S>m.«g 0 10*6*4 11 Queued S1 (1 <tem(*) rem*rfMng) Downloading p*ctu»e http־.//ww 1

FIGURE 2.19: SurfOffline screenshot

B l a c k W i d o w

S o u r c e :  h t t p : / / s o f t b v t e l a b s . c o m
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B l a c k W i d o w  is a w e b s i t e  s c a n n e r  f o r  b o t h  e x p e r t s  a n d  b e g i n n e r s .  I t  s c a n s  w e b s i t e s  ( i t ' s  a s i t e  

r i p p e r ) .  I t  c a n  d o w n l o a d  a n  e n t i r e  w e b s i t e  o r  p a r t  o f  a w e b s i t e .  I t  w i l l  b u i l d  a s i t e  s t r u c t u r e  f i r s t ,  

a n d  t h e n  d o w n l o a d s .  I t  a l l o w s  y o u  t o  c h o o s e  w h a t  t o  d o w n l o a d  f r o m  t h e  w e b s i t e .
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FIGURE 2.20: SurfOffline screenshot

W e b r i p p e r

S o u r c e :  h t t p : / / w w w . c a l l u n a - s o f t w a r e . c o m

W e b R i p p e r  is  a n  I n t e r n e t  s c a n n e r  a n d  d o w n l o a d e r .  I t  d o w n l o a d s  m a s s i v e  a m o u n t  o f  i m a g e s ,  

v i d e o s ,  a u d i o ,  a n d  e x e c u t a b l e  d o c u m e n t s  f r o m  a n y  w e b s i t e .  W e b R i p p e r  u s e s  s p i d e r - t e c h n o l o g y  

t o  f o l l o w  t h e  l i n k s  in  a l l  d i r e c t i o n s  f r o m  t h e  s t a r t - a d d r e s s .  I t  f i l t e r s  o u t  t h e  i n t e r e s t i n g  f i l e s ,  a n d  

a d d s  t h e m  t o  t h e  d o w n l o a d - q u e u e  f o r  d o w n l o a d i n g .

Y o u  c a n  r e s t r i c t  d o w n l o a d e d  i t e m s  b y  f i l e  t y p e ,  m i n i m u m  f i l e ,  m a x i m u m  f i l e ,  a n d  i m a g e  s i z e .  A l l  

t h e  d o w n l o a d e d  l i n k s  c a n  a l s o  b e  r e s t r i c t e d  b y  k e y w o r d s  t o  a v o i d  w a s t i n g  y o u r  b a n d w i d t h .
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FIGURE 2.21: Webripper screenshot

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  02 P a g e  146

http://www.calluna-software.com


E x a m  312-50 C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

W e b s ite  M i r r o r i n g  T o o ls  (E H
( C o n t ’d )  Urt.fi•* |  ttk.ul MmIm

PageNest
http://www.pagenest. comןWebsite Ripper Copier

o  http://www. tensons.com

Backstreet Browser
http://www. spadixbd. com

Teleport Pro
http://www. tenmax.com

,__ Offline Explorer Enterprise
http://www.metaproducts.com

GNU Wget
http://www.gnu.org

Portable Offline Browser
http://www. metaproducts.com

Proxy Offline Browser
http://www.proxy-offline-browser.com

« Hooeey Webprint
I 2־ A Z  J http://www.hooeeywebprint.com

iMiser
http://internetresearchtool.com
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W e b s i t e  M i r r o r i n g  T o o l s  ( C o n t ’ d )

In  a d d i t i o n  t o  t h e  w e b s i t e  m i r r o r i n g  t o o l s  m e n t i o n e d  p r e v i o u s l y ,  a f e w  m o r e  w e l l -  

k n o w n  t o o l s  a r e  m e n t i o n e d  a s  f o l l o w s :

9  W e b i s t e  R i p p e r  C o p i e r  a v a i l a b l e  a t  h t t p : / / w w w . t e n s o n s . c o m

£  T e l e p o r t  P r o  a v a i l a b l e  a t  h t t p : / / w w w . t e n m a x . c o m

©  P o r t a b l e  O f f l i n e  B r o w s e r  a v a i l a b l e  a t  h t t p : / / w w w . m e t a p r o d u c t s . c o m

Q  P r o x y  O f f l i n e  B r o w s e r  a v a i l a b l e  a t  h t t p : / / w w w . p r o x y - o f f l i n e - b r o w s e r . c o m

Q  i M i s e r  a v a i l a b l e  a t  h t t p : / / i n t e r n e t r e s e a r c h t o o l . c o m

©  P a g e N e s t  a v a i l a b l e  a t  h t t p : / / w w w . p a g e n e s t . c o m

0  B a c k s t r e e t  B r o w s e r  a v a i l a b l e  a t  h t t p : / / w w w . s p a d i x b d . c o m

©  O f f l i n e  E x p l o r e r  E n t e r p r i s e  a v a i l a b l e  a t  h t t p : / / w w w . m e t a p r o d u c t s . c o m

9  G N U  W g e t  a v a i l a b l e  a t  h t t p : / / w w w . g n u . o r g

H o o e e y  W e b p r i n t  a v a i l a b l e  a t  h t t p : / / w w w . h o o e e y w e b p r i n t . c o m
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E x t r a c t  W e b s i t e  I n f o r m a t i o n  f r o m
E I

----------------  h t t p : 7 / w w w .  a r c h i v e . o r g

A r c h i v e  is  a n  I n t e r n e t  A r c h i v e  W a y b a c k  M a c h i n e  t h a t  a l l o w s  y o u  t o  v i s i t  a r c h i v e d  v e r s i o n s  o f  

w e b s i t e s .  T h i s  a l l o w s  y o u  t o  g a t h e r  i n f o r m a t i o n  o n  a c o m p a n y ' s  w e b  p a g e s  s i n c e  t h e i r  c r e a t i o n .  

A s  t h e  w e b s i t e  w w w . a r c h i v e . o r g  k e e p s  t r a c k  o f  w e b  p a g e s  f r o m  t h e  t i m e  o f  t h e i r  i n c e p t i o n ,  y o u  

c a n  r e t r i e v e  e v e n  i n f o r m a t i o n  t h a t  h a s  b e e n  r e m o v e d  f r o m  t h e  t a r g e t  w e b s i t e .
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Monitoring Web Updates Using
Website Watcher

Website Watcher autom atically checks web pages fo r updates and changes

WebSite-Watcher 2012(112) .cockmartcwsw. 28 days available
[11*  goot/narks £h«ck Took Jcnpt Qptioni y*ew fcjelp Byy Now

change Statu* Last check
Warning: wtiole content _ 15:1-4

2012-07-18 1&2&22 CK. mibafccril Redirection 2012-07-18 16:2*33
200®-10-07 15515-27 OK 2008-10-07 15:4*30
20CS-10-C7 15744:4s CK.php882 Plugin ptoCm. 2008-10-07 15:44:49

a| ם j ♦l₪l^ rs
Sign In http:Vww1At.hotmail.com 
fAcrosoft Corpotatioru Software ... http://www.rn !uoicft com 

WebS«»e-Watch«f - Download http-7/www a^necom'dovmlea— 
-11'vww.a1gne1.com'fo»v»n׳'»/:WebSrte-Watcher - Support Forum http

e. Slay InW ebS ite - W atche

Hchpp rpjjuw Scfp̂ rwhot*; VWo< Cown<o.*d'. Buy Now Siionoft

Download WrbSite-Walctwr

WnbSlte• Wrtt< h r r  4 .4? 21-hit• 00ג•

I D ow loai | (4.3 *6) |w > rrf  | ( o  MB)

Sy«»׳n: MTintx/MaftfTA/2000/200VXP/Vteta 
V»fc1an Hrnlcyy
If r«J insta■ • ««׳*»or. do ne< unanslal your •Jutfiofl copy oI WebS**-W*tch«r - )״St install 0

Page T«t Analyse

h t t p : / / a i g n e s . c o m
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M o n i t o r i n g  W e b  U p d a t e s  U s i n g  W e b s i t e  W a t c h e r

S o u r c e :  h t t p : / / w w w . a i g n e s . c o m

W e b s i t e  W a t c h e r  is  u s e d  t o  k e e p  t r a c k  o f  w e b s i t e s  f o r  u p d a t e s  a n d  a u t o m a t i c  c h a n g e s .  W h e n  

a n  u p d a t e  o r  c h a n g e  o c c u r s ,  W e b s i t e  W a t c h e r  a u t o m a t i c a l l y  d e t e c t s  a n d  s a v e s  t h e  l a s t  t w o  

v e r s i o n s  o n t o  y o u r  d i s k ,  a n d  h i g h l i g h t s  c h a n g e s  in  t h e  t e x t .  I t  is  a u s e f u l  t o o l  f o r  m o n i t o r i n g  s i t e s  

t o  g a i n  c o m p e t i t i v e  a d v a n t a g e .

B e n e f i t s :

F r e q u e n t  m a n u a l  c h e c k i n g  o f  u p d a t e s  is n o t  r e q u i r e d .  W e b s i t e  W a t c h e r  c a n  a u t o m a t i c a l l y  

d e t e c t  a n d  n o t i f y  u s e r s  o f  u p d a t e s :

Q  I t  a l l o w s  y o u  t o  k n o w  w h a t  y o u r  c o m p e t i t o r s  a r e  d o i n g  b y  s c a n n i n g  y o u r  c o m p e t i t o r s  ׳

w e b s i t e s

©  T h e  s i t e  c a n  k e e p  t r a c k  o f  n e w  s o f t w a r e  v e r s i o n s  o r  d r i v e r  u p d a t e s  

©  I t  s t o r e s  i m a g e s  o f  t h e  m o d i f i e d  w e b s i t e s  t o  a d i s k
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FIGURE 2.23: W ebsite w atcher m on ito ring  web updates
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Footprinting Methodology CEH

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t i n g  M e t h o d o l o g y

S o  f a r  w e  h a v e  d i s c u s s e d  F o o t p r i n t i n g  t h r o u g h  s e a r c h  e n g i n e s  a n d  w e b s i t e  f o o t p r i n t i n g ,  

t h e  t w o  i n i t i a l  p h a s e s  o f  f o o t p r i n t i n g  m e t h o d o l o g y .  N o w  w e  w i l l  d i s c u s s  e m a i l  f o o t p r i n t i n g .

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

T h i s  s e c t i o n  d e s c r i b e s  h o w  t o  t r a c k  e m a i l  c o m m u n i c a t i o n s ,  h o w  t o  c o l l e c t  i n f o r m a t i o n  f r o m  

e m a i l  h e a d e r s ,  a n d  e m a i l  t r a c k i n g  t o o l s .
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Tracking Email Communications c(•ttifwtf 1

Eh
lt»K4l IlM

\
tm

J  Attacker tracks email to  gather inform ation about the physical location o f an 
ind iv idual to  perform  social engineering tha t in tu rn  may help in mapping 
target organization's ne tw ork

J  Email tracking is a method to  m on ito r and spy on the delivered emails to  the 
intended recipient

When the email was 
received and read

GPS location and 
map of the recipient

Time spent on reading 
the emails

i t
to them

Set messages to 
expire after a specified time

Track PDF and other types 
of attachments

Whether or 
not the recipient 

visited any links sent

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

T r a c k i n g  E m a i l  C o m m u n i c a t i o n s

E m a i l  t r a c k i n g  is a m e t h o d  t h a t  h e l p s  y o u  t o  m o n i t o r  a s  w e l l  a s  t o  t r a c k  t h e  e m a i l s  o f  a 

p a r t i c u l a r  u s e r .  T h i s  k i n d  o f  t r a c k i n g  is p o s s i b l e  t h r o u g h  d i g i t a l l y  t i m e  s t a m p e d  r e c o r d s  t o  r e v e a l  

t h e  t i m e  a n d  d a t e  a p a r t i c u l a r  e m a i l  w a s  r e c e i v e d  o r  o p e n e d  b y  t h e  t a r g e t .  A  l o t  o f  e m a i l  

t r a c k i n g  t o o l s  a r e  r e a d i l y  a v a i l a b l e  in  t h e  m a r k e t ,  u s i n g  w h i c h  y o u  c a n  c o l l e c t  i n f o r m a t i o n  s u c h  

a s  IP a d d r e s s e s ,  m a i l  s e r v e r s ,  a n d  s e r v i c e  p r o v i d e r  f r o m  w h i c h  t h e  m a i l  w a s  s e n t .  A t t a c k e r s  c a n  

u s e  t h i s  i n f o r m a t i o n  t o  b u i l d  t h e  h a c k i n g  s t r a t e g y .  E x a m p l e s  o f  e m a i l  t r a c k i n g  t o o l s  i n c l u d e :  

e M a i l T r a c k e r P r o  a n d  P a r a b e n  E - m a i l  E x a m i n e r .

B y  u s i n g  e m a i l  t r a c k i n g  t o o l s  y o u  c a n  g a t h e r  t h e  f o l l o w i n g  i n f o r m a t i o n  a b o u t  t h e  v i c t i m :

Geolocation: E s t i m a t e s  a n d  d i s p l a y s  t h e  l o c a t i o n  o f  t h e  r e c i p i e n t  o n  t h e  m a p  a n d  m a y  

e v e n  c a l c u l a t e  d i s t a n c e  f r o m  y o u r  l o c a t i o n .

Read duration: T -׳ h e  d u r a t i o n  o f  t i m e  s p e n t  b y  t h e  r e c i p i e n t  o n  r e a d i n g  t h e  m a i l  s e n t  b y  

t h e  s e n d e r .

Proxy detection: P -׳ r o v i d e s  i n f o r m a t i o n  a b o u t  t h e  t y p e  o f  s e r v e r  u s e d  b y  t h e  r e c i p i e n t .

Q Links: A l l o w s  y o u  t o  c h e c k  w h e t h e r  t h e  l i n k s  s e n t  t o  t h e  r e c i p i e n t  t h r o u g h  e m a i l  h a v e  

b e e n  c h e c k e d  o r  n o t .
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' ' Operating system: T h i s  r e v e a l s  i n f o r m a t i o n  a b o u t  t h e  t y p e  o f  o p e r a t i n g  s y s t e m  u s e d  b y  

t h e  r e c i p i e n t .  T h e  a t t a c k e r  c a n  u s e  t h i s  i n f o r m a t i o n  t o  l a u n c h  a n  a t t a c k  b y  f i n d i n g  

l o o p h o l e s  in  t h a t  p a r t i c u l a r  o p e r a t i n g  s y s t e m .

Q Forward email: W h e t h e r  o r  n o t  t h e  e m a i l  s e n t  t o  y o u  is  f o r w a r d e d  t o  a n o t h e r  p e r s o n  

c a n  b e  d e t e r m i n e d  e a s i l y  b y  u s i n g  t h i s  t o o l .
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CEHCollecting Information from 
Email Header

d־ e s i g n a t e s  1 0 . 2 2 4 . 2 0 5 . 1 3 7  a s  p e r m i t t e d

fc m ; d k im = p a s s

The address from  which 
the message was sent

n u m b e r assigned  

.google.com to 
itify them e:

D a te  a n d  t im e  re ce ive d  

b y  t h e  o r ig in a to r 's  

email servers

D e l i v o r e d - T o : -  _ @ g m a il .c o m
R e c e i v e d :  b y  1 0 . 1 1 2 . 3 9 . 1 6 7  w i t h  SMTP i d  q 7 c j  

F r i ,  1 J u n  2 0 1 2  2 1 : 2 4 : 0 1  -OTOOif^
R e t u r n - P a t h : e- - •*״ >  r m a @ g m a il .c o m >
R e c e i v e d - S P F :  p a s s  ( g o o g l e .c o m :  d o m a in  o f  
s e n d e r )  c l i e n t ־ i p = 1 0 . 2 2 4 . 2 0 5 .1377 
A u t h e n t i c a t i o n - R e s u l t s : |m ^ g o o g ^ ^ ^ o m j |
1 0 . 2 2 4 . 2 0 5 . 1 3 7  a s  p e r m i ^ ? ? ^  
h e a d e r . i« ;_  •»«-*.. * rm a @ g m a il.c o m  
R e c e i v e d :  f r o m r a r . g o o g l e . c o m  ( [ 1 0 . 2 2 4 . 2 0 5 . 1 3 7 ] )

!hY  w ir.h  SMTP Iri f r » ^ . . n ^ 8 5 7 0 q a b . 3 9 .1 3 1
I F r i ,  01 J u n  2Q12 2 1 ;2 4 :Q Q  -0 7 0 0  ( P D T )I —

Sender's mail serverm3
SratpTml^H

e c t : f r o m : t o

75MxDR82־P-t!

A u th e n tic a tio n  s ystem  

used by sender's 
mail server

d=gm a 1 1 . co m ; 3 = 2 0 1 2 0 1 1 3 ;  
h - m i m e - v e r s i o n : i n - r e p l y - t o :

: c o n t e n t - t y p e ;  
b h = T G E IP b 4 ti7 g f Q G + g h h 7 0 k P j  k x + T t / iA C lfl 
b —K guZ L T L fg2+ Q Z X zZ K exlN nvR cnD P־t־/ 4 t-Nkl־

A u n iq u e
l . c o m >  j  b m

..־'חזי־׳'־׳ '

b1PK3eJ3Uf/CsaBZW r>TTOXLaKOAGrP3BOt92M CZFxeUUQ9uwL/xHAI.SnkoUTF.EAKGqOC
0d9hD 59D 30X l8K A C 7Z m kblG zX m V 4D lW ffC L 894R dH B O U oM zR w O W W Iib95all38cqtlfP
ZhrW FK h5xSnZ X sE 73xZ PE Y zp7yeeC eQ uY H Z N G slK xc07xQ jeZ uw +H W K /vR 6xC hD JapZ 4
K 5Z A fY Zm kIkFX +V dLZqu7Y G Fzy60H cuP16y3/C 2fX H V d3uY ״> n M T /y ec v h C V 0 8 0 g 7 F K t6
/K zw -■

M IM E -V e ra io n : 1 .0
R e c e iv e d ;  by  1 0 .2 2 4 .2 0 5 .1 3 7  w i th  SMTP i d  fq9;

F r i ,  01 J u n  2 0 1 2  2 1 : 2 4 : 0 0  -0 7 0 0  (PDT)
R e c e i v e d :  b y  1 0 . 2 2 9 . 2 3 0 . 7 9  w i t h  HTTP; F r i  
I n - R e p l y - T o :  <CA O Y W A TT lzdD X E308D 2rhiE4Ber 
Refer^aa 
D a te

1040318 ;

nO’-E M JcgfgX + m U f jB  t t 2 s y 2 d X A 0 m a i l . g m a i l  .com >  
1LUTIONS : : :

■ e rm a 6 g m a il .c o m > ץ 

r 0 y a h o o .c o m >Sender's full nam e

» f aranrai • ( f  anYHftTT 1 rrinytr Infi n? rh i F if■

ubj ן——ן  o;

\ l . com ,
> LUTIONS( ־
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C o l l e c t i n g  I n f o r m a t i o n  f r o m  E m a i l  H e a d e r s

A n  e m a i l  h e a d e r  is t h e  i n f o r m a t i o n  t h a t  t r a v e l s  w i t h  e v e r y  e m a i l .  I t  c o n t a i n s  t h e  

d e t a i l s  o f  t h e  s e n d e r ,  r o u t i n g  i n f o r m a t i o n ,  d a t e ,  s u b j e c t ,  a n d  r e c i p i e n t .  T h e  p r o c e s s  o f  v i e w i n g  

t h e  e m a i l  h e a d e r  v a r i e s  w i t h  d i f f e r e n t  m a i l  p r o g r a m s .

C o m m o n l y  u s e d  e m a i l  p r o g r a m s :

© S m a r t e r M a i l  W e b m a i l

© O u t l o o k  E x p r e s s  4 - 6

e O u t l o o k  2 0 0 0 - 2 0 0 3

e O u t l o o k  2 0 0 7

© E u d o r a  4 . 3 / 5 . 0

© E n t o u r a g e

© N e t s c a p e  M e s s e n g e r  4 . 7

© M a c M a i l

T h e  f o l l o w i n g  is  a s c r e e n s h o t  o f  a s a m p l e  e m a i l  h e a d e r .
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D e l iv e r e d - T o : g׳»«! «»■ ««-«-. 8  ma i l . c o m
R e c e iv e d :  b y  1 0 .1 1 2 .  39". 167 w i t h  SMTP i d  q 7 c s p 4 8 9 4 1 2 1 b k ;

F r i ,  1 J u n  2 0 1 2  2 1 :2 4 :0 1  - 0 7 0 0  (PDT)
R e tu r n - P a t h :  < »•-— - e rm a @ g m a il.c o m >
R e c e iv e d -S P F :  p a s s  ( g o o g le .c o m :  d o m a in  o f  ■ 1 e n n a 0 g m a il.c o m  d e s ig n a t e s  1 0 . 2 2 4 .2 0 5 .1 3 7  a s  p e r m i t t e d  
s e n d e r )  c l i e n t - i p = 1 0 . 2 2
A u t h e n t i c a t i o n - R e s u l t s : p n r 7 g o o g l^ ^ o m » J  3 p f - p a 3 3  ( g o o g le .c o m :  d o m a in  o f   e r m a 8 g m a il .c o m  d e s ig n a t e s
1 0 .2 2 4 .2 0 5 .1 3 7  a s  p e r m i t t e d  s e n a e r j  s mt p . ma i l 3 - ־  ׳ r ma g g ma i l . c o m;  d k im = p a s s
h e a d e r .  i= ;    ? rm a 8 g m a il.c o m
R e c e iv e d :  f r o m m r . g o o g le . c o m  ( [ 1 0 . 2 2 4 . 2 0 5 . 1 3 7 ] )

h v  i n . ? ? < 7 - ו ו5ר . ו<?  w in ,  s m t p  in  ^ , 0 ^ < ; 7 8 » ; 7 0 ^ . 4ר 0 7 1ו(7 ר1 ר « .><ר1*  (n um _hops  =  1 ) ;
| F n ,  01 Ju n  201 2  2 1 :2 4 :0 0  -0 7 0 0  (P D T )!

D K IM - S ig n a t u r e : v = l / l ^ ^ r s a - s h a ^ ^ o / J  c = r e la x e d / r e la x e d ;  
d=gm a i  1 .  com ; ? 01 2011
h = m im e - v e r s io n : i n - r e p l y - t o : r e f e r e n c e s : d a t e : m e s s a g e - id : s u b je c t : f r o m : t o  

: c o n t e n t - t y p e ;  
b h = T G E IP b 4 ti7 g fQ G + g h h 7 0 k P jk x 4 T t/iA C lP P y W m N g Y H c = ;
b ־ K g u Z L T L fg 2 + Q Z X zZ K e x lN n vR cn D /+ P 4 + N k5 N K S P tG 7 u H X D sfv /h G H 4 6 e 2 F + 7 5 M xD R 8  

b lPK3eJ3U f/C saB Z W D IT O X LaK O A G rP 3B O t92M C ZFxeU U Q 9uw L/xH A LS nkeU IE E eK G qO C  
o a 9 h D 5 9 D 3 o X I8 K A C 7 Z m k b lG z X m V 4 D lW ffC L 8 9 4 R a M B 0 U o M z R w 0 W W Iib 9 5 a lI3 8 c q tlfP  
Z h rW F K h 5xS nZ X sE 73 xZ P E Y zp7yecC eQ uY H Z N G slK xc07xQ jeZ uw +H W K /vR 6xC h D JapZ 4 
K5 Z A f Y Z m kI kFX4-V dLZ qu7Y G Fzy60H c u P l6 y S /C 2  fX H V d su Y a m M T /ye cvh C V o 8 0 g 7 F K t 6 
/ K z w -  

M IM E - V e rs io n :  1 .0
R e c e iv e d :  b y  1 0 .2 2 4 .2 0 5 .1 3 7  w i t h  SMTP i d  fq 9 m r6 7 0 4 5 8 6 q a b .3 9 .1 3 3 8 6 1 1 0 4 0 3 1 8 ;

F r i ,  01 J u n  2 0 1 2  2 1 : 2 4 : 0 0  - 0 7 0 0  (PDT)
R e c e iv e d :  b y  1 0 . 2 2 9 . 2 3 0 .7 9  w i t h  HTTP; F r i ,  1 J u n  20 1 2  2 1 : 2 3 : 5 9  - 0 7 0 0  (PDT)
I n - R e p ly - T o :  <C A O Y W A T T lz d D X E 3 o 8 D 2 rh iE 4 B e r2 M tV 0 u h ro 6 r4 7 M u 7 c 8 u b p 8 E g @ m a il.g m a il.c o m > 
R e fe r o f l£ g a ^ ^ £ £ 2 i j i£ 2 £ l£ d f iJ S £ 2 a 2 £ 2 iJ i^ 4 ^ e r 2 M tV O u h ro 6 r+ 7 M u 7 c 8 u b p 8 E g 0 m a il. g m a i l . com>
D a te : | S a t ,  7 Ju n  201?  0 9 : 5 3 : 5 9  405 30  1
M e s s a g e - i t :  <(!:AM ivoX'fl !1cf£1־n £ 'w !iW < i5 z ih N n O -E M J c g fg X + m U fjB _ t t 2 s y 2 d X A 0 m a i l . g m a i l . com>
S u b j e j ^ ^ i i ״ _ _ _ j i * , _ 0 L U T I 0 N S  : : :
F r o m :|     ■ ■ ~  M i r z a |< ״  - • - e rm a p g m a i l. com>
T o : i f t s a m a i i . com ,

• 1LUTI0NS < • • - *  - - ־ -  t io n s 8 g m a i l . c o m > , ■ tm> ־1̂  ■ ■ ... —  a A k  e r8 y a h o o .c o m > ,

FIGURE 2.24: Email header screenshot

T h i s  e m a i l  h e a d e r  c o n t a i n s  t h e  f o l l o w i n g  i n f o r m a t i o n :

e S e n d e r ' s  m a i l  s e r v e r

e D a t a  a n d  t i m e  r e c e i v e d  b y  t h e  o r i g i n a t o r ' s  e m a i l  s e r v e r s

e A u t h e n t i c a t i o n  s y s t e m  u s e d  b y  s e n d e r ' s  m a i l  s e r v e r

e D a t a  a n d  t i m e  o f  m e s s a g e  s e n t

e A  u n i q u e  n u m b e r  a s s i g n e d  b y  m r . g o o g l e . c o m  t o  i d e n t i f y  t h e  m e s s a g e

e S e n d e r ' s  f u l l  n a m e

e S e n d e r s  IP a d d r e s s

e T h e  a d d r e s s  f r o m  w h i c h  t h e  m e s s a g e  w a s  s e n t

T h e  a t t a c k e r  c a n  t r a c e  a n d  c o l l e c t  a l l  o f  t h i s  i n f o r m a t i o n  b y  p e r f o r m i n g  a d e t a i l e d  a n a l y s i s  o f  t h e  

c o m p l e t e  e m a i l  h e a d e r .
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CEHE m a i l  T r a c k in g  T o o ls

Email Lookup - Free Email Tracker
T ra c e  E m a il -  T ra c k  E m a il

Email Header Analysis

IP Address: 72.52.192 147 (host.marhsttanrrediagroup.con)
IP Address Country: Unred States
ip  continent north America
IP Address City Location: Lansing
IP Address Region: Michigan
IP Address Latitude: *2.7257.
IP Address longtitude: -84.636
Organ i rat on: So jrcoDNS

tmaii Lookup wap (snow nide)

M ap Satellite

Bath Charter 
Township

*Oond w  *

-־  ( f t  E03tLansing Lansing

/

IVac dfeta 82012 Gooole - Terms of Use Report a map eI־

Email Metrics

1 י 1 1! I I j ! . !  ! f I !  I I ! ! ! ! ! ! ! !

Em ail L oo ku p  -  Free Em ail Track er (http://www.ipaddresslocation.org)
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P o lite M a il (http://www.politemail.com)

E m a i l  T r a c k i n g  T o o l s

E m a i l  t r a c k i n g  t o o l s  a l l o w  y o u  t o  t r a c k  a n  e m a i l  a n d  e x t r a c t  i n f o r m a t i o n  s u c h  as  

s e n d e r  i d e n t i t y ,  m a i l  s e r v e r ,  s e n d e r ' s  IP  a d d r e s s ,  e t c .  Y o u  c a n  u s e  t h e  e x t r a c t e d  i n f o r m a t i o n  t o  

a t t a c k  t h e  t a r g e t  o r g a n i z a t i o n ' s  s y s t e m s  b y  s e n d i n g  m a l i c i o u s  e m a i l s .  N u m e r o u s  e m a i l  t r a c k i n g  

t o o l s  a r e  r e a d i l y  a v a i l a b l e  in  t h e  m a r k e t .

T h e  f o l l o w i n g  a r e  a f e w  c o m m o n l y  u s e d  e m a i l  t r a c k i n g  t o o l s :

e M a i l T r a c k e r P r o

S o u r c e :  h t t p : / / w w w . e m a i l t r a c k e r p r o . c o m

e M a i l T r a c k e r P r o  is  a n  e m a i l  t r a c k i n g  t o o l  t h a t  a n a l y z e s  e m a i l  h e a d e r s  a n d  r e v e a l s  i n f o r m a t i o n  

s u c h  a s  s e n d e r ' s  g e o g r a p h i c a l  l o c a t i o n ,  IP a d d r e s s ,  e t c .  I t  a l l o w s  y o u  t o  r e v i e w  t h e  t r a c e s  l a t e r  

b y  s a v i n g  a l l  p a s t  t r a c e s .
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FIGURE 2.25: eMailTrackerPro showing geographical location o f sender

P o l i t e M a i l

S o u r c e :  h t t p : / / w w w . p o l i t e m a i l . c o m

P o l i t e M a i l  is  a n  e m a i l  t r a c k i n g  t o o l  f o r  O u t l o o k .  I t  t r a c k s  a n d  p r o v i d e s  c o m p l e t e  d e t a i l s  a b o u t  

w h o  o p e n e d  y o u r  m a i l  a n d  w h i c h  d o c u m e n t  h a s  b e e n  o p e n e d ,  a s  w e l l  a s  w h i c h  l i n k s  a r e  b e i n g  

c l i c k e d  a n d  r e a d .  I t  o f f e r s  m a i l  m e r g i n g ,  s p l i t  t e s t i n g ,  a n d  f u l l  l i s t  m a n a g e m e n t  i n c l u d i n g  

s e g m e n t i n g .  Y o u  c a n  c o m p o s e  a n  e m a i l  c o n t a i n i n g  m a l i c i o u s  l i n k s  a n d  s e n d  i t  t o  t h e  e m p l o y e e s  

o f  t h e  t a r g e t  o r g a n i z a t i o n  a n d  k e e p  t r a c k  o f  y o u r  e m a i l .  I f  t h e  e m p l o y e e  c l i c k s  o n  t h e  l i n k ,  h e  o r  

s h e  is  i n f e c t e d  a n d  y o u  w i l l  b e  n o t i f i e d .  T h u s ,  y o u  c a n  g a i n  c o n t r o l  o v e r  t h e  s y s t e m  w i t h  t h e  

h e l p  o f  t h i s  t o o l .

FIGURE 2.26: Politem ail screenshot

E m a i l  L o o k u p  -  F r e e  E m a i l  T r a c k e r

W W W
S o u r c e :  h t t p : / / w w w . i p a d d r e s s l o c a t i o n . o r g

NIC
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E m a i l  L o o k u p  is a n  e m a i l  t r a c k i n g  t o o l  t h a t  d e t e r m i n e s  t h e  IP a d d r e s s  o f  t h e  s e n d e r  b y  a n a l y z i n g  

t h e  e m a i l  h e a d e r .  Y o u  c a n  c o p y  a n d  p a s t e  t h e  e m a i l  h e a d e r  i n t o  t h i s  e m a i l  t r a c k i n g  t o o l  a n d  

s t a r t  t r a c i n g  e m a i l .
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E m a i l  L o o k u p  -  F r e e  E m a i l  T r a c k e r

T ra c e  E m a i l  • T ra c k  E m a i l

Email Header Analysis

IP Address: 72.52.192.147 (host manhattanmed1agroup.com)
IP Address Country: United States fei
IP Continent: North America
IP Address City Location: Lansng
IP Address Region: Michigan
IP Address Latitude: 42 7257,
IP Address Longtitude: -84 636 
Organization: SourceDNS

Email Lookup Map (show/hide)

FIGURE 2.27: Email Lookup S creenshot
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CEHE m a i l  T r a c k in g  T o o ls
( C o n t ’d )

P o in to fm a il
http://www.pointofm ail. com

Read N o tify
http://www. re ad notify, com

Super Email M a rke tin g  
S o ftw are
http://www.bulk-email-marketing-software.net

© D idTheyR eadlt
http://www. didtheyreadit. com

' — ■

W hoR eadM e
http://whoreadme. com

G e tN o tify
h ttn ■  / / iajiaj\aj nt>\http://www.getnotify.com

Trace Email
http://whatism yipaddress. com

MSGTAG
http://www.msgtag.com

Zendio G-Lock A na ly tics
S ' /  http://www.zendio.com ' m http://glockanalytics.com

J J S > a  —
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E m a i l  T r a c k i n g  T o o l s  ( C o n t ’ d )

M  R e a d  N o t i f y

--------- S o u r c e :  h t t p : / / w w w . r e a d n o t i f y . c o m

R e a d  N o t i f y  p r o v i d e s  a n  e m a i l  t r a c k i n g  s e r v i c e .  I t  n o t i f i e s  y o u  w h e n  a t r a c k e d  e m a i l  is  o p e n e d ,  

r e - o p e n e d ,  o r  f o r w a r d e d .  R e a d  N o t i f y  t r a c k i n g  r e p o r t s  c o n t a i n  i n f o r m a t i o n  s u c h  a s  c o m p l e t e  

d e l i v e r y  d e t a i l s ,  d a t e  a n d  t i m e  o f  o p e n i n g ,  g e o g r a p h i c  l o c a t i o n  o f  r e c i p i e n t ,  v i s u a l i z e d  m a p  o f  

l o c a t i o n ,  IP a d d r e s s  o f  t h e  r e c i p i e n t s ,  r e f e r r e r  d e t a i l s  ( i . e . ,  i f  a c c e s s e d  v i a  w e b  e m a i l  a c c o u n t  

e t c . ) ,  e t c .

^  D i d T h e y R e a d l t

S o u r c e :  h t t p : / / w w w . d i d t h e y r e a d i t . c o m

D i d T h e y R e a d l t  is a n  e m a i l  t r a c k i n g  u t i l i t y .  In  o r d e r  t o  u s e  t h i s  u t i l i t y  y o u  n e e d  t o  s i g n  u p  f o r  a n  

a c c o u n t .  T h e n  y o u  n e e d  t o  a d d  " . D i d T h e y R e a d l t . c o m "  t o  t h e  e n d  o f  t h e  r e c i p i e n t ' s  e - m a i l  

a d d r e s s .  F o r  e x a m p l e ,  i f  y o u  w e r e  s e n d i n g  a n  e - m a i l  t o  e l l e n @ a o l . c o m , y o u ' d  j u s t  s e n d  i t  t o  

e l l e n @ a o l . c o m . D i d T h e y R e a d l t . c o m  i n s t e a d ,  a n d  y o u r  e m a i l  w o u l d  b e  t r a c k e d ,  e l l e n @ a o l . c o m  

w o u l d  n o t  s e e  t h a t  y o u  a d d e d  . D i d T h e y R e a d l t . c o m  t o  h e r  e m a i l  a d d r e s s .  T h i s  u t i l i t y  t r a c k s  e v e r y  

e m a i l  t h a t  y o u  s e n d  i n v i s i b l y ,  w i t h o u t  a l e r t i n g  t h e  r e c i p i e n t .  I f  t h e  u s e r  o p e n s  y o u r  m a i l ,  t h e n  i t
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i n f o r m s  y o u  w h e n  y o u r  m a i l  w a s  o p e n e d ,  h o w  l o n g  y o u r  e m a i l  r e m a i n e d  o p e n ,  a n d  t h e  

g e o g r a p h i c  l o c a t i o n  w h e r e  y o u r  e m a i l  w a s  v i e w e d .

T r a c e E m a i l

S o u r c e :  h t t p : / / w h a t i s m y i p a d d r e s s . c o m

T h e  T r a c e E m a i l  t o o l  a t t e m p t s  t o  l o c a t e  t h e  s o u r c e  IP a d d r e s s  o f  a n  e m a i l  b a s e d  o n  t h e  e m a i l  

h e a d e r s .  Y o u  j u s t  n e e d  t o  c o p y  a n d  p a s t e  t h e  f u l l  h e a d e r s  o f  t h e  t a r g e t  e m a i l  i n t o  t h e  H e a d e r s  

b o x  a n d  t h e n  c l i c k  t h e  G e t  S o u r c e  b u t t o n .  I t  s h o w s  t h e  e m a i l  h e a d e r  a n a l y s i s  a n d  r e s u l t s .

T h i s  E m a i l  h e a d e r  a n a l y s i s  t o o l  d o e s  n o t  h a v e  t h e  a b i l i t y  t o  d e t e c t  f o r g e d  e m a i l s  h e a d e r s .  T h e s e  

f o r g e d  e m a i l  h e a d e r s  a r e  c o m m o n  in  m a l i c i o u s  e m a i l  a n d  s p a m .  T h i s  t o o l  a s s u m e s  a l l  m a i l  

s e r v e r s  a n d  e m a i l  c l i e n t s  in  t h e  t r a n s m i s s i o n  p a t h  a r e  t r u s t w o r t h y .

M S G T A G

S o u r c e :  h t t p : / / w w w . m s g t a g . c o m

M S G T A G  is  W i n d o w s  e m a i l  t r a c k i n g  s o f t w a r e  t h a t  u s e s  a r e a d  r e c e i p t  t e c h n o l o g y  t o  t e l l  y o u  

w h e n  y o u r  e m a i l s  a r e  o p e n e d  a n d  w h e n  y o u r  e m a i l s  a r e  a c t u a l l y  r e a d .  T h i s  s o f t w a r e  a d d s  a 

s m a l l  t r a c k  a n d  t r a c e  t a g  t h a t  is u n i q u e  t o  e a c h  e m a i l  y o u  n e e d  d e l i v e r y  c o n f i r m a t i o n  f o r .  W h e n  

t h e  e m a i l  is  o p e n e d  a n  e m a i l  t r a c k i n g  c o d e  is  s e n t  t o  t h e  M S G T A G  e m a i l  t r a c k i n g  s y s t e m  a n d  a n  

e m a i l  r e a d  c o n f i r m a t i o n  is d e l i v e r e d  t o  y o u .  M S G T A G  w i l l  n o t i f y  y o u  w h e n  t h e  m e s s a g e  is r e a d  

v i a  a n  e m a i l e d  c o n f i r m a t i o n ,  a p o p - u p  m e s s a g e ,  o r  a n  S M S  t e x t  m e s s a g e .

v S W ,  Z e n d i o

S o u r c e :  h t t p : / / w w w . z e n d i o . c o m

Z e n d i o ,  t h e  e m a i l  t r a c k i n g  s o f t w a r e  a d d - i n  f o r  O u t l o o k ,  n o t i f i e s  y o u  o n c e  y o u r  r e c i p i e n t  r e a d s  

t h e  e m a i l ,  s o  y o u  c a n  f o l l o w  u p ,  k n o w i n g  w h e n  t h e y  r e a d  i t  a n d  i f  t h e y  c l i c k e d  o n  a n y  l i n k s  

i n c l u d e d  in  t h e  e m a i l .

P o i n t o f m a i l

S o u r c e :  h t t p : / / w w w . p o i n t o f m a i l . c o m

P o i n t o f m a i l . c o m  is  a p r o o f  o f  r e c e i p t  a n d  r e a d i n g  s e r v i c e  f o r  e m a i l .  I t  e n s u r e s  r e a d  r e c e i p t s ,  

t r a c k s  a t t a c h m e n t s ,  a n d  l e t s  y o u  m o d i f y  o r  d e l e t e  s e n t  m e s s a g e s .  I t  p r o v i d e s  d e t a i l e d  

i n f o r m a t i o n  a b o u t  t h e  r e c i p i e n t ,  f u l l  h i s t o r y  o f  e m a i l  r e a d s  a n d  f o r w a r d s ,  l i n k s  a n d  a t t a c h m e n t s  

t r a c k i n g ,  e m a i l ,  a n d  w e b  a n d  S M S  t e x t  n o t i f i c a t i o n s .

3 ו י  S u p e r  E m a i l  M a r k e t i n g  S o f t w a r e

S o u r c e :  h t t p : / / w w w . b u l k - e m a i l - m a r k e t i n g - s o f t w a r e . n e t

S u p e r  E m a i l  M a r k e t i n g  S o f t w a r e  is  a p r o f e s s i o n a l  a n d  s t a n d a l o n e  b u l k  m a i l e r  p r o g r a m .  I t  h a s  

t h e  a b i l i t y  t o  s e n d  m a i l s  t o  a l i s t  o f  a d d r e s s e s .  I t  s u p p o r t s  b o t h  t e x t  a s  w e l l  a s  H T M L  f o r m a t t e d  

e m a i l s .  A l l  d u p l i c a t e  e m a i l  a d d r e s s e s  a r e  r e m o v e d  a u t o m a t i c a l l y  b y  u s i n g  t h i s  a p p l i c a t i o n .  E a c h  

m a i l  is s e n t  i n d i v i d u a l l y  t o  t h e  r e c i p i e n t  s o  t h a t  t h e  r e c i p i e n t  c a n  o n l y  s e e  h i s  o r  h e r  e m a i l  in  t h e
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e m a i l  h e a d e r .  I t  s a v e s  t h e  e m a i l  a d d r e s s e s  o f  t h e  s u c c e s s f u l  s e n t  m a i l s  a s  w e l l  a s  t h e  f a i l e d  m a i l s  

t o  a t e x t ,  C S V , T S V  o r  M i c r o s o f t  E x c e l  f i l e .
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W h o R e a d M e

" 5 ©׳  o u r c e :  h t t p : / / w h o r e a d m e . c o m

W h o R e a d M e  is  a n  e m a i l  t r a c k i n g  t o o l .  I t  is  c o m p l e t e l y  i n v i s i b l e  t o  r e c i p i e n t s .  T h e  r e c i p i e n t s  w i l l  

h a v e  n o  i d e a  t h a t  t h e  e m a i l s  s e n t  t o  t h e m  a r e  b e i n g  t r a c k e d .  T h e  s e n d e r  is  n o t i f i e d  e v e r y  t i m e  

t h e  r e c i p i e n t  o p e n s  t h e  m a i l  s e n t  b y  t h e  s e n d e r .  I t  t r a c k s  i n f o r m a t i o n  s u c h  a s  t y p e  o f  o p e r a t i n g  

s y s t e m  a n d  b r o w s e r  u s e d ,  A c t i v e  X  C o n t r o l s ,  CSS v e r s i o n ,  d u r a t i o n  b e t w e e n  t h e  m a i l s  s e n t  a n d  

r e a d  t i m e ,  e t c .

G e t N o t i f y

S o u r c e :  h t t o : / / w w w . g e t n o t i f y . c o m

G e t N o t i f y  is  a n  e m a i l  t r a c k i n g  t o o l  t h a t  s e n d s  n o t i f i c a t i o n s  w h e n  t h e  r e c i p i e n t  o p e n s  a n d  r e a d s  

t h e  m a i l .  I t  s e n d s  n o t i f i c a t i o n s  w i t h o u t  t h e  k n o w l e d g e  o f  r e c i p i e n t .

I  r  G ־ L o c k  A n a l y t i c s

ץ—׳  S o u r c e :  h t t p : / / g l o c k a n a l y t i c s . c o m

G - L o c k  A n a l y t i c s  is  a n  e m a i l  t r a c k i n g  s e r v i c e .  T h i s  a l l o w s  y o u  t o  k n o w  w h a t  h a p p e n s  t o  y o u r  

e m a i l s  a f t e r  t h e y  a r e  s e n t .  T h i s  t o o l  r e p o r t s  t o  y o u  h o w  m a n y  t i m e s  t h e  e m a i l  w a s  p r i n t e d  a n d  

f o r w a r d e d .
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Footprinting Methodology CEH

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google
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F o o t p r i n t i n g  M e t h o d o l o g y

T h e  n e x t  p h a s e  in  f o o t p r i n t i n g  m e t h o d o l o g y  a f t e r  e m a i l  f o o t p r i n t i n g  is  c o m p e t i t i v e  

i n t e l l i g e n c e .

C o m p e t i t i v e  i n t e l l i g e n c e  is a p r o c e s s  t h a t  g a t h e r s ,  a n a l y z e s ,  a n d  d i s t r i b u t e s  i n t e l l i g e n c e  a b o u t  

p r o d u c t s ,  c u s t o m e r s ,  c o m p e t i t o r s ,  a n d  t e c h n o l o g i e s  u s i n g  t h e  I n t e r n e t .  T h e  i n f o r m a t i o n  t h a t  is 

g a t h e r e d  c a n  h e l p  m a n a g e r s  a n d  e x e c u t i v e s  o f  a c o m p a n y  m a k e  s t r a t e g i c  d e c i s i o n s .  T h i s  

s e c t i o n  is  a b o u t  c o m p e t i t i v e  i n t e l l i g e n c e  g a t h e r i n g  a n d  s o u r c e s  w h e r e  y o u  c a n  g e t  v a l u a b l e  

i n f o r m a t i o n .
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Competitive Intelligence 
Gathering

0

0

ר

J  C om petitive intelligence is the  process o f id e n tify in g , gathering, 
analyzing, ve rify ing , and using in fo rm a tio n  about your com petito rs 
from  resources such as the  In ternet

J  C om petitive intelligence is non -in te rfe rin g  and sub tle  in nature

Sou rce s of Competitive Intelligence
♦

1 Com pany w ebsites and em p loym ent ads 6 Social engineering employees ׳ 

7 Product catalogues and reta il outlets 

Analyst and regu latory reports

Custom er and vendor interviews

1 0  Agents, d istributors, and suppliers

2  Search engines, Internet, and on line  databases

3 Press releases and annual reports

-  Trade journa ls, conferences, and newspaper

5 Patent and tradem arks

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

C o m p e t i t i v e  I n t e l l i g e n c e  G a t h e r i n g

V a r i o u s  t o o l s  a r e  r e a d i l y  a v a i l a b l e  in  t h e  m a r k e t  f o r  t h e  p u r p o s e  o f  c o m p e t i t i v e  

i n t e l l i g e n c e  g a t h e r i n g .

A c q u i s i t i o n  o f  i n f o r m a t i o n  a b o u t  p r o d u c t s ,  c o m p e t i t o r s ,  a n d  t e c h n o l o g i e s  o f  a c o m p a n y  u s i n g  

t h e  I n t e r n e t  is  d e f i n e d  a s  c o m p e t i t i v e  i n t e l l i g e n c e .  C o m p e t i t i v e  i n t e l l i g e n c e  is  n o t  j u s t  a b o u t  

a n a l y z i n g  c o m p e t i t o r s  but also analyzing their products, customers, suppliers, e t c .  t h a t  i m p a c t  

t h e  o r g a n i z a t i o n .  I t  is  n o n - i n t e r f e r i n g  a n d  s u b t l e  in  n a t u r e  c o m p a r e d  t o  t h e  d i r e c t  i n t e l l e c t u a l  

p r o p e r t y  t h e f t  c a r r i e d  o u t  t h r o u g h  h a c k i n g  o r  i n d u s t r i a l  e s p i o n a g e .  I t  m a i n l y  c o n c e n t r a t e s  o n  

t h e  e x t e r n a l  b u s i n e s s  e n v i r o n m e n t .  I t  g a t h e r s  i n f o r m a t i o n  e t h i c a l l y  a n d  l e g a l l y  i n s t e a d  o f  

g a t h e r i n g  i t  s e c r e t l y .  A c c o r d i n g  t o  Cl p r o f e s s i o n a l s ,  i f  t h e  i n t e l l i g e n c e  i n f o r m a t i o n  g a t h e r e d  is 

n o t  u s e f u l ,  t h e n  i t  is n o t  c a l l e d  i n t e l l i g e n c e .  C o m p e t i t i v e  i n t e l l i g e n c e  is  p e r f o r m e d  f o r  

d e t e r m i n i n g :

©  W h a t  t h e  c o m p e t i t o r s  a r e  d o i n g

©  H o w  c o m p e t i t o r s  a r e  p o s i t i o n i n g  t h e i r  p r o d u c t s  a n d  s e r v i c e s  

Sources of Competitive Intelligence:

C o m p a n y  w e b s i t e s  a n d  e m p l o y m e n t  a d s

S  S e a r c h  e n g i n e s ,  I n t e r n e t ,  a n d  o n l i n e  d a t a b a s e s
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e P r e s s  r e l e a s e s  a n d  a n n u a l  r e p o r t s

e T r a d e  j o u r n a l s ,  c o n f e r e n c e s ,  a n d  n e w s p a p e r s

e P a t e n t s  a n d  t r a d e m a r k s

e S o c ia l  e n g i n e e r i n g  e m p l o y e e s

e P r o d u c t  c a t a l o g s  a n d  r e t a i l  o u t l e t s

e A n a l y s t  a n d  r e g u l a t o r y  r e p o r t s

e C u s t o m e r  a n d  v e n d o r  i n t e r v i e w s

e A g e n t s ,  d i s t r i b u t o r s ,  a n d  s u p p l i e r s

C o m p e t i t i v e  i n t e l l i g e n c e  c a n  b e  c a r r i e d  o u t  b y  e i t h e r  e m p l o y i n g  p e o p l e  t o  s e a r c h  f o r  t h e  

i n f o r m a t i o n  o r  b y  u t i l i z i n g  a c o m m e r c i a l  d a t a b a s e  s e r v i c e ,  w h i c h  i n c u r s  a l o w e r  c o s t  t h a n  

e m p l o y i n g  p e r s o n n e l  t o  d o  t h e  s a m e  t h i n g .
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CEHC o m p e t i t i v e  I n t e l l i g e n c e  -  W h e n  D i d  t h i s  

C o m p a n y  B e g i n ?  H o w  D i d  i t  D e v e l o p ?

V i s i t  T h e s e  S i t e s
♦------------------------------------------------------

01. EDGAR Database

http://www.sec.gov/edgar.shtml 
♦------------------------------------

02. Hoovers

How did it http://www.hoovers.com 
develop? «________________________________

03. LexisNexis
M  ■ 2 )
http://www.lexisnexis.com

♦------------------------------------
04. Business Wire

^  H s )

http://www.businesswire.com

Copyright © by EG-Gtlincil. All Rights Reserved. Reproduction is Strictly Prohibited.

When did it begin?

C o m p e t i t i v e  I n t e l l i g e n c e ־   W h e n  D i d  t h i s  C o m p a n y  

B e g i n ?  H o w  D i d  i t  D e v e l o p ?

G a t h e r i n g  c o m p e t i t o r  d o c u m e n t s  a n d  r e c o r d s  h e l p s  i m p r o v e  p r o d u c t i v i t y  a n d  p r o f i t a b i l i t y  a n d  

s t i m u l a t e  t h e  g r o w t h .  I t  h e l p s  d e t e r m i n e  t h e  a n s w e r s  t o  t h e  f o l l o w i n g :

When did it begin?

T h r o u g h  c o m p e t i t i v e  i n t e l l i g e n c e ,  t h e  h i s t o r y  o f  a c o m p a n y  c a n  b e  c o l l e c t e d ,  s u c h  as  w h e n  a 

p a r t i c u l a r  c o m p a n y  w a s  e s t a b l i s h e d .  S o m e t i m e s ,  c r u c i a l  i n f o r m a t i o n  t h a t  i s n ' t  u s u a l l y  a v a i l a b l e  

f o r  o t h e r s  c a n  a l s o  b e  c o l l e c t e d .

How did it develop?

I t  is  v e r y  b e n e f i c i a l  t o  k n o w  a b o u t  h o w  e x a c t l y  a p a r t i c u l a r  c o m p a n y  h a s  d e v e l o p e d .  W h a t  a r e  

t h e  v a r i o u s  s t r a t e g i e s  u s e d  b y  t h e  c o m p a n y ?  T h e i r  a d v e r t i s e m e n t  p o l i c y ,  c u s t o m e r  r e l a t i o n s h i p  

m a n a g e m e n t ,  e t c .  c a n  b e  l e a r n e d .

Who leads it?

T h i s  i n f o r m a t i o n  h e l p s  a c o m p a n y  l e a r n  d e t a i l s  o f  t h e  l e a d i n g  p e r s o n  ( d e c i s i o n  m a k e r )  o f  t h e  

c o m p a n y .

Where is it located?
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T h e  l o c a t i o n  o f  t h e  c o m p a n y  a n d  i n f o r m a t i o n  r e l a t e d  t o  v a r i o u s  b r a n c h e s  a n d  t h e i r  o p e r a t i o n s  

c a n  b e  c o l l e c t e d  t h r o u g h  c o m p e t i t i v e  i n t e l l i g e n c e .

Y o u  c a n  u s e  t h i s  i n f o r m a t i o n  g a t h e r e d  t h r o u g h  c o m p e t i t i v e  i n t e l l i g e n c e  t o  b u i l d  a h a c k i n g  

s t r a t e g y .

T h e  f o l l o w i n g  a r e  i n f o r m a t i o n  r e s o u r c e  s i t e s  t h a t  h e l p  u s e r s  g a i n  c o m p e t i t i v e  i n t e l l i g e n c e .

E D G A R

0 1
c—3 S o u r c e :  h t t p : / / w w w . s e c . g o v / e d g a r . s h t m l

ע

A l l  c o m p a n i e s ,  f o r e i g n  a n d  d o m e s t i c ,  a r e  r e q u i r e d  t o  f i l e  r e g i s t r a t i o n  s t a t e m e n t s ,  p e r i o d i c  

r e p o r t s ,  a n d  o t h e r  f o r m s  e l e c t r o n i c a l l y  t h r o u g h  E D G A R .  A n y o n e  c a n  v i e w  t h e  E D G A R  d a t a b a s e  

f r e e l y  t h r o u g h  t h e  I n t e r n e t  ( w e b  o r  F T P ) .  A l l  t h e  d o c u m e n t s  t h a t  a r e  f i l e d  w i t h  t h e  c o m m i s s i o n  

b y  p u b l i c  c o m p a n i e s  m a y  n o t  b e  a v a i l a b l e  o n  E D G A R .

H o o v e r s
M =  I
= ־־ i  S o u r c e :  h t t p : / / w w w . h o o v e r s . c o m

H o o v e r s  is  a b u s i n e s s  r e s e a r c h  c o m p a n y  t h a t  p r o v i d e s  c o m p l e t e  d e t a i l s  a b o u t  c o m p a n i e s  a n d  

i n d u s t r i e s  a l l  o v e r  t h e  w o r l d .  H o o v e r s  p r o v i d e s  p a t e n t e d  b u s i n e s s - r e l a t e d  i n f o r m a t i o n  t h r o u g h  

I n t e r n e t ,  d a t a  f e e d s ,  w i r e l e s s  d e v i c e s ,  a n d  c o - b r a n d i n g  a g r e e m e n t s  w i t h  o t h e r  o n l i n e  s e r v i c e s .  

I t  g i v e s  c o m p l e t e  i n f o r m a t i o n  a b o u t  t h e  o r g a n i z a t i o n s ,  i n d u s t r i e s ,  a n d  p e o p l e  t h a t  d r i v e  t h e  

e c o n o m y  a n d  a l s o  p r o v i d e  t h e  t o o l s  f o r  c o n n e c t i n g  t o  t h e  r i g h t  p e o p l e ,  in  o r d e r  f o r  g e t t i n g  

b u s i n e s s  d o n e .

L e x i s N e x i s

S o u r c e :  h t t p : / / w w w . l e x i s n e x i s . c o m

L e x i s N e x i s  is  a g l o b a l  p r o v i d e r  o f  c o n t e n t - e n a b l e d  w o r k f l o w  s o l u t i o n s  d e s i g n e d  s p e c i f i c a l l y  f o r  

p r o f e s s i o n a l s  i n  t h e  l e g a l ,  r i s k  m a n a g e m e n t ,  c o r p o r a t e ,  g o v e r n m e n t ,  l a w  e n f o r c e m e n t ,  

a c c o u n t i n g ,  a n d  a c a d e m i c  m a r k e t s .  I t  m a i n t a i n s  a n  e l e c t r o n i c  d a t a b a s e  t h r o u g h  w h i c h  y o u  c a n  

g e t  l e g a l  a n d  p u b l i c - r e c o r d s  r e l a t e d  i n f o r m a t i o n .  D o c u m e n t s  a n d  r e c o r d s  o f  l e g a l ,  n e w s ,  a n d  

b u s i n e s s  s o u r c e s  a r e  m a d e  a c c e s s i b l e  t o  c u s t o m e r s .

B u s i n e s s  W i r e

S o u r c e :  h t t p : / / w w w . b u s i n e s s w i r e . c o m

B u s i n e s s  W i r e  is  a c o m p a n y  t h a t  f o c u s e s  o n  p r e s s  r e l e a s e  d i s t r i b u t i o n  a n d  r e g u l a t o r y  d i s c l o s u r e .  

F u l l  t e x t  n e w s  r e l e a s e s ,  p h o t o s ,  a n d  o t h e r  m u l t i m e d i a  c o n t e n t  f r o m  t h o u s a n d s  o f  c o m p a n i e s  

a n d  o r g a n i z a t i o n s  a r e  d i s t r i b u t e d  b y  t h i s  c o m p a n y  a c r o s s  t h e  g l o b e  t o  j o u r n a l i s t s ,  n e w s  m e d i a ,  

f i n a n c i a l  m a r k e t s ,  i n v e s t o r s ,  i n f o r m a t i o n  w e b s i t e ,  d a t a b a s e s ,  a n d  g e n e r a l  a u d i e n c e s .  T h i s  

c o m p a n y  h a s  i t s  o w n  p a t e n t e d  e l e c t r o n i c  n e t w o r k  t h r o u g h  w h i c h  i t  r e l e a s e s  i t s  n e w s .
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Competitive Intelligence - What 
Are the Company's Plans? c

fertMM

^̂ P̂̂ ^̂ ^̂ ^̂ ompetitiv̂ ntelligenĉ Sitê ך̂™

I  tUROMONMOR

M a r k e t ^M arket Watch (h t t p : / / w w w . m a r k e t w a t c h . c o m )

The Wall Street Transcript ( h t t p : / / w w w . t w s t . c o m ) J twst.com
^  Lipper M arketplace ( h t t p : / / w w w . l i p p e r m a r k e t p l a c e . c o m ) upper marketplace 

\ /  Eurom onitor ( h t t p : / / w w w . e u r o m o n i t o r . c o m )

Fagan Finder ( h t t p : / / w w w . f a g a n f i n d e r . c o m )

SEC Info ( h t t p : / / w w w . s e c i n f o . c o m )

^Fagan -^
FinderJ

S E C  I n fo

The Search M on ito r ( h t t p : / / w w w . t h e s e a r c h m o n i t o r . c o m ) Search M pmItor
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C o m p e t i t i v e  I n t e l l i g e n c e ־   W h a t  A r e  t h e  C o m p a n y ' s
M M  to

P l a n s ?

T h e  f o l l o w i n g  a r e  a f e w  m o r e  e x a m p l e s  o f  w e b s i t e s  t h a t  a r e  u s e f u l  t o  g a t h e r  v a l u a b l e  

i n f o r m a t i o n  a b o u t  v a r i o u s  c o m p a n i e s  a n d  t h e i r  p l a n s  t h r o u g h  c o m p e t i t i v e  i n t e l l i g e n c e :

M a r k e t W a t c h

S o u r c e :  h t t p : / / w w w . m a r k e t w a t c h . c o m

M a r k e t W a t c h  t r a c k s  t h e  p u l s e  o f  m a r k e t s .  T h e  s i t e  p r o v i d e s  b u s i n e s s  n e w s ,  p e r s o n a l  f i n a n c e  

i n f o r m a t i o n ,  r e a l - t i m e  c o m m e n t a r y ,  a n d  i n v e s t m e n t  t o o l s  a n d  d a t a ,  w i t h  d e d i c a t e d  j o u r n a l i s t s  

g e n e r a t i n g  h u n d r e d s  o f  h e a d l i n e s ,  s t o r i e s ,  v i d e o s ,  a n d  m a r k e t  b r i e f s  a d a y .

T h e  W a l l  S t r e e t  T r a n s c r i p t

S o u r c e :  h t t p : / / w w w . t w s t . c o m

S f l i

P i
T h e  W a l l  S t r e e t  T r a n s c r i p t  is  a w e b s i t e  a s  w e l l  a s  p a i d  s u b s c r i p t i o n  p u b l i c a t i o n  t h a t  p u b l i s h e s  

i n d u s t r y  r e p o r t s .  I t  e x p r e s s e s  t h e  v i e w s  o f  m o n e y  m a n a g e r s  a n d  e q u i t y  a n a l y s t s  o f  d i f f e r e n t  

i n d u s t r y  s e c t o r s .  I n t e r v i e w s  w i t h  C E O s  o f  c o m p a n i e s  a r e  p u b l i s h e d .

L i p p e r  M a r k e t p l a c e
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S o u r c e :  h t t p : / / w w w . l i p p e r m a r k e t p l a c e . c o m

L i p p e r  M a r k e t p l a c e  o f f e r s  w e b - b a s e d  s o l u t i o n s  t h a t  a r e  h e l p f u l  f o r  i d e n t i f y i n g  t h e  m a r k e t  o f  a 

c o m p a n y .  M a r k e t p l a c e  h e l p s  in  q u a l i f y i n g  p r o s p e c t s  a n d  p r o v i d e s  t h e  c o m p e t i t i v e  i n t e l l i g e n c e  

n e e d e d  f o r  t r a n s f o r m i n g  t h e s e  p r o s p e c t s  i n t o  c l i e n t s .  I t s  s o l u t i o n s  a l l o w  u s e r s  t o  i d e n t i f y  n e t  

f l o w s  a n d  t r a c k  i n s t i t u t i o n a l  t r e n d s .

E u r o m o n i t o r

S o u r c e :  h t t p : / / w w w . e u r o m o n i t o r . c o m

■ I l l ' l l ■

E u r o m o n i t o r  p r o v i d e s  s t r a t e g y  r e s e a r c h  f o r  c o n s u m e r  m a r k e t s .  I t  p u b l i s h e s  r e p o r t s  o n  

i n d u s t r i e s ,  c o n s u m e r s ,  a n d  d e m o g r a p h i c s .  I t  p r o v i d e s  m a r k e t  r e s e a r c h  a n d  s u r v e y s  f o c u s e d  o n  

y o u r  o r g a n i z a t i o n ' s  n e e d s .

F a g a n  F i n d e r
R

1 S o u r c e :  h t t p : / / w w w . f a g a n f i n d e r . c o m

F a g a n  F i n d e r  is  a c o l l e c t i o n  o f  i n t e r n e t  t o o l s .  I t  is  a d i r e c t o r y  o f  b l o g  s i t e s ,  n e w s  s i t e s ,  s e a r c h  

e n g i n e s ,  p h o t o  s h a r i n g  s i t e s ,  s c i e n c e  a n d  e d u c a t i o n  s i t e s ,  e t c .  S p e c i a l i z e d  t o o l s  s u c h  a s  

T r a n s l a t i o n  W i z a r d  a n d  U R L  i n f o  a r e  a v a i l a b l e  f o r  f i n d i n g  i n f o r m a t i o n  a b o u t  v a r i o u s  a c t i o n s  w i t h  

a w e b  p a g e .

M S E C  I n f o

^  >— S ׳ o u r c e :  h t t p : / / w w w . s e c i n f o . c o m

SE C I n f o  o f f e r s  t h e  U .S .  S e c u r i t i e s  a n d  E x c h a n g e  C o m m i s s i o n  (SEC) EDGAR d a t a b a s e  s e r v i c e  o n  

t h e  w e b ,  w i t h  b i l l i o n s  o f  l i n k s  a d d e d  t o  t h e  SEC d o c u m e n t s .  I t  a l l o w s  y o u  t o  s e a r c h  b y  N a m e ,  

I n d u s t r y ,  a n d  B u s i n e s s ,  S IC  C o d e ,  A r e a  C o d e ,  A c c e s s i o n  N u m b e r ,  F i le  N u m b e r ,  C lK ,  T o p i c ,  Z IP  

C o d e ,  e t c .

T h e  S e a r c h  M o n i t o r

S o u r c e :  h t t p : / / w w w . t h e s e a r c h m o n i t o r . c o m

T h e  S e a r c h  M o n i t o r  p r o v i d e s  r e a l - t i m e  c o m p e t i t i v e  i n t e l l i g e n c e  t o  m o n i t o r  a n u m b e r  o f  t h i n g s .  

I t  a l l o w s  y o u  t o  m o n i t o r  m a r k e t  s h a r e ,  p a g e  r a n k ,  a d  c o p y ,  l a n d i n g  p a g e s ,  a n d  t h e  b u d g e t  o f  

y o u r  c o m p e t i t o r s .  W i t h  t h e  t r a d e m a r k  m o n i t o r ,  y o u  c a n  m o n i t o r  t h e  b u z z  a b o u t  y o u r s  a s  w e l l  

a s  y o u r  c o m p e t i t o r ' s  b r a n d  a n d  w i t h  t h e  a f f i l i a t e  m o n i t o r ;  y o u  c a n  w a t c h  m o n i t o r  a d  a n d  

l a n d i n g  p a g e  c o p y .
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CEHC o m p e t i t i v e  I n t e l l i g e n c e  -  W h a t  E x p e r t  

O p i n i o n s  S a y  A b o u t  t h e  C o m p a n y

C opernic T racker
http://www.copernic.com

C om pete PRO™
http://www.compete.com

SEMRush
http://www.semrush.com

a s !  http://www.jobitoria l.com

Jobltorla l

ABI/INFORM Global
http://www.proquest.com

A ttention  M eter
http://www.attentionmeter.com
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C o m p e t i t i v e  I n t e l l i g e n c e ־   W h a t  E x p e r t  O p i n i o n s  S a y  A b o u t  

t h e  C o m p a n y

C o p e r n i c  T r a c k e r

S o u r c e :  h t t p : / / w w w . c o p e r n i c . c o m

C o p e r n i c  is  w e b s i t e  t r a c k i n g  s o f t w a r e .  I t  m o n i t o r s  a c o m p e t i t o r ' s  w e b s i t e  c o n t i n u o u s l y  a n d  

a c k n o w l e d g e s  y o u  c o n t e n t  c h a n g e s  v i a  a n  e m a i l ,  i f  a n y .  T h e  u p d a t e d  p a g e s  a s  w e l l  a s  t h e  

c h a n g e s  m a d e  in  t h e  s i t e  a r e  h i g h l i g h t e d  f o r  y o u r  c o n v e n i e n c e .  Y o u  c a n  e v e n  w a t c h  f o r  s p e c i f i c  

k e y w o r d s ,  t o  s e e  t h e  c h a n g e s  m a d e  o n  y o u r  c o m p e t i t o r ' s  s i t e s .

S E M R u s h

S o u r c e :  h t t p : / / w w w . s e m r u s h . c o m

S E M R u s h  is  a c o m p e t i t i v e  k e y w o r d  r e s e a r c h  t o o l .  F o r  a n y  s i t e ,  y o u  c a n  g e t  a l i s t  o f  G o o g l e  

k e y w o r d s  a n d  A d W o r d s ,  a s  w e l l  a s  a c o m p e t i t o r s  l i s t  in  t h e  o r g a n i c  a n d  p a i d  G o o g l e  s e a r c h  

r e s u l t s .  N e c e s s a r y  m e a n s  f o r  g a i n i n g  i n - d e p t h  k n o w l e d g e  a b o u t  w h a t  c o m p e t i t o r s  a r e  

a d v e r t i s i n g  a n d  t h e i r  b u d g e t  a l l o c a t i o n  t o  s p e c i f i c  I n t e r n e t  m a r k e t i n g  t a c t i c s  a r e  p r o v i d e d  b y  

S E M R u s h
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J o k i t o r i a l

S o u r c e :  h t t p : / / w w w . i o b i t o r i a l . c o m

J o b i t o r i a l  p r o v i d e s  a n o n y m o u s  e m p l o y e e  r e v i e w s  p o s t e d  f o r  j o b s  a t  t h o u s a n d s  o f  

c o m p a n i e s  a n d  a l l o w s  y o u  t o  r e v i e w  a c o m p a n y .

A t t e n t i o n M e t e r

S o u r c e :  h t t p : / / w w w . a t t e n t i o n m e t e r . c o m

A t t e n t i o n M e t e r  is  a t o o l  u s e d  f o r  c o m p a r i n g  a n y  w e b s i t e  y o u  w a n t  ( t r a f f i c )  b y  u s i n g  A l e x a ,  

C o m p e t e ,  a n d  Q u a n c a s t .  I t  g i v e s  y o u  a s n a p s h o t  o f  t r a f f i c  d a t a  a s  w e l l  a s  g r a p h s  f r o m  A l e x a ,  

C o m p e t e ,  a n d  Q u a n t C a s t .

A B I / I N F O R M  G l o b a l

S o u r c e :  h t t p : / / w w w . p r o a u e s t . c o m

A B I / I N F O R M  G l o b a l  is  a b u s i n e s s  d a t a b a s e .  A B I / I N F O R M  G l o b a l  o f f e r s  t h e  l a t e s t  b u s i n e s s  a n d  

f i n a n c i a l  i n f o r m a t i o n  f o r  r e s e a r c h e r s  a t  a l l  l e v e l s .  W i t h  A B I / I N F O R M  G l o b a l ,  u s e r s  c a n  

d e t e r m i n e  b u s i n e s s  c o n d i t i o n s ,  m a n a g e m e n t  t e c h n i q u e s ,  b u s i n e s s  t r e n d s ,  m a n a g e m e n t  

p r a c t i c e  a n d  t h e o r y ,  c o r p o r a t e  s t r a t e g y  a n d  t a c t i c s ,  a n d  t h e  c o m p e t i t i v e  l a n d s c a p e .

C o m p e t e  P R O

S o u r c e :  h t t p : / / w w w . c o m p e t e . c o m
I B

C o m p e t e  P R O  p r o v i d e s  a n  o n l i n e  c o m p e t i t i v e  i n t e l l i g e n c e  s e r v i c e .  I t  c o m b i n e s  a l l  t h e  s i t e ,  

s e a r c h ,  a n d  r e f e r r a l  a n a l y t i c s  in  a s i n g l e  p r o d u c t .
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Footprinting Methodology CEH

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search \  
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google
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F o o t p r i n t i n g  M e t h o d o l o g y  

F o o t p r i n t i n g  u s i n g  G o o g l e

T h o u g h  G o o g l e  is  a s e a r c h  e n g i n e ,  t h e  p r o c e s s  o f  f o o t p r i n t i n g  u s i n g  G o o g l e  is  n o t  

s i m i l a r  t o  t h e  p r o c e s s  o f  f o o t p r i n t i n g  t h r o u g h  s e a r c h  e n g i n e s .  F o o t p r i n t i n g  u s i n g  G o o g l e  d e a l s  

w i t h  g a t h e r i n g  i n f o r m a t i o n  b y  G o o g l e  h a c k i n g .  G o o g l e  h a c k i n g  is a h a c k i n g  t e c h n i q u e  t o  l o c a t e  

s p e c i f i c  s t r i n g s  o f  t e x t  w i t h i n  s e a r c h  r e s u l t s  u s i n g  a n  a d v a n c e d  o p e r a t o r  in  G o o g l e  s e a r c h  

e n g i n e .  G o o g l e  w i l l  f i l t e r  f o r  e x c e s s i v e  u s e  o f  a d v a n c e d  s e a r c h  o p e r a t o r s  a n d  w i l l  d r o p  t h e  

r e q u e s t s  w i t h  t h e  h e l p  o f  a n  I n t r u s i o n  P r e v e n t i o n  S y s t e m
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Footprint Using Google Hacking 
Techniques

- - י י
r ~ j  F o o t p r i n t i n g  u s i n g  G o o g l e  H a c k i n g  T e c h n i q u e s

J _
G o o g l e  h a c k i n g  r e f e r s  t o  t h e  a r t  o f  c r e a t i n g  c o m p l e x  s e a r c h  e n g i n e  q u e r i e s .  I f  y o u  c a n  

c o n s t r u c t  p r o p e r  q u e r i e s ,  y o u  c a n  r e t r i e v e  v a l u a b l e  d a t a  a b o u t  a t a r g e t  c o m p a n y  f r o m  t h e  

G o o g l e  s e a r c h  r e s u l t s .  T h r o u g h  G o o g l e  h a c k i n g ,  a n  a t t a c k e r  t r i e s  t o  f i n d  w e b s i t e s  t h a t  a r e  

v u l n e r a b l e  t o  n u m e r o u s  e x p l o i t s  a n d  v u l n e r a b i l i t i e s .  T h i s  c a n  b e  a c c o m p l i s h e d  w i t h  t h e  h e l p  o f  

G o o g l e  h a c k i n g  d a t a b a s e  ( G H D B ) ,  a d a t a b a s e  o f  q u e r i e s  t o  i d e n t i f y  s e n s i t i v e  d a t a .  G o o g l e  

o p e r a t o r s  h e l p  in  f i n d i n g  r e q u i r e d  t e x t  a n d  a v o i d i n g  i r r e l e v a n t  d a t a .  U s i n g  a d v a n c e d  G o o g l e  

o p e r a t o r s ,  a t t a c k e r s  l o c a t e  s p e c i f i c  s t r i n g s  o f  t e x t  s u c h  a s  s p e c i f i c  v e r s i o n s  o f  v u l n e r a b l e  w e b  

a p p l i c a t i o n s .

S o m e  o f  t h e  p o p u l a r  G o o g l e  o p e r a t o r s  i n c l u d e :

Q  .Site: T h e  .S i t e  o p e r a t o r  in  G o o g l e  h e l p s  t o  f i n d  o n l y  p a g e s  t h a t  b e l o n g  t o  a s p e c i f i c  U R L .

Q  allinurl: T h i s  o p e r a t o r  f i n d s  t h e  r e q u i r e d  p a g e s  o r  w e b s i t e s  b y  r e s t r i c t i n g  t h e  r e s u l t s  

c o n t a i n i n g  a l l  q u e r y  t e r m s .

Q  Inurl: T h i s  w i l l  r e s t r i c t  t h e  r e s u l t s  t o  o n l y  w e b s i t e s  o r  p a g e s  t h a t  c o n t a i n  t h e  q u e r y  t e r m s  

t h a t  y o u  h a v e  s p e c i f i e d  in  t h e  U R L  o f  t h e  w e b s i t e .

© allintitle: I t  r e s t r i c t s  r e s u l t s  t o  o n l y  w e b  p a g e s  t h a t  c o n t a i n  a l l  t h e  q u e r y  t e r m s  t h a t  y o u  

h a v e  s p e c i f i e d .

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  02 P a g e  175



E x a m  312-50 C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

intitle: I t  r e s t r i c t s  r e s u l t s  t o  o n l y  t h e  w e b  p a g e s  t h a t  c o n t a i n  t h e  q u e r y  t e r m  t h a t  y o u  

h a v e  s p e c i f i e d .  I t  w i l l  s h o w  o n l y  w e b s i t e s  t h a t  m e n t i o n  t h e  q u e r y  t e r m  t h a t  y o u  h a v e  

u s e d .

© Inanchor: I t  r e s t r i c t s  r e s u l t s  t o  p a g e s  c o n t a i n i n g  t h e  q u e r y  t e r m  t h a t  y o u  h a v e  s p e c i f i e d  

in  t h e  a n c h o r  t e x t  o n  l i n k s  t o  t h e  p a g e .

Q Allinanchor: I t  r e s t r i c t s  r e s u l t s  t o  p a g e s  c o n t a i n i n g  a l l  q u e r y  t e r m s  y o u  s p e c i f y  in  t h e  

a n c h o r  t e x t  o n  l i n k s  t o  t h e  p a g e .
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EHWhat a Hacker can do with 
Google Hacking?

Error messages th a t 
con ta in  sensitive  
in fo rm a tio n

Files con ta in ing  
passw ords
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A t t a c k e r  g a th e r s :

A dv iso ries  and server 
vu ln e ra b ilit ie s

Pages con ta in ing  
n e tw o rk  o r 
v u ln e ra b ility  data

Pages con ta in ing  
logon p o rta ls

W h a t  C a n  a  H a c k e r  D o  w i t h  G o o g l e  H a c k i n g ?

—  I f  t h e  t a r g e t  w e b s i t e  is v u l n e r a b l e  t o  G o o g l e  h a c k i n g ,  t h e n  t h e  a t t a c k e r  c a n  f i n d  t h e  

f o l l o w i n g  w i t h  t h e  h e l p  o f  q u e r i e s  in  G o o g l e  h a c k i n g  d a t a b a s e :

Q  E r r o r  m e s s a g e s  t h a t  c o n t a i n  s e n s i t i v e  i n f o r m a t i o n

- F י i le s  c o n t a i n i n g  p a s s w o r d s

Q  S e n s i t i v e  d i r e c t o r i e s

Q  P a g e s  c o n t a i n i n g  l o g o n  p o r t a l s

P a g e s  c o n t a i n i n g  n e t w o r k  o r  v u l n e r a b i l i t y  d a t a

Q  A d v i s o r i e s  a n d  s e r v e r  v u l n e r a b i l i t i e s
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CEH

V ׳

Google Advance Search 
Operators

G o o g le  s u p p o r ts  s e v e ra l a d va n c e d  o p e ra to rs  th a t  h e lp  in  m o d ify in g  th e  sea rch

Displays the w eb pages stored in the Google cache

Lists w eb pages tha t have links to  the specified w eb page

Lists w eb pages tha t are s im ila r to  a specified w eb page

Presents some inform ation tha t Google has about a particu la r web page

Restricts the results to  those w ebsites in the g iven dom ain

i t  Restricts the results to  those w ebsites w ith  all o f the search keywords in the tit le

Restricts the results to  docum ents contain ing the search keyw ord in the t it le

Restricts the results to  those w ith  all o f the search keyw ords in the URL

Restricts the results to  docum ents contain ing the search keyw ord in the URL

[ c a c h e : ]

[ l i n k : ]

[ r e l a t e d : ]

[ i n f o : ]

[ s i t e : ]

[ a l l i n t i t l e : ]

[ i n t i t l e : ]

[ a l l i n u r l : ]

[ i n u r l : ]

Copyright © by EG-GtailCil. All Rights Reserved. Reproduction is Strictly Prohibited.

G o o g l e  A d v a n c e  S e a r c h  O p e r a t o r s

S o u r c e :  h t t p : / / w w w . g o o e l e g u i d e . c o m

Cache: T h e  C A C H E  q u e r y  d i s p l a y s  G o o g l e ' s  c a c h e d  v e r s i o n  o f  a w e b  p a g e ,  i n s t e a d  o f  t h e  c u r r e n t  

v e r s i o n  o f  t h e  p a g e .

Example:

cache: w w w . e f f . o r g  w i l l  s h o w  G o o g l e ' s  c a c h e d  v e r s i o n  o f  t h e  E l e c t r o n i c  F r o n t i e r  F o u n d a t i o n  

h o m e  p a g e .

Note: D o  n o t  p u t  a s p a c e  b e t w e e n  c a c h e :  a n d  t h e  U R L  ( w e b  a d d r e s s ) .

link: L i n k  l i s t s  w e b  p a g e s  t h a t  h a v e  l i n k s  t o  t h e  s p e c i f i e d  w e b  p a g e .  F o r  e x a m p l e ,  t o  f i n d  p a g e s  

t h a t  p o i n t  t o  G o o g l e  G u i d e ' s  h o m e  p a g e ,  e n t e r :

link: w w w . g o o g l e g u i d e . c o m

N o t e :  A c c o r d i n g  t o  G o o g l e ' s  d o c u m e n t a t i o n ,  " y o u  c a n n o t  c o m b i n e  a l i n k :  s e a r c h  w i t h  a r e g u l a r  

k e y w o r d  s e a r c h . "
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A l s o  n o t e  t h a t  w h e n  y o u  c o m b i n e  l i n k :  w i t h  a n o t h e r  a d v a n c e d  o p e r a t o r ,  G o o g l e  m a y  n o t  r e t u r n  

a l l  t h e  p a g e s  t h a t  m a t c h .  T h e  f o l l o w i n g  q u e r i e s  s h o u l d  r e t u r n  l o t s  o f  r e s u l t s ,  a s  y o u  c a n  s e e  i f  

y o u  r e m o v e  t h e  - s i t e :  t e r m  in  e a c h  o f  t h e s e  q u e r i e s .

related: I f  y o u  s t a r t  y o u r  q u e r y  w i t h  " r e l a t e d : " ,  t h e n  G o o g l e  d i s p l a y s  w e b s i t e s  s i m i l a r  t o  t h e  s i t e  

m e n t i o n e d  in  t h e  s e a r c h  q u e r y .

Example: r e l a t e d : w w w . m i c r o s o f t . c o m  w i l l  p r o v i d e  t h e  G o o g l e  s e a r c h  e n g i n e  r e s u l t s  p a g e  w i t h  

w e b s i t e s  s i m i l a r  t o  m i c r o s o f t . c o m .

info: I n f o  w i l l  p r e s e n t  s o m e  i n f o r m a t i o n  t h e  c o r r e s p o n d i n g  w e b  p a g e .

F o r  i n s t a n c e ,  i n f o : g o t h o t e l . c o m  w i l l  s h o w  i n f o r m a t i o n  a b o u t  t h e  n a t i o n a l  h o t e l  d i r e c t o r y  

G o t H o t e l . c o m  h o m e  p a g e .

Note: T h e r e  m u s t  b e  n o  s p a c e  b e t w e e n  t h e  i n f o :  a n d  t h e  w e b  p a g e  U R L .

T h i s  f u n c t i o n a l i t y  c a n  a l s o  b e  o b t a i n e d  b y  t y p i n g  t h e  w e b  p a g e  U R L  d i r e c t l y  i n t o  a G o o g l e  s e a r c h  

b o x .

site: I f  y o u  i n c l u d e  s i t e :  in  y o u r  q u e r y ,  G o o g l e  w i l l  r e s t r i c t  y o u r  s e a r c h  r e s u l t s  t o  t h e  s i t e  o r  

d o m a i n  y o u  s p e c i f y .

F o r  e x a m p l e ,  a d m i s s i o n s  s i t e : w w w . I s e . a c . u k  w i l l  s h o w  a d m i s s i o n s  i n f o r m a t i o n  f r o m  L o n d o n  

S c h o o l  o f  E c o n o m i c s '  s i t e  a n d  [ p e a c e  s i t e : g o v  ] w i l l  f i n d  p a g e s  a b o u t  p e a c e  w i t h i n  t h e  . g o v  

d o m a i n .  Y o u  c a n  s p e c i f y  a d o m a i n  w i t h  o r  w i t h o u t  a p e r i o d ,  e . g . ,  e i t h e r  a s  . g o v  o r  g o v .

N o t e :  D o  n o t  i n c l u d e  a s p a c e  b e t w e e n  t h e  " s i t e : "  a n d  t h e  d o m a i n .

allintitle: I f  y o u  s t a r t  y o u r  q u e r y  w i t h  a l l i n t i t l e : ,  G o o g l e  r e s t r i c t s  r e s u l t s  t o  t h o s e  c o n t a i n i n g  a l l  

t h e  q u e r y  t e r m s  y o u  s p e c i f y  in  t h e  t i t l e .

F o r  e x a m p l e ,  a l l i n t i t l e :  d e t e c t  p l a g i a r i s m  w i l l  r e t u r n  o n l y  d o c u m e n t s  t h a t  c o n t a i n  t h e  w o r d s  

" d e t e c t "  a n d  " p l a g i a r i s m "  in  t h e  t i t l e .  T h i s  f u n c t i o n a l i t y  c a n  a l s o  b e  o b t a i n e d  t h r o u g h  t h e  

A d v a n c e d  W e b  S e a r c h  p a g e ,  u n d e r  O c c u r r e n c e s .

intitle: T h e  q u e r y  i n t i t l e :  t e r m  r e s t r i c t s  r e s u l t s  t o  d o c u m e n t s  c o n t a i n i n g  t e r m  in  t h e  t i t l e .  F o r  

i n s t a n c e ,  f l u  s h o t  i n t i t l e : h e l p  w i l l  r e t u r n  d o c u m e n t s  t h a t  m e n t i o n  t h e  w o r d  " h e l p "  in  t h e i r  

t i t l e s ,  a n d  m e n t i o n  t h e  w o r d s  " f l u "  a n d  " s h o t "  a n y w h e r e  in  t h e  d o c u m e n t  ( t i t l e  o r  n o t ) .

N o t e :  T h e r e  m u s t  b e  n o  s p a c e  b e t w e e n  t h e  i n t i t l e :  a n d  t h e  f o l l o w i n g  w o r d .

allinurl: I f  y o u  s t a r t  y o u r  q u e r y  w i t h  a l l i n u r l :, G o o g l e  r e s t r i c t s  r e s u l t s  t o  t h o s e  c o n t a i n i n g  a l l  t h e  

q u e r y  t e r m s  y o u  s p e c i f y  in  t h e  U R L .

F o r  e x a m p l e ,  a l l i n u r l :  g o o g l e  f a q  w i l l  r e t u r n  o n l y  d o c u m e n t s  t h a t  c o n t a i n  t h e  w o r d s  " g o o g l e "  

a n d  " f a q "  in  t h e  U R L ,  s u c h  a s  " w w w . g o o g l e . c o m / h e l p / f a q . h t m l . "  T h i s  f u n c t i o n a l i t y  c a n  a l s o  b e  

o b t a i n e d  t h r o u g h  t h e  A d v a n c e d  W e b  S e a r c h  p a g e ,  u n d e r  O c c u r r e n c e s .

In  U R L s ,  w o r d s  a r e  o f t e n  r u n  t o g e t h e r .  T h e y  n e e d  n o t  b e  r u n  t o g e t h e r  w h e n  y o u ' r e  u s i n g  

a l l i n u r l .

inurl: I f  y o u  i n c l u d e  i n u r l :  in  y o u r  q u e r y ,  G o o g l e  w i l l  r e s t r i c t  t h e  r e s u l t s  t o  d o c u m e n t s  c o n t a i n i n g  

t h a t  w o r d  in  t h e  U R L .

F o r  i n s t a n c e ,  i n u r k p r i n t  s i t e : w w w . g o o g l e g u i d e . c o m  s e a r c h e s  f o r  p a g e s  o n  G o o g l e  G u i d e  in  

w h i c h  t h e  U R L  c o n t a i n s  t h e  w o r d  " p r i n t . "  I t  f i n d s  P D F  f i l e s  t h a t  a r e  in  t h e  d i r e c t o r y  o r  f o l d e r  

n a m e d  " p r i n t "  o n  t h e  G o o g l e  G u i d e  w e b s i t e .  T h e  q u e r y  [ i n u r k h e a l t h y  e a t i n g  ] w i l l  r e t u r n

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  02 P a g e  179

http://www.microsoft.com
http://www.Ise.ac.uk
http://www.google.com/help/faq.html
http://www.googleguide.com


E x a m  312-50 C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

d o c u m e n t s  t h a t  m e n t i o n  t h e  w o r d s  " h e a l t h y "  in  t h e i r  U R L ,  a n d  m e n t i o n  t h e  w o r d  " e a t i n g "  

a n y w h e r e  in  t h e  d o c u m e n t .

Note: T h e r e  m u s t  b e  n o  s p a c e  b e t w e e n  t h e  i n u r l :  a n d  t h e  f o l l o w i n g  w o r d .
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F i n d i n g  R e s o u r c e s  u s i n g  G o o g l e  A d v a n c e  O p e r a t o r

B y  u s i n g  t h e  G o o g l e  A d v a n c e  O p e r a t o r  s y n t a x  [ i n t i t l e :  i n t r a n e t  i n u r l : i n t r a n e t  

• f i n t e x t ״ : human r e s o u r c e s ״ ] : t h e  a t t a c k e r  c a n  f i n d  p r i v a t e  i n f o r m a t i o n  o f  a t a r g e t  c o m p a n y  

a s  w e l l  a s  s e n s i t i v e  i n f o r m a t i o n  a b o u t  t h e  e m p l o y e e s  o f  t h a t  p a r t i c u l a r  c o m p a n y .  T h e  

i n f o r m a t i o n  g a t h e r e d  b y  t h e  a t t a c k e r s  c a n  b e  u s e d  t o  p e r f o r m  s o c i a l  e n g i n e e r i n g  a t t a c k s .  

G o o g l e  w i l l  f i l t e r  f o r  e x c e s s i v e  u s e  o f  a d v a n c e d  s e a r c h  o p e r a t o r s  a n d  w i l l  d r o p  t h e  r e q u e s t s  w i t h  

t h e  h e l p  o f  a n  I n t r u s i o n  P r e v e n t i o n  S y s t e m .

T h e  f o l l o w i n g  s c r e e n s h o t  s h o w s  a G o o g l e  s e a r c h  e n g i n e  r e s u l t s  p a g e  d i s p l a y i n g  t h e  r e s u l t s  o f  

t h e  p r e v i o u s l y  m e n t i o n e d  q u e r y :
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CEHGoogle Hacking Tool: Google 
Hacking Database (GHDB)

Pages Containing Login PortalsAdvisories andVulnerabilrt.es

G o o g l e  H a c k i n g  T o o l :  G o o g l e  H a c k i n g  D a t a b a s e  

( G H D B )

S o u r c e :  h t t p : / / w w w . h a c k e r s f o r c h a r i t y . o r g

T h e  G o o g l e  H a c k i n g  d a t a b a s e  ( G H D B )  is  a d a t a b a s e  o f  q u e r i e s  t h a t  i d e n t i f y  s e n s i t i v e  d a t a .  G H D B  

is  a n  H T M L / J a v a S c r i p t  w r a p p e r  a p p l i c a t i o n  t h a t  u s e s  a d v a n c e d  J a v a S c r i p t  t e c h n i q u e s  t o  s c r a p e  

i n f o r m a t i o n  f r o m  J o h n n y ' s  G o o g l e  H a c k i n g  D a t a b a s e  w i t h o u t  t h e  n e e d  f o r  h o s t e d  s e r v e r - s i d e  

s c r i p t s .  T h e  G o o g l e  H a c k i n g  D a t a b a s e  e x p o s e s  k n o w n  i s s u e s  w i t h  s o f t w a r e  t h a t  r u n  w e b s i t e s .  

T h e r e  a r e  s o m e  b u g s  t h a t  e x p o s e  i n f o r m a t i o n  t h a t  m i g h t  n o t  w a r r a n t  p u b l i c  r e a d i n g .
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FIGURE 2.29: Screenshots showing Advisories and Vulnerabilities & pages containing login portals
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CEHGoogle Hacking Tools

SearchDiggity
http://www. s tachliu. com&

?& Google HACK DB
http://www.5ecpoint.com

Gooscan
http://www.darknet. org. uk

MetaGoofil
http://www. edge-security, com

SiteDigger
http://www. mcafee.com

Goolink Scanner
http://www. ghacks. net

Google Hacks
http://code.google.com

BiLE Suite
http://www.sensepost.com
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G o o g l e  H a c k i n g  T o o l s

B e s i d e s  t h e  G o o g l e  H a c k i n g  D a t a b a s e  ( G H D B )  t o o l  f e a t u r e d  p r e v i o u s l y ,  t h e r e  a r e  

s o m e  o t h e r  t o o l s  t h a t  c a n  h e l p  y o u  w i t h  G o o g l e  h a c k i n g .  T h e r e  a r e  a f e w  m o r e  G o o g l e  h a c k i n g  

t o o l s  m e n t i o n e d  a s  f o l l o w s .  U s i n g  t h e s e  t o o l s ,  a t t a c k e r s  c a n  g a t h e r  a d v i s o r i e s  a n d  s e r v e r  

v u l n e r a b i l i t i e s ,  e r r o r  m e s s a g e  i n f o r m a t i o n  t h a t  m a y  r e v e a l  a t t a c k  p a t h s ,  s e n s i t i v e  f i l e s ,  

d i r e c t o r i e s ,  l o g o n  p o r t a l s ,  e t c .

M e t a g o o f i l

S o u r c e :  h t t p : / / w w w . e d g e - s e c u r i t v . c o m
ג
M e t a g o o f i l  is  a n  i n f o r m a t i o n - g a t h e r i n g  t o o l  d e s i g n e d  f o r  e x t r a c t i n g  m e t a d a t a  o f  p u b l i c  

d o c u m e n t s  ( p d f ,  d o c ,  x l s ,  p p t ,  d o c x ,  p p t x ,  x l s x )  b e l o n g i n g  t o  a t a r g e t  c o m p a n y .

M e t a g o o f i l  p e r f o r m s  a s e a r c h  in  G o o g l e  t o  i d e n t i f y  a n d  d o w n l o a d  t h e  d o c u m e n t s  t o  a l o c a l  d i s k  

a n d  t h e n  e x t r a c t s  t h e  m e t a d a t a  w i t h  d i f f e r e n t  l i b r a r i e s  s u c h  a s  H a c h o i r ,  P d f M i n e r ? ,  a n d  o t h e r s .  

W i t h  t h e  r e s u l t s ,  i t  g e n e r a t e s  a r e p o r t  w i t h  u s e r n a m e s ,  s o f t w a r e  v e r s i o n s ,  a n d  s e r v e r s  o r  

m a c h i n e  n a m e s  t h a t  m a y  h e l p  p e n e t r a t i o n  t e s t e r s  in  t h e  i n f o r m a t i o n  g a t h e r i n g  p h a s e .

G o o l i n k  S c a n n e r
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S o u r c e :  h t t p : / / w w w . g h a c k s . n e t

T h e  G o o l i n k  S c a n n e r  r e m o v e s  t h e  c a c h e  f r o m  y o u r  s e a r c h e s ,  a n d  c o l l e c t s  a n d  d i s p l a y s  o n l y  

v u l n e r a b l e  s i t e ' s  l i n k s .  T h u s ,  i t  a l l o w s  y o u  t o  f i n d  v u l n e r a b l e  s i t e s  w i d e  o p e n  t o  G o o g l e  a n d  

g o o g l e b o t s .

^ ־ י  S i t e D i g g e r

  S o u r c e :  h t t p : / / w w w . m c a f e e . c o m

S i t e D i g g e r  s e a r c h e s  G o o g l e ' s  c a c h e  t o  l o o k  f o r  v u l n e r a b i l i t i e s ,  e r r o r s ,  c o n f i g u r a t i o n  i s s u e s ,  

p r o p r i e t a r y  i n f o r m a t i o n ,  a n d  i n t e r e s t i n g  s e c u r i t y  n u g g e t s  o n  w e b s i t e s .

G o o g l e  H a c k s

£ * 4 )
S o u r c e :  h t t p : / / c o d e . g o o g l e . c o m

G o o g l e  H a c k s  is  a c o m p i l a t i o n  o f  c a r e f u l l y  c r a f t e d  G o o g l e  s e a r c h e s  t h a t  e x p o s e  n o v e l  

f u n c t i o n a l i t y  f r o m  G o o g l e ' s  s e a r c h  a n d  m a p  s e r v i c e s .  I t  a l l o w s  y o u  t o  v i e w  a t i m e l i n e  o f  y o u r  

s e a r c h  r e s u l t s ,  v i e w  a m a p ,  s e a r c h  f o r  m u s i c ,  s e a r c h  f o r  b o o k s ,  a n d  p e r f o r m  m a n y  o t h e r  s p e c i f i c  

k i n d s  o f  s e a r c h e s .

\ \  B i L E  S u i t e

S o u r c e :  h t t p : / / w w w . s e n s e p o s t . c o m

B iL E  s t a n d s  f o r  B i - d i r e c t i o n a l  L i n k  E x t r a c t o r .  T h e  B iL E  s u i t e  i n c l u d e s  a c o u p l e  o f  P e r l  s c r i p t s  u s e d  

in  e n u m e r a t i o n  p r o c e s s e s .  E a c h  P e r l  s c r i p t  h a s  i t s  o w n  f u n c t i o n a l i t y .  B iL E .p l  is  t h e  f i r s t  t o o l  o r  

P e r l  s c r i p t  in  t h e  c o l l e c t i o n .  B iL E  l e a n s  o n  G o o g l e  a n d  H T T r a c k  t o  a u t o m a t e  t h e  c o l l e c t i o n s  t o  

a n d  f r o m  t h e  t a r g e t  s i t e ,  a n d  t h e n  a p p l i e s  a s i m p l e  s t a t i s t i c a l  w e i g h i n g  a l g o r i t h m  t o  d e d u c e  

w h i c h  w e b s i t e s  h a v e  t h e  s t r o n g e s t  r e l a t i o n s h i p s  w i t h  t h e  t a r g e t  s i t e .

G o o g l e  H a c k  H o n e y p o t

S o u r c e :  h t t p : / / g h h . s o u r c e f o r g e . n e t

G o o g l e  H a c k  H o n e y p o t  is  t h e  r e a c t i o n  t o  a n e w  t y p e  o f  m a l i c i o u s  w e b  t r a f f i c :  s e a r c h  e n g i n e  

h a c k e r s .  I t  is d e s i g n e d  t o  p r o v i d e  r e c o n n a i s s a n c e  a g a i n s t  a t t a c k e r s  t h a t  u s e  s e a r c h  e n g i n e s  a s  a 

h a c k i n g  t o o l  a g a i n s t  y o u r  r e s o u r c e s .  G H H  i m p l e m e n t s  t h e  h o n e y p o t  t h e o r y  t o  p r o v i d e  

a d d i t i o n a l  s e c u r i t y  t o  y o u r  w e b  p r e s e n c e .

G M a p C a t c h e r

&
S o u r c e :  h t t p : / / c o d e . g o o g l e . c o m

G M a p C a t c h e r  is  a n  o f f l i n e  m a p s  v i e w e r .  I t  d i s p l a y s  m a p s  f r o m  m a n y  p r o v i d e r s  s u c h  a s :  

C l o u d M a d e ,  O p e n S t r e e t M a p ,  Y a h o o  M a p s ,  B i n g  M a p s ,  N o k i a  M a p s ,  a n d  S k y V e c t o r .  m a p s . p y  is  a 

G U I  p r o g r a m  u s e d  t o  b r o w s e  G o o g l e  m a p .  W i t h  t h e  o f f l i n e  t o g g l e  b u t t o n  u n c h e c k e d ,  i t  c a n  

d o w n l o a d  G o o g l e  m a p  t i l e s  a u t o m a t i c a l l y .  O n c e  t h e  f i l e  d o w n l o a d s ,  i t  r e s i d e s  o n  y o u r  h a r d  d i s k .  

T h u s ,  y o u  d o n ' t  n e e d  t o  d o w n l o a d  i t  a g a i n .
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S e a r c h D i g g i t y

- S נ  o u r c e :  h t t p : / / w w w . s t a c h l i u . c o m

a

S e a r c h D i g g i t y  is t h e  p r i m a r y  a t t a c k  t o o l  o f  t h e  G o o g l e  H a c k i n g  D i g g i t y  P r o j e c t .  I t  is S t a c h  &  L iu ' s  

M S  W i n d o w s  G U I  a p p l i c a t i o n  t h a t  s e r v e s  a s  a f r o n t - e n d  t o  t h e  m o s t  r e c e n t  v e r s i o n s  o f  D i g g i t y  

t o o l s  s u c h  a s  G o o g l e D i g g i t y ,  B i n g D i g g i t y ,  B i n g  L i n k F r o m D o m a i n D i g g i t y ,  C o d e S e a r c h D i g g i t y ,  

D L P D i g g i t y ,  M a l w a r e D i g g i t y ,  P o r t S c a n D i g g i t y ,  S H O D A N D i g g i t y ,  B i n g B i n a r y M a l w a r e S e a r c h ,  a n d  

N o t l n M y B a c k Y a r d  D i g g i t y .

G o o g l e  H A C K  D B

S o u r c e :  h t t p : / / w w w . s e c p o i n t . c o m
PHP

T h e  a t t a c k e r  c a n  a l s o  u s e  t h e  S e c P o i n t  G o o g l e  H A C K  D B  t o o l  t o  d e t e r m i n e  s e n s i t i v e  i n f o r m a t i o n  

f r o m  t h e  t a r g e t  s i t e .  T h i s  t o o l  h e l p s  a n  a t t a c k e r  t o  e x t r a c t  f i l e s  c o n t a i n i n g  p a s s w o r d s ,  d a t a b a s e  

f i l e s ,  c l e a r  t e x t  f i l e s ,  c u s t o m e r  d a t a b a s e  f i l e s ,  e t c .

G o o s c a n

S o u r c e :  h t t p : / / w w w . d a r k n e t . o r g . u k

G o o s c a n  is a t o o l  t h a t  a u t o m a t e s  q u e r i e s  a g a i n s t  G o o g l e  s e a r c h  a p p l i a n c e s .  T h e s e  q u e r i e s  a r e  

d e s i g n e d  t o  f i n d  p o t e n t i a l  v u l n e r a b i l i t i e s  o n  w e b  p a g e s .
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F o o t p r i n t i n g  M e t h o d o l o g y  C E H

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t i n g  M e t h o d o l o g y

G a t h e r i n g  n e t w o r k - r e l a t e d  i n f o r m a t i o n  s u c h  a s  w h o i s  i n f o r m a t i o n  o f  t h e  t a r g e t  

o r g a n i z a t i o n  is  v e r y  i m p o r t a n t  w h e n  h a c k i n g  a s y s t e m .  S o ,  n o w  w e  w i l l  d i s c u s s  w h o i s  

f o o t p r i n t i n g .

W h o i s  f o o t p r i n t i n g  f o c u s e s  o n  h o w  t o  p e r f o r m  a w h o i s  l o o k u p ,  a n a l y z i n g  t h e  w h o i s  l o o k u p  

r e s u l t s ,  a n d  t h e  t o o l s  t o  g a t h e r  w h o i s  i n f o r m a t i o n .
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WHOIS Lookup CEH
Urtifi•! Ittiul lUckw

WHOIS databases are maintained by Regional Internet Registries and contain the personal 
inform ation of domain owners

Regional In te rn e t 
R eg istries (RIRs)

a f r i  A  R T N

RIPEa
j

£ )APNIC

In fo rm a t io n  o b ta in e d  
f r o m  WHOIS d a ta b a s e  
a s s is t s  an a t t a c k e r  to :

« Create detailed map of 

organizational network

tt Gather personal information 

that assists to perform social 

engineering

6  Gather other internal network 

details, etc.

WHOIS query  re tu rns:

e  Domain name details 

e  Contact details of domain 

owner

Domain name servers 

9  NetRange

When a domain has been 

created 

e  Expiry records 

6  Records last updated
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W H O I S  L o o k u p

W H O I S  is a q u e r y  a n d  r e s p o n s e  p r o t o c o l  u s e d  f o r  q u e r y i n g  d a t a b a s e s  t h a t  s t o r e s  t h e  

r e g i s t e r e d  u s e r s  o r  a s s i g n e e s  o f  a n  I n t e r n e t  r e s o u r c e ,  s u c h  a s  a d o m a i n  n a m e ,  a n  IP a d d r e s s  

b l o c k ,  o r  a n  a u t o n o m o u s  s y s t e m .  W H O I S  d a t a b a s e s  a r e  m a i n t a i n e d  b y  R e g i o n a l  I n t e r n e t  

R e g i s t r i e s  a n d  c o n t a i n  t h e  p e r s o n a l  i n f o r m a t i o n  o f  d o m a i n  o w n e r s .  T h e y  m a i n t a i n  a r e c o r d  

c a l l e d  a L O O K U P  t a b l e  t h a t  c o n t a i n s  a l l  t h e  i n f o r m a t i o n  a s s o c i a t e d  w i t h  a p a r t i c u l a r  n e t w o r k ,  

d o m a i n ,  a n d  h o s t .  A n y o n e  c a n  c o n n e c t  a n d  q u e r y  t o  t h i s  s e r v e r  t o  g e t  i n f o r m a t i o n  a b o u t  

p a r t i c u l a r  n e t w o r k s ,  d o m a i n s ,  a n d  h o s t s .

A n  a t t a c k e r  c a n  s e n d  a q u e r y  t o  t h e  a p p r o p r i a t e  W H O I S  s e r v e r  t o  o b t a i n  t h e  i n f o r m a t i o n  a b o u t  

t h e  t a r g e t  d o m a i n  n a m e ,  c o n t a c t  d e t a i l s  o f  i t s  o w n e r ,  e x p i r y  d a t e ,  c r e a t i o n  d a t e ,  e t c .  T h e  

W H O I S  s e v e r  w i l l  r e s p o n d  t o  t h e  q u e r y  w i t h  r e s p e c t i v e  i n f o r m a t i o n .  T h e n ,  t h e  a t t a c k e r  c a n  u s e  

t h i s  i n f o r m a t i o n  t o  c r e a t e  a m a p  o f  t h e  o r g a n i z a t i o n  n e t w o r k ,  t r i c k  d o m a i n  o w n e r s  w i t h  s o c i a l  

e n g i n e e r i n g  o n c e  h e  o r  s h e  g e t s  c o n t a c t  d e t a i l s ,  a n d  t h e n  g e t  i n t e r n a l  d e t a i l s  o f  t h e  n e t w o r k .
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WHOIS Lookup Result Analysis c(citifwd

EH
ItkKal Math•■

Domain Dossier investigate domain3 and IP addresses

domain or IP address [juggyboy.com 

0  domain whois record 0  DNS records □  traceroute

network whois record □  service scan J U

30]gncitymous [ 

log in | acccun

1 juggyboy.c

A d d r e s s  lo o k u p

canonical name j 1»00vhny.com. 

aliases

addresses —• t

D o m a in  W h o is  re c o rd

Queried wt10ivintt>rni<:.nt>t with "doi

Doaaia Noses JUGGYBOY.COM 
R egistrar: NETWORK 30UJTI0W3, LLC.
*h: -.1 server: vnois .Retwor*solutions. cox 
Retercel URL: ftttp://w*.netwrfc501ut10ns.ccr,/enJJS/
N’a!a# 3*rv*r: &S19.WCRLOHTC.COM 
NAM S*rv»r: M520.WCBLON1C.COM 
s u c u a :  c i i c n t i r a n s r e r P r o n i & i t e d  
Opdated D ate: 03-feb-2009 
C reation  D ata: 16-^ul-2003 
E x p i r a t i o n  D a t e :  : 6-01- ר2014

» >  l a s t  update o f who la  d a tab a se : Thu, 19 J a l  2012 0 4 9 : 3 6 : ל  OTC 4

Quened wt10is.network50lutions.cnm with juggyboy.com ...

Registrant:

«M« RMNK
m mm

1 Stata My Who.Whois Record

Doxain JLdmr.13tratcr 
M icrosoft Corporation 
One M icrosoft Way 

Rsrinorei Hr. 93052 
cs

+1.4250826060 Fex; +1.4259267229domains@r1lcroson.c1

Bonaia Kane: nicrosoft.com

Ee313*rar Sane: Marl3cnicor.com 
R eg is tra r W10L3: w tiols.narttxm lcor.con 
R eg is tra r Kcnepage: h ttp://vw V .r13rircnL tcr.rcn

&dnir.13trative Contact:
Dorain Adxilnlstracor 
M icrosoft Corporation 
One M icrosoft Kay 

Reancna WA 9BOS2 
US
d0rwa1n8fimicro9Qft.com +1.42S8828080 fcax: 4L.42S9367329

TecJxicol Contact. Zone Contact: 
msm H09tn«9t#r 
M icrosoft Corporation 
on• M icrosoft way 

Rectaond WA 98052 
US
m3nnstQmittoSOfl.com *1.1258828080 rax: 11. 12S93€"32S

crea ted  on........................... : 1991-05-01.
Expires on............................: 2021-03-02.
Record l a s t  upaatea o n ..:  2011-03-14.

Donaia se rvers  in  l i s te d  order:

ns3.1Ksrt.net
n 34 .a s ft .a c t
r .s l .tt3 r t.n e t

act
03 r t

as 3

h ttp ://ce n  tralops. net/co

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

http ://w hois.dom aintoo ls.com

W H O I S  L o o k u p  R e s u l t  A n a l y s i s

A  w h o i s  l o o k u p  c a n  b e  p e r f o r m e d  u s i n g  W h o i s  s e r v i c e s  s u c h  a s  

h t t p : / / w h o i s . d o m a i n t o o l s . c o m  o r  h t t p : / / c e n t r a l o p s . n e t / c o . H e r e  y o u  c a n  s e e  t h e  r e s u l t  a n a l y s i s  

o f  a W h o i s  l o o k u p  o b t a i n e d  w i t h  t h e  t w o  m e n t i o n e d  W h o i s  s e r v i c e s .  B o t h  t h e s e  s e r v i c e s  a l l o w  

y o u  t o  p e r f o r m  w  w h o i s  l o o k u p  b y  e n t e r i n g  t h e  t a r g e t ' s  d o m a i n  o r  IP a d d r e s s .  T h e  

d o m a i n t o o l s . c o m  s e r v i c e  p r o v i d e s  w h o i s  i n f o r m a t i o n  s u c h  a s  r e g i s t r a n t  i n f o r m a t i o n ,  e m a i l ,  

a d m i n i s t r a t i v e  c o n t a c t  i n f o r m a t i o n ,  c r e a t e d  a n d  e x p i r y  d a t e ,  a l i s t  o f  d o m a i n  s e r v e r s ,  e t c .  T h e  

D o m a i n  D o s s i e r  a v a i l a b l e  a t  h t t p : / / c e n t r a l o p s . n e t / c o /  g i v e s  t h e  a d d r e s s  l o o k u p ,  d o m a i n  W h o i s  

r e c o r d ,  n e t w o r k  w h o i s  r e c o r d ,  a n d  D N S  r e c o r d s  i n f o r m a t i o n .
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Domain Dossier I n v e s t ig a t e  d o m a in s  a n d  IP  a d d r e s s e s

domain or !P a d d ress  ]ug9yCoy.com |

2 domain whois record 0  DNS records □  traceroute 

network whois record D  service scan 9° J • ׳

30]
PfJ11tr.fi ,!,Lit

user anonymous [ 
balance: 47 units

lo f  in | account info

Address lookup
canonical name juooyboy.com. 

aliases

ad d resses  6

D o m a in  W h o is  r e c o r d
Q ueried  w h o is .in te rn ic .n e t  w ith  "dom ju g g y b o y .c o m ״ ...

Dcxein Name: JUGGYBOY.COM 
R e g is t r a r :  NETWORK SOLUTIONS, LLC.
¥ h o i s  S e r v e r :  w h o is .n e tv fo r lf s o lu t io n s .c o jn
R eferra l URL: http://w vfw .netw orJc3clution3.co1r/en US/
Vane S e rv e r:  HS19.WORLDNIC.COM 
Nase S e rv e r : HS20.WORLDNIC.COM 
S ta tu s :  c l i c n tT r a n s f e r F r o h ib i te d  
U pdated D a te : 03 -feb -2 0 0 9  
C re a tio n  D a te : 1 6 -)u l-2 0 0 2  
E x p ira tio n  D a te : 16- j j׳ 1-2014

» >  L ast update o f whois database: Thu, 19 Jul 2012 0 7 :4 9 :3 6  UTC < «  

Q ueried  w h o ib .n e tw o rk b o lu tio n b .c o iii w ith  " ju g g y b o y x o iH ״ ...

R e g is t r a n t :

Whim Record Site Profile Registration Server Stats My Whois

R e g i s t r a n t :
Domain A d m in is t r a to r  
M ic ro s o f t  C o rp o ra tio n  
One M ic ro s o f t  Way 

Reds-ond WA 98052 
US
dpnainscX m croso flcom  +1.4258828080  F ax : + 1 .4 2 5 9 3 6 3 2 9 ל

D o z am  ttax e : n ic r o 3 0 f t .c 0 m

R e g i s t r a r  Mane: M arte n o n ito r .co m  
R e g i s t r a r  W hois: w h o is . !narlatoni t o r .  ca n  
R e g i s t r a r  H onepage: h ttp ://w w w .m a rJan c n1t o r . c o 1t

A d s r in i s t r a t i v e  C o n ta c t :
Domain A d n l n l s t r a t o r  
Microsoft Corporation 
One M ic ro s o f t  Way 

Redmond WA 98052 
US
dornains@ m1cf0soft.com +1.4258828080  F ax : 4-1.4 2 5 9 3 6 3 2 9 ל

T e c h n ic a l  C o n ta c t ,  Zone C o n ta c t :
MSN H o s tm a s te r  
M ic ro s o f t  C o rp o ra tio n  
One M ic ro s o f t  Way 

Redirond KA 98052 
US
n1snf1s t@ m itrosoflcom  ♦1*4258828080 Fax: + 1 .4259367329

C re a te d  o n  : 1 9 9 1 -0 5 -0 1 .
E x p ire s  o n  1 2 0 2 1 -0 5 -0 2 .
R eco rd  l a s t  u p d a te d  o n . . :  2 0 1 1 -0 8 -1 4 .

Domain s e r v e r s  i n  l i s t e d  o r d e r :

n s 5 . n s f t . n e t  
n s 4 . n s f t . n e t  
n s l . n s f t . n e t  
n s 3 . n s f t . n e t  
n s 2 . n s f t . n e t

h ttp : / /c e n tra lo p s .n e t/c oh t tp : / /w h o is .d o m a in to o ls .c o m

FIGURE 2.30 : W ho is  services screensho ts
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WHOIS Lookup Tool: SmartWhois CEH
Urtffi•* IthKjl lUckM

SmartWhois - Evaluation Version

Fie Query Edit Y!r/» Settings Help

b  2? • j  c r a i j i
P. host or dcmarc J  m!cr050ft.c<

t t
Free SAS i  ProXad 
8, rue de la ville l"Evcque 
75006 Paris

phone -33 1 73 50 20 00 
fax *■33 1 73 50 25 01 
hQstmastcfCPptoxad.nct

( 3  free SAS i  ProXad
rue de 14 ville l"Evec|ue 

75006 P«ri»

phone-33 173 50 20 00 
fax: *33 1 73 502501 
r.ojtmcitcri’cfo.od.nct

( | frMml-g20.frM.fi [212.27.60.19]
( ® J  ''*•ns2-q2C.frM.fr [21227 60.20]

r*at*d 29/12/2006 
Updated: 17/02/2004 
Source: whois.nic.fr

I J c"up
Completed at 19-07-2012 12:4*01 PM 

Processing ם me 1.6$ seconds 
V1r«VM> Liter

14 miacsoft.com 
^  mcney.de

» E 5 3

http ://www. tamos, com 
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B C  W H O I S  L o o k u p  T o o l :  S m a r t W h o i s

S o u r c e :  h t t p : / / w w w . t a r n o s . c o m

S m a r t W h o i s  is  a u s e f u l  n e t w o r k  i n f o r m a t i o n  u t i l i t y  t h a t  a l l o w s  y o u  t o  l o o k  u p  a l l  t h e  a v a i l a b l e  

i n f o r m a t i o n  a b o u t  a n  IP a d d r e s s ,  h o s t n a m e ,  o r  d o m a i n ,  i n c l u d i n g  c o u n t r y ,  s t a t e  o r  p r o v i n c e ,  

c i t y ,  n a m e  o f  t h e  n e t w o r k  p r o v i d e r ,  a d m i n i s t r a t o r ,  a n d  t e c h n i c a l  s u p p o r t  c o n t a c t  i n f o r m a t i o n .  I t  

a l s o  a s s i s t s  y o u  in  f i n d i n g  t h e  o w n e r  o f  t h e  d o m a i n ,  t h e  o w n e r ' s  c o n t a c t  i n f o r m a t i o n ,  t h e  o w n e r  

o f  t h e  IP  a d d r e s s  b l o c k ,  r e g i s t e r e d  d a t e  o f  t h e  d o m a i n ,  e t c .
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V ־׳£> Q ue ry  »

SmaitW hois ־ Evaluation Version

F ile  Q ue ry  Edit V iew  Se ttin gs H e lp

IP, h o s t o r do m a in : Q  m ic ro s o ft c o m

m

Qnjgjfcfr

88.1902S4.12

Free S A S /  P roX ad  

I 8, rue  de  la v ille  I 'E vequc 

75008 Paris

phone: ♦33 1 73 50 20 00 

fax: ♦33 1 73 50 25  01 
h o s tm a s te rg p fQ x id .n e t

Free SAS  / P roX ad  

I 8. rue  de  la v ille  l"F veq u e  

75008 Paris

phene ♦ 33 1 73 50 20 00 
fax: ♦33 1 73 50 25 01

freensl-g20iree.fr (212.27.60.19] 
1 freens2-g20iree.fr[212.27.60.20]

Google Page Rank: 7 
1 Alexa Traffic Rank: 11,330
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W H O I S  L o o k u p  T o o l s

S i m i l a r  t o  S m a r t W h o i s ,  t h e r e  a r e  n u m e r o u s  t o o l s  a v a i l a b l e  in  t h e  m a r k e t  t o  r e t r i e v e  

W h o i s  i n f o r m a t i o n .  A  f e w  a r e  m e n t i o n e d  a s  f o l l o w s :

p p  C o u n t r y W h o i s

----------S o u r c e :  h t t p : / / w w w . t a m o s . c o m

C o u n t r y W h o i s  is a u t i l i t y  f o r  i d e n t i f y i n g  t h e  g e o g r a p h i c  l o c a t i o n  o f  a n  IP  a d d r e s s .  C o u n t r y W h o i s  

c a n  b e  u s e d  t o  a n a l y z e  s e r v e r  l o g s ,  c h e c k  e m a i l  a d d r e s s  h e a d e r s ,  i d e n t i f y  o n l i n e  c r e d i t  c a r d  

f r a u d ,  o r  in  a n y  o t h e r  i n s t a n c e  w h e r e  y o u  n e e d  t o  q u i c k l y  a n d  a c c u r a t e l y  d e t e r m i n e  t h e  c o u n t r y  

o f  o r i g i n  b y  IP a d d r e s s .

L a n  W h o i s

S o u r c e :  h t t p : / / l a n t r i c k s . c o m

L a n W h o l s  p r o v i d e s  i n f o r m a t i o n  a b o u t  d o m a i n s  a n d  a d d r e s s e s  o n  t h e  I n t e r n e t .  T h i s  p r o g r a m  

h e l p s  y o u  d e t e r m i n e  w h o ,  w h e r e ,  a n d  w h e n  t h e  d o m a i n  o r  s i t e  y o u  a r e  i n t e r e s t e d  in  w a s  

r e g i s t e r e d ,  a n d  t h e  i n f o r m a t i o n  a b o u t  t h o s e  w h o  s u p p o r t  i t  n o w .  T h i s  t o o l  a l l o w s  y o u  t o  s a v e  

y o u r  s e a r c h  r e s u l t  in  t h e  f o r m  o f  a n  a r c h i v e  t o  v i e w  i t  l a t e r .  Y o u  c a n  p r i n t  a n d  s a v e  t h e  s e a r c h  

r e s u l t  in  H T M L  f o r m a t .
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P t  B a t c h  I P  C o n v e r t e r
■j î t *

S o u r c e :  h t t p : / / w w w . n e t w o r k m o s t . c o m

B a t c h  IP C o n v e r t e r  is  a n e t w o r k  t o o l  t o  w o r k  w i t h  IP a d d r e s s e s .  I t  c o m b i n e s  D o m a i n - t o - I P  

C o n v e r t e r ,  B a t c h  P in g ,  T r a c e r t ,  W h o i s ,  W e b s i t e  S c a n n e r ,  a n d  C o n n e c t i o n  M o n i t o r  i n t o  a s i n g l e  

i n t e r f a c e  a s  w e l l  a s  a n  I P - t o - C o u n t r y  C o n v e r t e r .  I t  a l l o w s  y o u  t o  l o o k  u p  t h e  IP a d d r e s s  f o r  a 

s i n g l e  o r  l i s t  o f  d o m a i n  n a m e s  a n d  v i c e  v e r s a .

I  r C ־1 a l l e r I P

S o u r c e :  h t t p : / / w w w . c a l l e r i p p r o . c o m

C a l l e r I P  is b a s i c a l l y  IP a n d  p o r t  m o n i t o r i n g  s o f t w a r e  t h a t  d i s p l a y s  t h e  i n c o m i n g  a n d  o u t g o i n g  

c o n n e c t i o n  m a d e  t o  y o u r  c o m p u t e r .  I t  a l s o  a l l o w s  y o u  t o  f i n d  t h e  o r i g i n  o f  a l l  c o n n e c t i n g  IP 

a d d r e s s e s  o n  t h e  w o r l d  m a p .  T h e  W h o i s  r e p o r t i n g  f e a t u r e  p r o v i d e s  k e y  i n f o r m a t i o n  s u c h  a s  

w h o  a n  IP is  r e g i s t e r e d  t o  a l o n g  w i t h  c o n t a c t  e m a i l  a d d r e s s e s  a n d  p h o n e  n u m b e r s .

® 1— W ׳ h o l s  L o o k u p  M u l t i p l e  A d d r e s s e s

  S o u r c e :  h t t p : / / w w w . s o b o l s o f t . c o m

T h i s  s o f t w a r e  o f f e r s  a s o l u t i o n  f o r  u s e r s  w h o  w a n t  t o  l o o k  u p  o w n e r s h i p  d e t a i l s  f o r  o n e  o r  

m o r e  IP a d d r e s s e s .  U s e r s  c a n  s i m p l y  e n t e r  IP  a d d r e s s e s  o r  l o a d  t h e m  f r o m  a f i l e .  T h e r e  a r e  

t h r e e  o p t i o n s  f o r  l o o k u p  s i t e s :  w h o i s . d o m a i n t o o l s . c o m ,  w h o i s - s e a r c h . c o m ,  a n d  w h o i s . a r i n . n e t .  

T h e  u s e r  c a n  s e t  a d e l a y  p e r i o d  b e t w e e n  l o o k u p s ,  t o  a v o i d  l o c k o u t s  f r o m  t h e s e  w e b s i t e s .  T h e  

r e s u l t i n g  l i s t  s h o w s  t h e  IP a d d r e s s e s  a n d  d e t a i l s  o f  e a c h .  I t  a l s o  a l l o w s  y o u  t o  s a v e  r e s u l t s  t o  a 

t e x t  f i l e .

W h o l s  A n a l y z e r  P r o

S o u r c e :  h t t p : / / w w w . w h o i s a n a l v z e r . c o m

T h i s  t o o l  a l l o w s  y o u  t o  a c c e s s  i n f o r m a t i o n  a b o u t  a r e g i s t e r e d  d o m a i n  w o r l d w i d e ;  y o u  c a n  v i e w  

t h e  d o m a i n  o w n e r  n a m e ,  d o m a i n  n a m e ,  a n d  c o n t a c t  d e t a i l s  o f  d o m a i n  o w n e r .  I t  a l s o  h e l p s  in  

f i n d i n g  t h e  l o c a t i o n  o f  a s p e c i f i c  d o m a i n .  Y o u  c a n  a l s o  s u b m i t  m u l t i p l e  q u e r i e s  w i t h  t h i s  t o o l  

s i m u l t a n e o u s l y .  T h i s  t o o l  g i v e s  y o u  t h e  a b i l i t y  t o  p r i n t  o r  s a v e  t h e  r e s u l t  o f  t h e  q u e r y  i n  H T M L  

f o r m a t .

H o t W h o i s

S o u r c e :  h t t p : / / w w w . t i a l s o f t . c o m

H o t W h o i s  is  a n  IP t r a c k i n g  t o o l  t h a t  c a n  r e v e a l  v a l u a b l e  i n f o r m a t i o n ,  s u c h  a s  c o u n t r y ,  s t a t e ,  

c i t y ,  a d d r e s s ,  c o n t a c t  p h o n e  n u m b e r s ,  a n d  e m a i l  a d d r e s s e s  o f  a n  IP p r o v i d e r .  T h e  q u e r y  

m e c h a n i s m  r e s o r t s  t o  a v a r i e t y  o f  R e g i o n a l  I n t e r n e t  R e g i s t r i e s ,  t o  o b t a i n  IP W h o i s  i n f o r m a t i o n  

a b o u t  IP a d d r e s s .  W i t h  H o t W h o i s  y o u  c a n  m a k e  w h o i s  q u e r i e s  e v e n  i f  t h e  r e g i s t r a r ,  s u p p o r t i n g  

a p a r t i c u l a r  d o m a i n ,  d o e s n ' t  h a v e  t h e  w h o i s  s e r v e r  i t s e l f .
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W h o i s  2 0 1 0  P r o

S o u r c e :  h t t p : / / l a p s h i n s . c o m

W h o i s  2 0 1 0  P R O  is  n e t w o r k  i n f o r m a t i o n  s o f t w a r e  t h a t  a l l o w s  y o u  t o  l o o k  u p  a l l  t h e  a v a i l a b l e  

i n f o r m a t i o n  a b o u t  a d o m a i n  n a m e ,  i n c l u d i n g  c o u n t r y ,  s t a t e  o r  p r o v i n c e ,  c i t y ,  a d m i n i s t r a t o r ,  a n d  

t e c h n i c a l  s u p p o r t  c o n t a c t  i n f o r m a t i o n .

(W ) A c t i v e  W h o  i s

S o u r c e :  h t t p : / / w w w . j o h n r u . c o m

A c t i v e W h o i s  is  a n e t w o r k  t o o l  t o  f i n d  i n f o r m a t i o n  a b o u t  t h e  o w n e r s  o f  IP a d d r e s s e s  o r  I n t e r n e t  

d o m a i n s .  Y o u  c a n  d e t e r m i n e  t h e  c o u n t r y ,  p e r s o n a l  a n d  p o s t a l  a d d r e s s e s  o f  t h e  o w n e r ,  a n d / o r  

u s e r s  o f  IP a d d r e s s e s  a n d  d o m a i n s .

W h o i s T h i s D o m a i n

S o u r c e :  h t t p : / / w w w . n i r s o f t . n e t

W h o i s T h i s D o m a i n  is  a d o m a i n  r e g i s t r a t i o n  l o o k u p  u t i l i t y  t h a t  a l l o w s  y o u  t o  g e t  i n f o r m a t i o n  

a b o u t  a r e g i s t e r e d  d o m a i n .  I t  a u t o m a t i c a l l y  c o n n e c t s  t o  t h e  r i g h t  W H O I S  s e r v e r  a n d  r e t r i e v e s  

t h e  W H O I S  r e c o r d  o f  t h e  d o m a i n .  I t  s u p p o r t s  b o t h  g e n e r i c  d o m a i n s  a n d  c o u n t r y  c o d e  d o m a i n s .
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W H O I S  L o o k u p  O n l i n e  T o o l s

In  a d d i t i o n  t o  t h e  W h o i s  l o o k u p  t o o l s  m e n t i o n e d  s o  f a r ,  a f e w  o n l i n e  W h o i s  l o o k u p  t o o l s  

a r e  l i s t e d  a s  f o l l o w s :

Q  S m a r t W h o i s  a v a i l a b l e  a t  h t t p : / / s m a r t w h o i s . c o m

Q  B e t t e r  W h o i s  a v a i l a b l e  a t  h t t p : / / w w w . b e t t e r w h o i s . c o m

O  W h o i s  S o u r c e  a v a i l a b l e  a t  h t t p : / / w w w . w h o i s . s e

Q  W e b  W i z  a v a i l a b l e  a t  h t t p : / / w w w . w e b w i z . c o . u k / d o m a i n - t o o l s / w h o i s - l o o k u p . h t m  

Q  N e t w o r k - T o o l s . c o m  a v a i l a b l e  a t  h t t p : / / n e t w o r k - t o o l s . c o m  

Q  W h o i s  a v a i l a b l e  a t  h t t p : / / t o o l s . w h o i s . n e t  

©  D N S s t u f f  a v a i l a b l e  a t  h t t p : / / w w w . d n s s t u f f . c o m

Q  N e t w o r k  S o l u t i o n s  W h o i s  a v a i l a b l e  a t  h t t p : / / w w w . n e t w o r k s o l u t i o n s . c o m

S  W e b T o o l H u b  a v a i l a b l e  a t  h t t p : / / w w w . w e b t o o l h u b . c o m / t n 5 6 1 3 8 1 - w h o i s - l o o k u p . a s p x  

Q  U l t r a  T o o l s  a v a i l a b l e  a t  h t t p s : / / w w w . u l t r a t o o l s . c o m / w h o i s / h o m e
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Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google

F o o t p r i n t i n g  M e t h o d o l o g y

-------  T h e  n e x t  p h a s e  in  f o o t p r i n t i n g  m e t h o d o l o g y  is  D N S  f o o t p r i n t i n g .

T h i s  s e c t i o n  d e s c r i b e s  h o w  t o  e x t r a c t  D N S  i n f o r m a t i o n  a n d  t h e  D N S  i n t e r r o g a t i o n  t o o l s .
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E x t r a c t i n g  D N S  I n f o r m a t i o n CEH
(•rtifwd ilk. (41 •UthM

0 0
Attacker can gather DNS information to determ ine key hosts in

3 2the network and can perform social engineering attacks
0 0

D N S  I n t e r r o g a t i o n  T o o l s

© http://www.dnsstuff.com 

© http://network-tools.com

DNS records provide important information 
about location and type of servers

R e c o r d

T y p e
D e s c r i p t i o n

A Po in ts  to  a h ost's  IP address

M X Po in ts  to  do m a in 's  m a il se rve r

NS Po in ts  to  host's  nam e serve r

CNAM E C anon ica l nam ing a llow s  a liases to  a host

SOA Ind icate au th o r ity  fo r  dom a in

SRV Service  records

PTR M a p s  IP add ress  to  a hostnam e

RP Responsib le  person

HINFO H ost in fo rm a t ion  reco rd  in c ludes CPU type  and OS

TXT U ns tru c tu red  te x t records
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E x t r a c t i n g  D N S  I n f o r m a t i o n

D N S  f o o t p r i n t i n g  a l l o w s  y o u  t o  o b t a i n  i n f o r m a t i o n  a b o u t  D N S  z o n e  d a t a .  T h i s  D N S  

z o n e  d a t a  i n c l u d e s  D N S  d o m a i n  n a m e s ,  c o m p u t e r  n a m e s ,  IP a d d r e s s e s ,  a n d  m u c h  m o r e  a b o u t  a 

p a r t i c u l a r  n e t w o r k .  T h e  a t t a c k e r  p e r f o r m s  D N S  f o o t p r i n t i n g  o n  t h e  t a r g e t  n e t w o r k  in  o r d e r  t o  

o b t a i n  t h e  i n f o r m a t i o n  a b o u t  D N S .  H e  o r  s h e  t h e n  u s e s  t h e  g a t h e r e d  D N S  i n f o r m a t i o n  t o  

d e t e r m i n e  k e y  h o s t s  in  t h e  n e t w o r k  a n d  t h e n  p e r f o r m s  s o c i a l  e n g i n e e r i n g  a t t a c k s  t o  g a t h e r  

m o r e  i n f o r m a t i o n .

D N S  f o o t p r i n t i n g  c a n  b e  p e r f o r m e d  u s i n g  D N S  i n t e r r o g a t i o n  t o o l s  s u c h  a s  w w w . D N S s t u f f . c o m . 

B y  u s i n g  w w w . D N S s t u f f . c o m , i t  is p o s s i b l e  t o  e x t r a c t  D N S  i n f o r m a t i o n  a b o u t  IP a d d r e s s e s ,  m a i l  

s e r v e r  e x t e n s i o n s ,  D N S  l o o k u p s ,  W h o i s  l o o k u p s ,  e t c .  I f  y o u  w a n t  i n f o r m a t i o n  a b o u t  a t a r g e t  

c o m p a n y ,  i t  is p o s s i b l e  t o  e x t r a c t  i t s  r a n g e  o f  IP a d d r e s s e s  u t i l i z i n g  t h e  IP  r o u t i n g  l o o k u p  o f  D N S  

s t u f f .  I f  t h e  t a r g e t  n e t w o r k  a l l o w s  u n k n o w n ,  u n a u t h o r i z e d  u s e r s  t o  t r a n s f e r  D N S  z o n e  d a t a ,  t h e n  

i t  is  e a s y  f o r  y o u  t o  o b t a i n  t h e  i n f o r m a t i o n  a b o u t  D N S  w i t h  t h e  h e l p  o f  t h e  D N S  i n t e r r o g a t i o n  

t o o l .

O n c e  y o u  s e n d  t h e  q u e r y  u s i n g  t h e  D N S  i n t e r r o g a t i o n  t o o l  t o  t h e  D N S  s e r v e r ,  t h e  s e r v e r  w i l l  

r e s p o n d  t o  y o u  w i t h  a r e c o r d  s t r u c t u r e  t h a t  c o n t a i n s  i n f o r m a t i o n  a b o u t  t h e  t a r g e t  D N S .  D N S  

r e c o r d s  p r o v i d e  i m p o r t a n t  i n f o r m a t i o n  a b o u t  l o c a t i o n  a n d  t y p e  o f  s e r v e r s .

Q  A  - P o i n t s  t o  a h o s t ' s  IP a d d r e s s
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Q  M X P ־  o i n t s  t o  d o m a i n ' s  m a i l  s e r v e r

Q  N S  -  P o i n t s  t o  h o s t ' s  n a m e  s e r v e r

Q  C N A M E  -  C a n o n i c a l  n a m i n g  a l l o w s  a l i a s e s  t o  a h o s t

Q  S O A  - I n d i c a t e  a u t h o r i t y  f o r  d o m a i n

Q  S R V  - S e r v i c e  r e c o r d s

Q  P T R  - M a p s  IP a d d r e s s  t o  a h o s t n a m e

6  RP - R e s p o n s i b l e  p e r s o n

£  H I N F O  -  H o s t  i n f o r m a t i o n  r e c o r d  i n c l u d e s  C P U  t y p e  a n d  O S  

A  f e w  m o r e  e x a m p l e s  o f  D N S  i n t e r r o g a t i o n  t o o l s  t o  s e n d  a D N S  q u e r y  i n c l u d e :

6  h t t p : / / w w w . d n s s t u f f . c o m  

©  h t t p : / / n e t w o r k - t o o l s . c o m
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E x t r a c t i n g  D N S  I n f o r m a t i o n  C E H
( C o n t ’d )  (•rtifwtf | EthKJi ■UckM

^  Perform DNS query

microsoft.com

T h is  t o o l i s  v e r y  u se fu l t o  p e r fo rm  a D N S q u e ry  on  a n y  h o s t . E a ch  d o m a in  

n am e  (Exa m p le : d n s q u e r ie s .c o m )  is  s t r u c tu r e d  in  h o s t s  (ex:

Q u e r ie s ,  com ) an d  t h e  DNS (D om a in  N am e S ys te m )  a llo w  

t o  t ra n s la te  t h e  d o m a in  n a m e  o r  t h e  h o s tn a m e  in  an IP A d d re s s  

10 c o n t a c t  v ia  t h e  T C P /IP  p ro to c o l.  T h e r e  a re  s e rv e ra l ty p e s  o f  q u e r ie s ,  

c o r r e s p o n d in g  t o  all th e  Im p lem en  ta b le  t y p e s  o f  DNS re c o rd s  s u ch  a s  A  

re c o rd ,  M X . A A A A ,  C N A M E  an d  SOA.

Results for checks on m icrosoft.com
H ost T TL C la s s ly p e D e ta ils

m ic ro so ft .c o m  !J 3381 IN TXT FbUF6DbkE*Aw1 /v / i9 xgD i3K V rllZ u s5 v8L6 tb lQ ZkG rQ ׳ rVQ KJ i8C jQ bB tW t£64ey4N JJv/j5J65P lggVYN abdQ —

m ic ro so ft .c o m 3381 IN TXT
v - s p f1 Include: sp f-a .m lc ro so ft .co m  Include :_ sp f-b .m fc ro so ft.co m  1nclude:_spf־c. m lc ro so ft .co m  1nclude:_spf-ssg• 
a .m ic ro so ft .co m  ip 4 : l3 1 .107 .115.215  ip i : 1 31 .107 .115 .214  ip 4 :2 0 5 .248 .106 .64  ip 4 :205 .248.106.30  
ip 4 :2 0 5 .24 8 .106.32 *all

m lc ro so ft .c o m  ^ 3381 IN M X 10 m a ll .m e s s a g ln g .m lc ro s o n .c o m  ! J

m ic io b u f t .c o ii i J 3381 IN SOA n s1 .m s ft.n e t  m b n h b t.m ia0b0f t .c0m  2012071602 3C0 600 2419200 3600

m ic ro so ft .c o m 3381 IN A 64 .4 .1 1 .3 7 (£)

m ic ro so ft .c o m 3381 IN A 65.55.58.701 $

m ic ro so ft .c o m  'J 141531 IN NS n s5 .m s ft.n e t

m ic ro so ft .c o m 141531 IN NS n s2 .m s ft.n e t

m ic ro so ft .c o m  ^ 141531 IN NS n s1 .m s ft.n e t (g)

m ic ro so ft .c o m  $ 141531 IN NS n s3 .m s ft.n e t $

m ic ro so ft .c o m  $ 141531 IN NS n s4 .m s ft.n e t yj}

h t t p : / / w w w . d n s q u e r i e s . c o m
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E x t r a c t i n g  D N S  I n f o r m a t i o n  ( C o n t ’ d )

S o u r c e :  h t t p : / / w w w . d n s q u e r i e s . c o m

P e r f o r m  D N S  q u e r y  a v a i l a b l e  a t  h t t p : / / w w w . d n s q u e r i e s . c o m  is a t o o l  t h a t  a l l o w s  y o u  t o  

p e r f o r m  a D N S  q u e r y  o n  a n y  h o s t .  E a c h  d o m a i n  n a m e  ( e x a m p l e :  d n s q u e r i e s . c o m )  is  s t r u c t u r e d  

in  h o s t s  ( e x :  w w w . d n s q u e r i e s . c o m ) a n d  t h e  D N S  ( D o m a i n  N a m e  S y s t e m )  a l l o w s  a n y o n e  t o  

t r a n s l a t e  t h e  d o m a i n  n a m e  o r  t h e  h o s t n a m e  in  a n  IP a d d r e s s  t o  c o n t a c t  v i a  t h e  TCP/IP p r o t o c o l .  

T h e r e  a r e  s e v e r a l  t y p e s  o f  q u e r i e s ,  c o r r e s p o n d i n g  t o  a l l  t h e  i m p l e m e n t a b l e  t y p e s  o f  D N S  

r e c o r d s  s u c h  a s  a r e c o r d ,  M X ,  A A A A ,  C N A M E ,  a n d  S O A .

N o w  l e t ' s  s e e  h o w  t h e  D N S  i n t e r r o g a t i o n  t o o l  r e t r i e v e s  i n f o r m a t i o n  a b o u t  t h e  D N S .  G o  t o  t h e  

b r o w s e r  a n d  t y p e  h t t p : / / w w w . d n s q u e r i e s . c o m  a n d  p r e s s  E n t e r .  T h e  D N S  q u e r y ' s  h o m e s i t e  w i l l  

b e  d i s p l a y e d  in  t h e  b r o w s e r .

E n t e r  t h e  d o m a i n  n a m e  o f  y o u r  i n t e r e s t  in  t h e  P e r f o r m  D N S  q u e r y ' s  H o s t N a m e  f i e l d  ( h e r e  w e  

a r e  e n t e r i n g  M i c r o s o f t . c o m )  a n d  c l i c k  t h e  R u n  t o o l  b u t t o n ;  t h e  D N S  i n f o r m a t i o n  f o r  

M i c r o s o f t . c o m  w i l l  b e  d i s p l a y e d  a s  s h o w n  in  t h e  f o l l o w i n g  f i g u r e .

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0 U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  0 2  P a g e  2 0 1

http://www.dnsqueries
http://www.dnsqueries.com
http://www.dnsqueries.com
http://www.dnsqueries.com
http://www.dnsqueries.com


E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

Q  Perform DNS query

H o s tflam e :

[mcrosoftcom

Type:
A N Y  0  | Run to o h T

T h is  to o l is  v e ry  u se fu l t o  p e r fo rm  a  DN S q u e ry  on  a n y  h o s t . Each  dom a in  

n am e (Fxam p le : d n s q u e r ie s .c o m )  is  s t r u c tu re d  in  h o s ts  (ex: 

w w w .d n s q u 9 r ie s .c o m ) an d  t h e  DNS (D om ain  Nam© Sys tem ) a llow  

o v o ryb o d y  to  t ra n s la to  t h o  dom a in  n am o  o r  th o  h o s tn a m e  in  an IP A d d ro s s  

t o  c o n ta c t  v ia  th e  T C P /IP  p ro to c o l.  T h e re  a re  s e rv e r^  ty p e s  o f  q u e r ie s ,  

c o r re s p o n d in g  to  dll th e  im p le m e n ld b le  ty p e s  o f  DNS re c o rd s  such A ל»־   

re c o rd ,  M X , A A A A , C N A M E  a n d  SO A .

Results for checks on m1crosoft.com
H ost T T L C la ss T yp e D e ta ils

m ic ro so ft .co m 3381 IN TXT FbUF6D bkE*Avv l/w i9xgD i8KV rllZu s5v8L6tb lQ ZkG rQ / ׳ VQKJi8C jQ bB tW tE64ey4N JJvvj5 J65P lggW N abdQ ־-

micr030ft.c0m 3381 IN TXT
c .m lc ro so ft.co m  1ndude:_spf-ssg־ -b .m fc ro so ft.com  ln c lude:_ sp f־v=spf1 ln c lude :_ sp f-a .m fc roso fL com  lndude :_ sp f 

a .m ic ro so ft.co m  ip 4 : l3 l . lC 7 . 1 l5 . 2 l5  ip 4 : l3 l  .107 .115 .214  ip4:2G 5.248 .100 .64  ip 4 :205 .243 .106.30
ip 4 :205 .248 .106.32 'a l l

m ic ro so ft .co m 3381 IN MX 10 mail.mes5aging.micro50ft.c0m
m ic ro so tt.co m  ^ 3381 IN SOA n s l.m s ft .n e tm sn h s t .m ic ro s o f t .c o m  2012071602 300 600  2419200 3600

m ic ro so ft .co m 3381 IN A 64.4.11.37 sJ
m ic ro so ft .co m 3381 IN A 65  55.58.201

microsoh.com ^ 141531 IN NS n s5 .m s ft.n e t {gj

m ic ro so tt.co m  ^ 141531 IN NS n s2 .m s lt .n e t $

m ic ro so ft .c o m  CJ 141531 IN NS n s1 .m s ft.ne t !£}

m ic ro so ft .c o m  Q 141531 IN NS n s3 .m s ft.ne t

n1icr050ft.c0m ^ 141531 IN NS rr54.t1tsft.net ' j

FIGURE 2.32: S creensho t sho w in g  DNS in fo rm a t io n  fo r  M ic ro s o ft.c o m
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DNS Interrogation Tools CEH
DNSWatch

____ נ  http://www.dns watch, info
DIG
http://www.kloth.netA

DomainTools
http://www.domaintools.com

myDNSTools
http://www.mydns tools.info

ffjp Professional Toolset 1rv ' - ,  DNSslli http://www. dnsstuff. com (0m http://e-dns.org

DNS Lookup Tool
http://www. webwiz. co. uk

DNS Records
http ://net work- tools.com

DNS Query Utility
http://www. webmas ter- toolki t. comח DNSData View

http://www.nirsoft.net
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D N S  I n t e r r o g a t i o n  T o o l s

A  f e w  m o r e  w e l l - k n o w n  D N S  i n t e r r o g a t i o n  t o o l s  a r e  l i s t e d  a s  f o l l o w s :  

D IG  a v a i l a b l e  a t  h t t p : / / w w w . k l o t h . n e t  

m y D N S T o o l s  a v a i l a b l e  a t  h t t p : / / w w w . m y d n s t o o l s . i n f o  

P r o f e s s i o n a l  T o o l s e t  a v a i l a b l e  a t  h t t p : / / w w w . d n s s t u f f . c o m  

D N S  R e c o r d s  a v a i l a b l e  a t  h t t p : / / n e t w o r k - t o o l s . c o m  

D N S D a t a  V i e w  a v a i l a b l e  a t h t t p : / / w w w . n i r s o f t . n e t  

D N S W a t c h  a v a i l a b l e  a t  h t t p : / / w w w . d n s w a t c h . i n f o  

D o m a i n T o o l s  P r o  a v a i l a b l e  a t  h t t p : / / w w w . d o m a i n t o o l s . c o m  

D N S  a v a i l a b l e  a t  h t t p : / / e - d n s . o r g  

D N S  L o o k u p  T o o l  a v a i l a b l e  a t  h t t p : / / w w w . w e b w i z . c o . u k  

D N S  Q u e r y  U t i l i t y  a v a i l a b l e  a t  h t t p : / / w w w . w e b m a s t e r - t o o l k i t . c o m

©

©

©

©

©

©

©

©

©

©
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Footprinting Methodology CEH

WHOIS Footprinting

DNS Footprinting *ך

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence
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F o o t p r i n t i n g  M e t h o d o l o g y

T h e  n e x t  s t e p  a f t e r  r e t r i e v i n g  t h e  D N S  i n f o r m a t i o n  is  t o  g a t h e r  n e t w o r k - r e l a t e d  

i n f o r m a t i o n .  S o ,  n o w  w e  w i l l  d i s c u s s  n e t w o r k  f o o t p r i n t i n g ,  a m e t h o d  o f  g a t h e r i n g  n e t w o r k -  

r e l a t e d  i n f o r m a t i o n .

T h i s  s e c t i o n  d e s c r i b e s  h o w  t o  l o c a t e  n e t w o r k  r a n g e ,  d e t e r m i n e  t h e  o p e r a t i n g  s y s t e m ,  

T r a c e r o u t e ,  a n d  t h e  T r a c e r o u t e  t o o l s .
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Locate the Network Range C
(citifwd

EH
IthKJI lUckM

N e t w o r k  W h o i s  R e c o r d

Q u e r i e d  w h o i s . a r i n . n e t  w i t h  " n  207. 46. 232. 182" . . .

207. 46. 255.255.0.0
. 0/16207.46207.46N e t R a n g e :

C I D R :

O r i g i n A S :
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J  Network range information obtained assists 
an attacker to create a map of the target's 
network

J  Find the range of IP addresses using ARIN 
whois database search tool

J  You can find the range of IP addresses and 
the subnet mask used by the target 
organization from Regional Internet 
Registry (RIR)

Attacker

N etw ork

Copyright © by EG-Gtancil. All Rights Reserved. Reproduction is Strictly Prohibited.

־«
L o c a t e  t h e  N e t w o r k  R a n g eנ-ז
T o  p e r f o r m  n e t w o r k  f o o t p r i n t i n g ,  y o u  n e e d  t o  g a t h e r  b a s i c  a n d  i m p o r t a n t  

i n f o r m a t i o n  a b o u t  t h e  t a r g e t  o r g a n i z a t i o n  s u c h  a s  w h a t  t h e  o r g a n i z a t i o n  d o e s ,  w h o  t h e y  w o r k  

f o r ,  a n d  w h a t  t y p e  o f  w o r k  t h e y  p e r f o r m .  T h e  a n s w e r s  t o  t h e s e  q u e s t i o n s  g i v e  y o u  a n  i d e a  

a b o u t  t h e  i n t e r n a l  s t r u c t u r e  o f  t h e  t a r g e t  n e t w o r k .

A f t e r  g a t h e r i n g  t h e  a f o r e m e n t i o n e d  i n f o r m a t i o n ,  a n  a t t a c k e r  c a n  p r o c e e d  t o  f i n d  t h e  n e t w o r k  

r a n g e  o f  a t a r g e t  s y s t e m .  H e  o r  s h e  c a n  g e t  m o r e  d e t a i l e d  i n f o r m a t i o n  f r o m  t h e  a p p r o p r i a t e  

r e g i o n a l  r e g i s t r y  d a t a b a s e  r e g a r d i n g  IP a l l o c a t i o n  a n d  t h e  n a t u r e  o f  t h e  a l l o c a t i o n .  A n  a t t a c k e r  

c a n  a l s o  d e t e r m i n e  t h e  s u b n e t  m a s k  o f  t h e  d o m a i n .  H e  o r  s h e  c a n  a l s o  t r a c e  t h e  r o u t e  b e t w e e n  

t h e  s y s t e m  a n d  t h e  t a r g e t  s y s t e m .  T w o  p o p u l a r  t r a c e r o u t e  t o o l s  a r e  N e o T r a c e  a n d  V i s u a l  

R o u t e .

O b t a i n i n g  p r i v a t e  IP a d d r e s s e s  c a n  b e  u s e f u l  f o r  a n  a t t a c k e r .  T h e  I n t e r n e t  A s s i g n e d  N u m b e r s  

A u t h o r i t y  ( I A N A )  h a s  r e s e r v e d  t h e  f o l l o w i n g  t h r e e  b l o c k s  o f  t h e  IP a d d r e s s  s p a c e  f o r  p r i v a t e  

I n t e r n e t s :  1 0 . 0 . 0 . 0 - 1 0 . 2 5 5 . 2 5 5 . 2 5 5  ( 1 0 / 8  p r e f i x ) ,  1 7 2 . 1 6 . 0 . 0 - 1 7 2 . 3 1 . 2 5 5 . 2 5 5  ( 1 7 2 . 1 6 / 1 2  

p r e f i x ) ,  a n d  1 9 2 . 1 6 8 . 0 . 0 - 1 9 2 . 1 6 8 . 2 5 5 . 2 5 5  ( 1 9 2 . 1 6 8 / 1 6  p r e f i x ) .

T h e  n e t w o r k  r a n g e  g i v e s  y o u  a n  i d e a  a b o u t  h o w  t h e  n e t w o r k  is ,  w h i c h  m a c h i n e s  i n  t h e  

n e t w o r k s  a r e  a l i v e ,  a n d  i t  h e l p s  t o  i d e n t i f y  t h e  n e t w o r k  t o p o l o g y ,  a c c e s s  c o n t r o l  d e v i c e ,  a n d  O S
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u s e d  in  t h e  t a r g e t  n e t w o r k .  T o  f i n d  t h e  n e t w o r k  r a n g e  o f  t h e  t a r g e t  n e t w o r k ,  e n t e r  t h e  s e r v e r  

IP a d d r e s s  ( t h a t  w a s  g a t h e r e d  in  W H O I S  f o o t p r i n t i n g )  i n  t h e  A R I N  w h o i s  d a t a b a s e  s e a r c h  t o o l  o r  

y o u  c a n  g o  t o  t h e  A R I N  w e b s i t e  ( h t t p s : / / w w w . a r i n . n e t / k n o w l e d g e / r i r s . h t m l ) a n d  e n t e r  t h e  

s e r v e r  IP in  t h e  S E A R C H  W h o i s  t e x t  b o x .  Y o u  w i l l  g e t  t h e  n e t w o r k  r a n g e  o f  t h e  t a r g e t  n e t w o r k .  I f  

t h e  D N S  s e r v e r s  a r e  n o t  s e t  u p  c o r r e c t l y ,  t h e  a t t a c k e r  h a s  a g o o d  c h a n c e  o f  o b t a i n i n g  a l i s t  o f  

i n t e r n a l  m a c h i n e s  o n  t h e  s e r v e r .  A l s o ,  s o m e t i m e s  i f  a n  a t t a c k e r  t r a c e s  a r o u t e  t o  a m a c h i n e ,  h e  

o r  s h e  c a n  g e t  t h e  i n t e r n a l  IP a d d r e s s  o f  t h e  g a t e w a y ,  w h i c h  m i g h t  b e  u s e f u l .

N e t w o r k  W h o i s  R e c o r d

Q u e r i e d  w h o i s . a r i n . n e t  w i t h  "n  2 0 7 . 4 6 . 2 3 2 . 1 8 2 " ,

2 0 7 . 4 6 . 0 . 0  -  2 0 7 .4 6 .2 5 5 .2 5 5
2 0 7 . 4 6 . 0 . 0 / 1 6

MICROSOFT-GLOBAL-NET
N E T - 2 0 7 - 4 6 -0 - 0 -1
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O rg A b u s e H a n d le : ABUSE23 1 -ARIN 
OrgAbuseName: Abuse
O rgA buseP hone : + 1 -4 2 5 -8 8 2 -8 0 8 0
O r g A b u s e E m a i l : ekbuse@ hotmail .com
O rg A b u s e R e f :
h t t p : / / w h o i s . a r i n . n e t / r e s t /p o c /A B U S E 2 3 1 -A R IN

N e tR a n g e : 
C ID R : 
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NetName: 
N e t H a n d le : 
P a r e n t : 
N e t T y p e : 
N a m e S e rv e r : 
N a m e S e rv e r : 
N a m e S e rv e r : 
N a m e S e rv e r : 
N a m e S e rv e r : 
R e g D a te : 
U p d a te d :
R e f :
2 0 7 - 4 6 - 0 - 0 - 1  
OrgName: 
O r g ld :  
A d d r e s s : 
C i t y :
S t a t e P r o v :  
P o s t a lC o d e : 
C o u n t r y : 
R e g D a te : 
U p d a te d :
R e f :

Y o u  n e e d  t o  u s e  m o r e  t h a n  o n e  t o o l  t o  o b t a i n  n e t w o r k  i n f o r m a t i o n  a s  s o m e t i m e s  a s i n g l e  t o o l  

is  n o t  c a p a b l e  o f  d e l i v e r i n g  t h e  i n f o r m a t i o n  y o u  w a n t .
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Determine the Operating System c
(•itifwd
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tUMJl NMhM

Use the Netcraft tool to determine the OSes in use by the target organization
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D e t e r m i n e  t h e  O p e r a t i n g  S y s t e m

S o u r c e :  h t t p : / / n e w s . n e t c r a f t . c o m

S o  f a r  w e  h a v e  c o l l e c t e d  i n f o r m a t i o n  a b o u t  IP a d d r e s s e s ,  n e t w o r k  r a n g e s ,  s e r v e r  n a m e s ,  e t c .  o f  

t h e  t a r g e t  n e t w o r k .  N o w  i t ' s  t i m e  t o  f i n d  o u t  t h e  O S  r u n n i n g  o n  t h e  t a r g e t  n e t w o r k .  T h e  

t e c h n i q u e  o f  o b t a i n i n g  i n f o r m a t i o n  a b o u t  t h e  t a r g e t  n e t w o r k  O S  is c a l l e d  O S  f i n g e r p r i n t i n g .  T h e  

N e t c r a f t  t o o l  w i l l  h e l p  y o u  t o  f i n d  o u t  t h e  O S  r u n n i n g  o n  t h e  t a r g e t  n e t w o r k .

L e t ' s  s e e  h o w  N e t c r a f t  h e l p s  y o u  d e t e r , o m e  t h e  O S  o f  t h e  t a r g e t  n e t w o r k .

O p e n  t h e  h t t p : / / n e w s . n e t c r a f t . c o m  s i t e  in  y o u r  b r o w s e r  a n d  t y p e  t h e  d o m a i n  n a m e  o f  y o u r  

t a r g e t  n e t w o r k  in  t h e  W h a t ' s  t h a t  s i t e  r u n n i n g ?  f i e l d  ( h e r e  w e  a r e  c o n s i d e r i n g  t h e  d o m a i n  n a m e  

״ M i c r o s o f t . c o m " ) .  I t  d i s p l a y s  a l l  t h e  s i t e s  a s s o c i a t e d  w i t h  t h a t  d o m a i n  a l o n g  w i t h  t h e  o p e r a t i n g  

s y s t e m  r u n n i n g  o n  e a c h  s i t e .
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Search W eb by Domain
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fiM fchr •*arch .!p.

s*« contains 3

|I lookup!
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Results fo r m icrosoft

1 Found 252 sites

Site Site Report First seen Netblock OS
1. w .xn :f5J0 f:.:« r1 a august 1995 microsoft corp otrix netscaler

1 2. :u»pert.mtro5eft.to״׳ e octobar 1997 microsoft corp unicnown

1 3- f 'e c s 'f. fo r a august 1909 mieroaoft torp otrix n atari to*

1 4. n»nd9M.TkfM«f(.tom a juoa 1998 microsoft corp w rio oa  * * 2 0 0 8 ־♦%־ 

rsd־ .5 1 merosoftcom.־1 a saptennbor 1998 microsoft coro otrix netsealor

1 6- ca-m1:ro*oftxom £1 novombor 1998 microsoft corp unoown

7. soaal tochncc.microsoft.ccm a august 2008 microsoft coro citnx notscalor

1 8. ■'tswara.nnicroioft.coni a august 2009 microsoft imttod window■ ״ ׳ ! e  2008

9. MNM<pd«ta.n«lcnaoftcD«n £1 may 2007 *״ r f iw .  «  >«0 ׳ 2כ «

10. aooal.msdn.iTtKroBoft.tom (U august 2008 otrix notacotor

11■ } •  m1!f01»H,t«1« a novombor 2001 ms hotm••! ctrix n t t t ta l• ׳

12• *»«d0»<«upd»ta.׳nKr©«©ft.<0m a fabwary 1999 microsoft corp - rS o *״  ao-v•2308 ־׳

13. n f fd it•  r#׳r1 a faboary 3003 microsoft corp wr«<M1 ■••var ?90S

14. »1«.m«r91alWf»f>alatftr,nyr a novombor ?008 •Itamai torhnelooiet linuv

IS. search.mKroicft.ccm a January 1997 a<ama׳ international ה v Itoux

16. ***(.microioftator• com a novombor 2008 d«ltal rlvor iroiand ltd. f5 bio-c
17. :o ^ r .mtcrotoHorV11to.com a docombor 2010 microsoft corp window• s«%a• 21303

IB. M0r.1nKr0B0H.c0m a october ג00כ microsoft corp wrcova S*2008 ־♦\־

FIGURE 2.33: N e tc ra ft sh o w in g  th e  o p e ra tin g  sys tem  th a t is in  use by M ic ro s o ft
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D e t e r m i n e  t h e  O p e r a t i n g  S y s t e m  ( C o n t ’ d )

((IL *  S H O D A N  S e a r c h  E n g i n e

' “׳׳'־״ *  S o u r c e :  h t t p : / / w w w . s h o d a n h a . c o m

U s e  S H O D A N  s e a r c h  e n g i n e  t h a t  l e t s  y o u  f i n d  s p e c i f i c  c o m p u t e r s  ( r o u t e r s ,  s e r v e r s ,  e t c . )  u s i n g  a 

v a r i e t y  o f  f i l t e r s .

Ex p o s e  O n l i n e  D e v i c e s .

W e b c a m s . R o u t e r s .

P O W E R  P L A N T S . IP H O N E S . W IN D  T U R B IN E S . 

R E FR IG E R A TO R S . V O IP  P H O N E S .
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£ *׳׳ * v A > j,

Fo l l o w  M eLe a r n  M o r e
Gel rnorc oat cf ycur 5c j־cf־c3 
and find •*־ mfnmaton >**1 rwwl©U  D e ve lo p er API

2 ■ Ond out how 10 accc33 the Qhodan 
ilHtalMSH with P/lhon. Pw1 ot Ruby

FIGURE 2.34: SHODAN Search Engine sc reensho t
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*  SHODAN Search

H T T P  1.0 403  Forb idden  

C on ten t-L eng th  218 

C o n ten t •T y p e: te x th tm l 

S e rv e r  M ic ro so ft-I IS  6 .0

IIS E xport: T h is  w eb  site  w as  e xpo rted  usm g US E xport v 4 J

X -P o w ered -B y : A S P .N E T

D ate: T u e ? 25 S ep  2012  01 :53 :00  G M T

Error
66.77.20.147 
Windows XP 
B1znews24.com
Added on 25 09 2012 

S §  Arington

c lie n ts2 .bn24 .com

www.net.cn)
H T T P  1.0 2 0 0  O K  

C o n ten t-T y p e : te x th tm l

L as t-M o d ified  W ed. 22  Ju n  2011 10 :28:46 G M T  

A ccept-R anges: b y te s  

ETag: "083b42sc730ccl:0 "

Server. M ic ro so ft-I IS  7.5 

X -P o w ered -B y  A S P  N E T  

X -U A -C o m p a tib le  E -E m u la te IE 7  

D ate: T ue, 25 S ep  2012  01 :53 :02  G M T  

C o n ten t •Length: 5304

112.127.180.133
HiChina Web Solutions (Bering) Limited
Added on 25 092012  

H  Chaoyang

The page must be viewed over a secure channel
H T T P  1 .0 4 0 3  Forb idden  

C on ten t-L ength : 1409 

C o n ten t-T y p e : te x th tm l 

S e rv e r  M ic ro so ft-I IS  6 .0  

X -P o w ered -B y  A S P  N E T  

D ate : T ue, 25 S ep  2012  01 :59 :20  G M T

H T T P  1.0 200  O K

C o n ten t-T y p e : te x th tm l

L as t-M od ified : Sat, 2 0  N o v  2 0 1 0  03 :13:31 G M T

A ccept-R anges: b y te s

ETag: “3a 24cbe860S8cbl :0"

S e rv e r  M ic ro so ft-I IS  7.5

X -P ow ered -B y : A S P  N E T

D ate: T u e , 25 S ep  2012  01 :52 :50  G M T

41.216.174.82 
W indows XP
VDT C o m m u n ic a t io n s  L im ite d
Added on 25 092012

I I

IIS7
110.142.89.161 
Telstra Internet
Added on 25 09 2012 

e f l  Wentworth Fa ls

Services

HTTP 6,692.080
HTTP Alternate 164,711
FTP 13.543
SNMP 9,022
UPnP 6.392

Top Countries

United States 3,352,389
China 506,298
United Kingdom 362,793
Germany 247,985
Canada 246,968

Top Cities

Englewood 170,677
Beijing 111,663
Columbus 107,163
Dallas 90.899
Seoul 86,213

Top Organizations

Verio Web Hosting 97,784
HiChina Web Solutions ... 52,629 
Ecommerce Corporation 43,967 
GoDaddy.com, LLC 33,234
Comcast Business Commu...

32,203

FIGURE 2.35 : SHODAN screensho t
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CEHTraceroute
Traceroute programs work on the concept of ICMP protocol and use the TTL field in 
the header of ICMP packets to discover the routers on the path to a target host

IP Source Router Hop Router Hop Router Hop Destination Host

IC M P  E cho  r e q u e s t  TTL  = 1

T r a c e r o u t e

F i n d i n g  t h e  r o u t e  o f  t h e  t a r g e t  h o s t  is  n e c e s s a r y  t o  t e s t  a g a i n s t  m a n - i n t־ h e ־ m i d d l e  

a t t a c k s  a n d  o t h e r  r e l a t i v e  a t t a c k s .  T h e r e f o r e ,  y o u  n e e d  t o  f i n d  t h e  r o u t e  o f  t h e  t a r g e t  h o s t  in  

t h e  n e t w o r k .  T h i s  c a n  b e  a c c o m p l i s h e d  w i t h  t h e  h e l p  o f  t h e  T r a c e r o u t e  u t i l i t y  p r o v i d e d  w i t h  

m o s t  o p e r a t i n g  s y s t e m s .  I t  a l l o w s  y o u  t o  t r a c e  t h e  p a t h  o r  r o u t e  t h r o u g h  w h i c h  t h e  t a r g e t  h o s t  

p a c k e t s  t r a v e l  i n  t h e  n e t w o r k .

T r a c e r o u t e  u s e s  t h e  I C M P  p r o t o c o l  c o n c e p t  a n d  T T L  ( T i m e  t o  L i v e )  f i e l d  o f  IP h e a d e r  t o  f i n d  t h e  

p a t h  o f  t h e  t a r g e t  h o s t  in  t h e  n e t w o r k .

T h e  T r a c e r o u t e  u t i l i t y  c a n  d e t a i l  t h e  p a t h  IP p a c k e t s  t r a v e l  b e t w e e n  t w o  s y s t e m s .  I t  c a n  t r a c e  

t h e  n u m b e r  o f  r o u t e r s  t h e  p a c k e t s  t r a v e l  t h r o u g h ,  t h e  r o u n d  t r i p  t i m e  d u r a t i o n  in  t r a n s i t i n g  

b e t w e e n  t w o  r o u t e r s ,  a n d ,  i f  t h e  r o u t e r s  h a v e  D N S  e n t r i e s ,  t h e  n a m e s  o f  t h e  r o u t e r s  a n d  t h e i r  

n e t w o r k  a f f i l i a t i o n ,  a s  w e l l  a s  t h e  g e o g r a p h i c  l o c a t i o n .  I t  w o r k s  b y  e x p l o i t i n g  a f e a t u r e  o f  t h e  

I n t e r n e t  P r o t o c o l  c a l l e d  T i m e  T o  L i v e  ( T T L ) .  T h e  T T L  f i e l d  is i n t e r p r e t e d  t o  i n d i c a t e  t h e  

m a x i m u m  n u m b e r  o f  r o u t e r s  a p a c k e t  m a y  t r a n s i t .  E a c h  r o u t e r  t h a t  h a n d l e s  a p a c k e t  w i l l  

d e c r e m e n t  t h e  T T L  c o u n t  f i e l d  in  t h e  I C M P  h e a d e r  b y  o n e .  W h e n  t h e  c o u n t  r e a c h e s  z e r o ,  t h e  

p a c k e t  w i l l  b e  d i s c a r d e d  a n d  a n  e r r o r  m e s s a g e  w i l l  b e  t r a n s m i t t e d  t o  t h e  o r i g i n a t o r  o f  t h e  

p a c k e t .

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0 U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  0 2  P a g e  2 1 1



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

I t  s e n d s  o u t  a p a c k e t  d e s t i n e d  f o r  t h e  d e s t i n a t i o n  s p e c i f i e d .  I t  s e t s  t h e  T T L  f i e l d  in  t h e  p a c k e t  t o  

o n e .  T h e  f i r s t  r o u t e r  in  t h e  p a t h  r e c e i v e s  t h e  p a c k e t ,  d e c r e m e n t s  t h e  T T L  v a l u e  b y  o n e ,  a n d  i f  

t h e  r e s u l t i n g  T T L  v a l u e  is  0 ,  i t  d i s c a r d s  t h e  p a c k e t  a n d  s e n d s  a m e s s a g e  b a c k  t o  t h e  o r i g i n a t i n g  

h o s t  t o  i n f o r m  i t  t h a t  t h e  p a c k e t  h a s  b e e n  d i s c a r d e d .  I t  r e c o r d s  t h e  IP  a d d r e s s  a n d  D N S  n a m e  o f  

t h a t  r o u t e r ,  a n d  s e n d s  o u t  a n o t h e r  p a c k e t  w i t h  a T T L  v a l u e  o f  t w o .  T h i s  p a c k e t  m a k e s  i t  t h r o u g h  

t h e  f i r s t  r o u t e r ,  t h e n  t i m e s - o u t  a t  t h e  n e x t  r o u t e r  in  t h e  p a t h .  T h i s  s e c o n d  r o u t e r  a l s o  s e n d s  a n  

e r r o r  m e s s a g e  b a c k  t o  t h e  o r i g i n a t i n g  h o s t .  T r a c e r o u t e  c o n t i n u e s  t o  d o  t h i s ,  a n d  r e c o r d s  t h e  IP 

a d d r e s s  a n d  n a m e  o f  e a c h  r o u t e r  u n t i l  a p a c k e t  f i n a l l y  r e a c h e s  t h e  t a r g e t  h o s t  o r  u n t i l  i t  d e c i d e s  

t h a t  t h e  h o s t  is u n r e a c h a b l e .  In  t h e  p r o c e s s ,  i t  r e c o r d s  t h e  t i m e  i t  t o o k  f o r  e a c h  p a c k e t  t o  t r a v e l  

r o u n d  t r i p  t o  e a c h  r o u t e r .  F i n a l l y ,  w h e n  i t  r e a c h e s  t h e  d e s t i n a t i o n ,  t h e  n o r m a l  I C M P  p i n g  

r e s p o n s e  w i l l  b e  s e n d  t o  t h e  s e n d e r .  T h u s ,  t h i s  u t i l i t y  h e l p s  t o  r e v e a l  t h e  IP a d d r e s s e s  o f  t h e  

i n t e r m e d i a t e  h o p s  in  t h e  r o u t e  o f  t h e  t a r g e t  h o s t  f r o m  t h e  s o u r c e .

IP Source R outer Hop R outer Hop R outer Hop D es tina tion  Host

ICMP Echo request TT l = 1

.................................« ............................................................................................................................... '

a  a  a  a H T S T S W S A  A  A  A

- א • •

ICMP error message 

ICMP Echo request

A  A  A  A
" — 1 ־

A  Mi A  A ...............................י■■■■■■■■■■■ 

ICMP error message 

ICMP Echo request

A A A A | 1

ICMP error message 

ICMP Echo request

H  I ::::
A ICMP Echo Reply

FIGURE 2.36 : W o rk in g  o f  T ra ce ro u te  p rog ra m

How to use the tracert command

G o  t o  t h e  c o m m a n d  p r o m p t  a n d  t y p e  t h e  t r a c e r t  c o m m a n d  a l o n g  w i t h  d e s t i n a t i o n  IP a d d r e s s  

o r  d o m a i n  n a m e  a s  f o l l o w s :

C : \ > t r a c e r t  2 1 6 . 2 3 9 . 3 6 . 1 0

T r a c i n g  r o u t e  t o  n s 3 . g o o g l e . c o m  [ 2 1 6 . 2 3 9 . 3 6 . 1 0 ]  o v e r  a m a x i m u m  o f  3 0  h o p s :

1 126 2 ms 18 6 ms 124 ms 1 9 5 . 2 2 9 . 2 5 2 . 1 0

2 2 7 9 6 ms 3 0 6 1 ms 3 4 3 6 ms 1 9 5 . 2 2 9 . 2 5 2 . 1 3 0

3 155 ms 21 7 ms 155 ms 1 9 5 . 2 2 9 . 2 5 2 . 1 1 4

4 2 1 7 1 ms 1 4 0 5 ms 1530 ms 1 9 4 . 1 7 0 . 2 . 5 7

5 2 6 8 5 ms 1 2 8 0 ms 655 ms d x b - e m i x - r a . g e 6 3 0 3 . e m i x . ae [ 1 9 5 . 2 2 9 . 3 1 . 9 9 ]

6 202 ms 53 0 ms 999 ms d x b - e m i x - r b . s o l O O . e m i x . ae [ 1 9 5 . 2 2 9 . 0 . 2 3 0 ]

7 609  ms 1124  ms 1 7 4 8  ms i a r l - s o - 3 - 2 - 0 . T h a m e s s i d e . c w . n e t  [ 1 6 6 . 6 3 . 2 1 4 . 6 5 ]
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8 1 6 2 2  ms 2 3 7 7  ms 2 0 6 1  ms e q i x v a - g o o g l e - g i g e . g o o g l e . c o m  [ 2 0 6 . 2 2 3 . 1 1 5 . 2 1 ]

9 2 4 9 8  ms 968 ms 59 3  ms 2 1 6 . 2 3 9 . 4 8 . 1 9 3

10 3 5 4 6  ms 3 6 8 6  ms 3 0 3 0  ms 2 1 6 . 2 3 9 . 4 8 . 8 9

11 1 8 0 6  ms 1 5 2 9  ms 812  ms 2 1 6 . 3 3 . 9 8 . 1 5 4

12 1 1 0 8  ms 1 6 8 3  ms 2 0 6 2  ms n s 3 . g o o g l e . c o m  [ 2 1 6 . 2 3 9 . 3 6 . 1 0 ]

T r a c e  c o m p l e t e .

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0 U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  0 2  P a g e  2 1 3



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

Traceroute Analysis
Attackers conduct traceroute to extract inform ation about: netw ork topology, trusted routers, and 

firew all locations

For example: after running several traceroutes, an attacker might obtain the following information: 

»  traceroute 1.10.10.20, second to last hop is 1.10.10.1

ED
n
o

10.20.10, third to last hop is 1.10.10.1

10.20.10, second to last hop is 1.10.10.50

10.20.15, third to last hop is 1.10.10.1

10.20.15, second to last hop is 1.10.10.50

» traceroute 1

& traceroute 1

» traceroute 1

a  traceroute 1

J  By putting this inform ation together, attackers can draw the netw ork diagram

I I I I I I I I I I I I I I I I I I I I
1.10.20.10 
W eb  Server

1.10.10.20 
Bastion  Host

1.10.20.50
F irew a ll1.10.20. 

M a il Server

Hacker

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

T r a c e r o u t e  A n a l y s i s

s־־־ W e  h a v e  s e e n  h o w  t h e  T r a c e r o u t e  u t i l i t y  h e l p s  y o u  t o  f i n d  o u t  t h e  IP  a d d r e s s e s  o f  

i n t e r m e d i a t e  d e v i c e s  s u c h  a s  r o u t e r s ,  f i r e w a l l s ,  e t c .  p r e s e n t  b e t w e e n  s o u r c e  a n d  d e s t i n a t i o n .  

Y o u  c a n  d r a w  t h e  n e t w o r k  t o p o l o g y  d i a g r a m  b y  a n a l y z i n g  t h e  T r a c e r o u t e  r e s u l t s .  A f t e r  r u n n i n g  

s e v e r a l  t r a c e r o u t e s ,  y o u  w i l l  b e  a b l e  t o  f i n d  o u t  t h e  l o c a t i o n  o f  a p a r t i c u l a r  h o p  in  t h e  t a r g e t  

n e t w o r k .  L e t ' s  c o n s i d e r  t h e  f o l l o w i n g  t r a c e r o u t e  r e s u l t s  o b t a i n e d :

9  t r a c e r o u t e  1 . 1 0 . 1 0 . 2 0 ,  s e c o n d  t o  l a s t  h o p  i s  1 . 1 0 . 1 0 . 1

9  t r a c e r o u t e  1 . 1 0 . 2 0 . 1 0 .  t h i r d  t o  l a s t  h o p  i s  1 . 1 0 . 1 0 . 1

s e c o n d  t o  l a s t  h o p  i s  1 . 1 0 . 1 0 . 5 0  

t h i r d  t o  l a s t  h o p  i s  1 . 1 0 . 1 0 . 1  

s e c o n d  t o  l a s t  h o p  i s  1 . 1 0 . 1 0 . 5 0

t r a c e r o u t e  1 . 1 0 . 2 0 . 1 0  

t r a c e r o u t e  1 . 1 0 . 2 0 . 1 0  

t r a c e r o u t e  1 . 1 0 . 2 0 . 1 5  

t r a c e r o u t e  1 . 1 0 . 2 0 . 1 5

B y  a n a l y z i n g  t h e s e  r e s u l t s ,  a n  a t t a c k e r  c a n  d r a w  t h e  n e t w o r k  d i a g r a m  o f  t h e  t a r g e t  n e t w o r k  as  

f o l l o w s :
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1.10.20.10 
W eb Server

DMZ ZONE

1.10.20.50
Firewall

1.10.20.15 
Mail Server

1.10.10.50
Firewall

1.10.10.1
Router

§ .........
In te rne t

FIGURE 2.37: D iag ram m atica l re p re s e n ta t io n  o f th e  ta rg e t n e tw o rk

Hacker
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P a t h  A n a l y z e r  P r o  a n d  V i s u a l R o u t e  2 0 1 0  a r e  t h e  t w o  t o o l s  s i m i l a r  t o  T r a c e r o u t e  

i n t e n d e d  t o  t r a c e r o u t e  t h e  t a r g e t  h o s t  in  a n e t w o r k .

P a t h  A n a l y z e r  P r o

S o u r c e :  h t t p : / / w w w . p a t h a n a l y z e r . c o m<
P a t h  A n a l y z e r  P r o  is  a g r a p h i c a l - u s e r - i n t e r f a c e - b a s e d  t r a c e  r o u t i n g  t o o l  t h a t  s h o w s  y o u  t h e  

r o u t e  f r o m  s o u r c e  t o  d e s t i n a t i o n  g r a p h i c a l l y .  I t  a l s o  p r o v i d e s  i n f o r m a t i o n  s u c h  a s  t h e  h o p  

n u m b e r ,  i t s  IP a d d r e s s ,  h o s t n a m e ,  A S N ,  n e t w o r k  n a m e ,  %  l o s s ,  l a t e n c y ,  a v g .  l a t e n c y ,  a n d  s t d .  

d e v .  a b o u t  e a c h  h o p  in  t h e  p a t h .  Y o u  c a n  a l s o  m a p  t h e  l o c a t i o n  o f  t h e  IP a d d r e s s  i n  t h e  n e t w o r k  

w i t h  t h i s  t o o l .  I t  a l l o w s  y o u  t o  d e t e c t  f i l t e r s ,  s t a t e f u l  f i r e w a l l s ,  a n d  o t h e r  a n o m a l i e s  a u t o m a t i c a l l y  in  

t h e  n e t w o r k .
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V i s u a l R o u t e  2 0 1 0

S o u r c e :  h t t p : / / w w w . v i s u a l r o u t e . c o m

T h i s  is  a n o t h e r  g r a p h i c a l - u s e r - b a s e d  t r a c i n g  t o o l  t h a t  d i s p l a y s  h o p - b y - h o p  a n a l y s i s .  I t  e n a b l e s  

y o u  t o  i d e n t i f y  t h e  g e o g r a p h i c a l  l o c a t i o n  o f  t h e  r o u t e r s ,  s e r v e r s ,  a n d  o t h e r  IP d e v i c e s .  I t  is  a b l e  

t o  p r o v i d e  t h e  t r a c i n g  i n f o r m a t i o n  i n  t h r e e  f o r m s :  a s  a n  o v e r a l l  a n a l y s i s ,  in  a d a t a  t a b l e ,  a n d  as  

a g e o g r a p h i c a l  v i e w  o f  t h e  r o u t i n g .  T h e  d a t a  t a b l e  c o n t a i n s  i n f o r m a t i o n  s u c h  a s  h o p  n u m b e r ,  IP 

a d d r e s s ,  n o d e  n a m e ,  g e o g r a p h i c a l  l o c a t i o n ,  e t c .  a b o u t  e a c h  h o p  in  t h e  r o u t e .

F e a t u r e s :

9  H o p - b y - h o p  t r a c e r o u t e s  

9  R e v e rs e  t r a c i n g  

^  H is t o r i c a l  a n a ly s is  

9  P a c k e t  loss  r e p o r t i n g  

9  R e v e rs e  DNS 

9  P in g  p l o t t i n g  

9  P o r t  p r o b i n g  

9  F i r e fo x  a n d  IE p lu g in
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s־ -VisualRoute 2010 ־ Business Edition • Tnal day 1 of IS
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R ou te  leng th  A t least 17 hops
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F ire w a ll Mot responding to pings 

Open to http request* on port 80

Po rt P rob e Running *enter Micro*o!WIS/7 5 

Responded in 9543m*
P a cke t lo ss AH

O  Tracer out• to w n w in K i otoH.com

You are on day l  of a IS  day tria l. For purchase information d id t here or enter a license key.

Your database is 338 days out of date d ick here to  update.
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FIGURE 2.39: V isua lR ou te  2010  scre ensho t
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CEH

3D  T ra c e ro u te
http://www.d3tr.de

A n a lo g X  H yp e rT ra ce
http://www. analogx. com

P ing  P lo t te r
http://www.ping plotter, com

Traceroute Tools
( C o n t ’d )

M a g ic  N e tT ra ce
http://www. tialsoft.com

0!

N e tw o rk  S ystem s T ra ce ro u te
http://www.net.princeton.edu

Mot
V4V
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N e tw o rk  P in g e r
http:/'/www. networkpinger. com

vTrace
http://vtrace.pl

R o a d k il's  T race  R o u te
http ://www. roadkil. net

p̂ j
G E O S pider

1^1 | r l http://www. ore ware, com

Si

T r a c e r o u t e  T o o l s  ( C o n t ’ d )

A  f e w  m o r e  t r a c e r o u t e  t o o l s  s i m i l a r  t o  P a t h  A n a l y z e r  P r o  a n d  V i s u a l R o u t e  2 0 1 0  a r e  

l i s t e d  a s  f o l l o w s :

S  N e t w o r k  P i n g e r  a v a i l a b l e  a t  h t t p : / / w w w . n e t w o r k p i n g e r . c o m

£  G E O S p i d e r  a v a i l a b l e  a t  h t t p : / / w w w . o r e w a r e . c o m

Q  v T r a c e  a v a i l a b l e  a t  h t t p : / / v t r a c e . p l

Q  T r o u t  a v a i l a b l e  a t  h t t p : / / w w w . m c a f e e . c o m

Q  R o a d k i l ' s  T r a c e  R o u t e  a v a i l a b l e  a t  h t t p : / / w w w . r o a d k i l . n e t

Q  M a g i c  N e t T r a c e  a v a i l a b l e  a t  h t t p : / / w w w . t i a l s o f t . c o m

0  3 D  T r a c e r o u t e  a v a i l a b l e  a t  h t t p : / / w w w . d 3 t r . d e

Q  A n a l o g X  H y p e r T r a c e  a v a i l a b l e  a t  h t t p : / / w w w . a n a l o g x . c o m

Q  N e t w o r k  S y s t e m s  T r a c e r o u t e  a v a i l a b l e  a t  h t t p : / / w w w . n e t . p r i n c e t o n . e d u

Q  P in g  P l o t t e r  a v a i l a b l e  a t  h t t p : / / w w w . p i n g p l o t t e r . c o m
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F o o t p r i n t i n g  M e t h o d o l o g y  C E H

WHOIS Footprinting

DNS Footprinting

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites
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Footprinting through Search 
Engines

Website Footprinting

Email Footprinting

Competitive Intelligence

Footprinting using Google

s F o o t p r i n t i n g  M e t h o d o l o g y

S o  f a r  w e  h a v e  d i s c u s s e d  v a r i o u s  t e c h n i q u e s  o f  g a t h e r i n g  i n f o r m a t i o n  e i t h e r  w i t h  t h e  

h e l p  o f  o n l i n e  r e s o u r c e s  o r  t o o l s .  N o w  w e  w i l l  d i s c u s s  f o o t p r i n t i n g  t h r o u g h  s o c i a l  e n g i n e e r i n g ,  

t h e  a r t  o f  g r a b b i n g  i n f o r m a t i o n  f r o m  p e o p l e  b y  m a n i p u l a t i n g  t h e m .

T h i s  s e c t i o n  c o v e r s  t h e  s o c i a l  e n g i n e e r i n g  c o n c e p t  a n d  t e c h n i q u e s  u s e d  t o  g a t h e r  i n f o r m a t i o n .
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Footprinting through Social r E ll
Engineering ! z  E

0
J  Social eng inee ring  is th e  a r t o f conv inc ing  p e op le  to  revea l c o n fid e n tia l n

0

in fo rm a t io n
r \  4 1 r *

J  Social engineers depend on th e  fa c t th a t p e op le  are unaw are  o f th e ir
va luab le  in fo rm a tio n  and are careless a b o u t p ro tec tin g  it

0

00

Social engineers use these techniques:

S Eavesdropping

S Shoulder surfing

S Dumpster diving

S Impersonation on social networking 

sites

a

m
00

00

Social engineers attem pt to gather:

 Credit card details and social security ה

number 

& User names and passwords 

S Other personal information 

-  Security products in use 

S Operating systems and software 

versions 

S Network layout information 

S IP addresses and names of servers

00
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F o o t p r i n t i n g  t h r o u g h  S o c i a l  E n g i n e e r i n g

S o c ia l  e n g i n e e r i n g  is a t o t a l l y  n o n - t e c h n i c a l  p r o c e s s  in  w h i c h  a n  a t t a c k e r  t r i c k s  a 

p e r s o n  a n d  o b t a i n s  c o n f i d e n t i a l  i n f o r m a t i o n  a b o u t  t h e  t a r g e t  in  s u c h  a w a y  t h a t  t h e  t a r g e t  is 

u n a w a r e  o f  t h e  f a c t  t h a t  s o m e o n e  is s t e a l i n g  h i s  o r  h e r  c o n f i d e n t i a l  i n f o r m a t i o n .  T h e  a t t a c k e r  

a c t u a l l y  p l a y s  a c u n n i n g  g a m e  w i t h  t h e  t a r g e t  t o  o b t a i n  c o n f i d e n t i a l  i n f o r m a t i o n .  T h e  a t t a c k e r  

t a k e s  a d v a n t a g e  o f  t h e  h e l p i n g  n a t u r e  o f  p e o p l e  a n d  t h e i r  w e a k n e s s  t o  p r o v i d e  c o n f i d e n t i a l  

i n f o r m a t i o n .

T o  p e r f o r m  s o c i a l  e n g i n e e r i n g ,  y o u  f i r s t  n e e d  t o  g a i n  t h e  c o n f i d e n c e  o f  a n  a u t h o r i z e d  u s e r  a n d  

t h e n  t r i c k  h i m  o r  h e r  i n t o  r e v e a l i n g  c o n f i d e n t i a l  i n f o r m a t i o n .  T h e  b a s i c  g o a l  o f  s o c i a l  

e n g i n e e r i n g  is  t o  o b t a i n  r e q u i r e d  c o n f i d e n t i a l  i n f o r m a t i o n  a n d  t h e n  u s e  t h a t  i n f o r m a t i o n  f o r  

h a c k i n g  a t t e m p t s  s u c h  a s  g a i n i n g  u n a u t h o r i z e d  a c c e s s  t o  t h e  s y s t e m ,  i d e n t i t y  t h e f t ,  i n d u s t r i a l  

e s p i o n a g e ,  n e t w o r k  i n t r u s i o n ,  c o m m i t  f r a u d s ,  e t c .  T h e  i n f o r m a t i o n  o b t a i n e d  t h r o u g h  s o c i a l  

e n g i n e e r i n g  m a y  i n c l u d e  c r e d i t  c a r d  d e t a i l s ,  s o c i a l  s e c u r i t y  n u m b e r s ,  u s e r n a m e s  a n d  p a s s w o r d s ,  

o t h e r  p e r s o n a l  i n f o r m a t i o n ,  o p e r a t i n g  s y s t e m s  a n d  s o f t w a r e  v e r s i o n s ,  IP a d d r e s s e s ,  n a m e s  o f  

s e r v e r s ,  n e t w o r k  l a y o u t  i n f o r m a t i o n ,  a n d  m u c h  m o r e .  S o c ia l  e n g i n e e r s  u s e  t h i s  i n f o r m a t i o n  t o  

h a c k  a s y s t e m  o r  t o  c o m m i t  f r a u d .

S o c ia l  e n g i n e e r i n g  c a n  b e  p e r f o r m e d  in  m a n y  w a y s  s u c h  a s  e a v e s d r o p p i n g ,  s h o u l d e r  s u r f i n g ,  

d u m p s t e r  d i v i n g ,  i m p e r s o n a t i o n  o n  s o c i a l  n e t w o r k i n g  s i t e s ,  a n d  s o  o n .
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C o l l e c t  I n f o r m a t i o n  U s i n g  E a v e s d r o p p i n g ,  f  C  U

S h o u l d e r  S u r f i n g ,  a n d  D u m p s t e r  D i v i n g  J *  ™  [ j

D u m p s t e r  D i v i n g

6 Dumpster diving is looking for 

treasure in som eone else's trash

« It involves collection of phone 

bills, contact information, 

financial information, operations 

related information, etc. from  

the target company's trash bins, 

printer trash bins, user desk for 

sticky notes, etc.

A

S h o u l d e r  S u r f i n g

& Shoulder surfing is the procedure 

where the attackers look over 

the user's shoulder to gain 

critical information

» Attackers gather information such 

as passwords, personal 

identification number, account 

numbers, credit card information, 

etc.

©

E a v e s d r o p p i n g

Eavesdropping is unauthorized 

listening of conversations or 

reading of messages 

It is interception of any form of 

communication such as audio, 

video, or written

©
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C o l l e c t  I n f o r m a t i o n  u s i n g  E a v e s d r o p p i n g ,  S h o u l d e r  

S u r f i n g ,  a n d  D u m p s t e r  D i v i n g

A s  m e n t i o n e d  p r e v i o u s l y  e a v e s d r o p p i n g ,  s h o u l d e r  s u r f i n g ,  a n d  d u m p s t e r  d r i v i n g  a r e  t h e  t h r e e  

t e c h n i q u e s  u s e d  t o  c o l l e c t  i n f o r m a t i o n  f r o m  p e o p l e  u s i n g  s o c i a l  e n g i n e e r i n g .  L e t ' s  d i s c u s s  t h e s e  

s o c i a l  e n g i n e e r i n g  t e c h n i q u e s  t o  u n d e r s t a n d  h o w  t h e y  c a n  b e  p e r f o r m e d  t o  o b t a i n  c o n f i d e n t i a l  

i n f o r m a t i o n .

E a v e s d r o p p i n g

E a v e s d r o p p i n g  is  t h e  a c t  o f  s e c r e t l y  l i s t e n i n g  t o  t h e  c o n v e r s a t i o n s  o f  p e o p l e  o v e r  a 

p h o n e  o r  v i d e o c o n f e r e n c e  w i t h o u t  t h e i r  c o n s e n t .  I t  a l s o  i n c l u d e s  r e a d i n g  s e c r e t  m e s s a g e s  f r o m  

c o m m u n i c a t i o n  m e d i a  s u c h  a s  i n s t a n t  m e s s a g i n g  o r  f a x  t r a n s m is s io n s .  T h u s ,  i t  is  b a s i c a l l y  t h e  a c t  

o f  i n t e r c e p t i n g  c o m m u n i c a t i o n  w i t h o u t  t h e  c o n s e n t  o f  t h e  c o m m u n i c a t i n g  p a r t i e s .  T h e  a t t a c k e r  

g a i n s  c o n f i d e n t i a l  i n f o r m a t i o n  b y  t a p p i n g  t h e  p h o n e  c o n v e r s a t i o n ,  a n d  i n t e r c e p t i n g  a u d i o ,  

v i d e o ,  o r  w r i t t e n  c o m m u n i c a t i o n .

י
S h o u l d e r  S u r f i n g

— «— -  W i t h  t h i s  t e c h n i q u e ,  a n  a t t a c k e r  s t a n d s  b e h i n d  t h e  v i c t i m  a n d  s e c r e t l y  o b s e r v e s  t h e  

v i c t i m ' s  a c t i v i t i e s  o n  t h e  c o m p u t e r  s u c h  k e y s t r o k e s  w h i l e  e n t e r i n g  u s e r n a m e s ,  p a s s w o r d s ,  e t c .
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T h i s  t e c h n i q u e  is  c o m m o n l y  u s e d  t o  g a i n  p a s s w o r d s ,  P IN s ,  s e c u r i t y  c o d e s ,  a c c o u n t  n u m b e r s ,  

c r e d i t  c a r d  i n f o r m a t i o n ,  a n d  s i m i l a r  d a t a .  I t  c a n  b e  p e r f o r m e d  in  a c r o w d e d  p l a c e  a s  i t  is 

r e l a t i v e l y  e a s y  t o  s t a n d  b e h i n d  t h e  v i c t i m  w i t h o u t  h i s  o r  h e r  k n o w l e d g e .

D u m p s t e r  D i v i n g

T h i s  t e c h n i q u e  is a l s o  k n o w n  a s  t r a s h i n g ,  w h e r e  t h e  a t t a c k e r  l o o k s  f o r  i n f o r m a t i o n  in  

t h e  t a r g e t  c o m p a n y ' s  d u m p s t e r .  T h e  a t t a c k e r  m a y  g a i n  v i t a l  i n f o r m a t i o n  s u c h  a s  p h o n e  b i l l s ,  

c o n t a c t  i n f o r m a t i o n ,  f i n a n c i a l  i n f o r m a t i o n ,  o p e r a t i o n s - r e l a t e d  i n f o r m a t i o n ,  p r i n t o u t s  o f  s o u r c e  

c o d e s ,  p r i n t o u t s  o f  s e n s i t i v e  i n f o r m a t i o n ,  e t c .  f r o m  t h e  t a r g e t  c o m p a n y ' s  t r a s h  b i n s ,  p r i n t e r  

t r a s h  b i n s ,  a n d  s t i c k y  n o t e s  a t  u s e r s '  d e s k s ,  e t c .  T h e  o b t a i n e d  i n f o r m a t i o n  c a n  b e  h e l p f u l  f o r  t h e  

a t t a c k e r  t o  c o m m i t  a t t a c k s .
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F o o t p r i n t i n g  M e t h o d o l o g y

WHOIS Footprinting 

DNS Footprinting 

Network Footprinting

Footprinting through Social 
Engineering

Footprinting through Social 
Networking Sites

Footprinting through Search 
Engines

Website Footprinting 

Email Footprinting 

Competitive Intelligence

Footprinting using Google
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F o o t p r i n t i n g  M e t h o d o l o g y

T h o u g h  f o o t p r i n t i n g  t h r o u g h  s o c i a l  n e t w o r k i n g  s i t e s  s o u n d s  s i m i l a r  t o  f o o t p r i n t i n g  

t h r o u g h  s o c i a l  e n g i n e e r i n g ,  t h e r e  a r e  s o m e  d i f f e r e n c e s  b e t w e e n  t h e  t w o  m e t h o d s .  In  

f o o t p r i n t i n g  t h r o u g h  s o c i a l  e n g i n e e r i n g ,  t h e  a t t a c k e r  t r i c k s  p e o p l e  i n t o  r e v e a l i n g  i n f o r m a t i o n  

w h e r e a s  in  f o o t p r i n t i n g  t h r o u g h  s o c i a l  n e t w o r k i n g  s i t e s ,  t h e  a t t a c k e r  g a t h e r s  i n f o r m a t i o n  

a v a i l a b l e  o n  s o c i a l  n e t w o r k i n g  s i t e s .  A t t a c k e r s  c a n  e v e n  u s e  s o c i a l  n e t w o r k i n g  s i t e s  a s  a 

m e d i u m  t o  p e r f o r m  s o c i a l  e n g i n e e r i n g  a t t a c k s .

T h i s  s e c t i o n  e x p l a i n s  h o w  a n d  w h a t  i n f o r m a t i o n  c a n  b e  c o l l e c t e d  f r o m  s o c i a l  n e t w o r k i n g  s i t e s  

b y  m e a n s  o f  s o c i a l  e n g i n e e r i n g .
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C o l l e c t  I n f o r m a t i o n  t h r o u g h  S o c i a l  

E n g i n e e r i n g  o n  S o c i a l  N e t w o r k i n g  S i t e s

Attackers gather sensitive in fo rm ation  through social engineering on social 
ne tw ork ing websites such as Facebook, MySpace, Linkedln, Tw itte r, 
P interest, Google+, etc.

Attackers create a fake pro file  on social ne tw ork ing sites and then use the  false 
id en tity  to  lure th e  em ployees to  give up th e ir sensitive in fo rm ation

I V

Employees may post personal information such as date of birth, educational and 

employment backgrounds, spouses names, etc. and information about their company 

such as potential clients and business partners, trade secrets of business, websites, 
company's upcoming news, mergers, acquisitions, etc.

Using the  details o f an em ployee o f the  target organization, an attacker can
com prom ise a secured fa c ility§
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C o l l e c t  I n f o r m a t i o n  t h r o u g h  S o c i a l  E n g i n e e r i n g  o n  

S o c i a l  N e t w o r k i n g  S i t e s

S o c ia l  n e t w o r k i n g  s i t e s  a r e  t h e  o n l i n e  s e r v i c e s ,  p l a t f o r m s ,  o r  s i t e s  t h a t  a l l o w  p e o p l e  t o  c o n n e c t  

w i t h  e a c h  o t h e r  a n d  t o  b u i l d  s o c i a l  r e l a t i o n s  a m o n g  p e o p l e .  T h e  u s e  o f  s o c i a l  n e t w o r k i n g  s i t e s  is 

i n c r e a s i n g  r a p i d l y .  E x a m p l e s  o f  s o c i a l  n e t w o r k i n g  s i t e s  i n c l u d e  F a c e b o o k ,  M y S p a c e ,  L i n k e d l n ,  

T w i t t e r ,  P i n t e r e s t ,  G o o g l e + ,  a n d  s o  o n .  E a c h  s o c i a l  n e t w o r k i n g  s i t e  h a s  i t s  o w n  p u r p o s e  a n d  

f e a t u r e s .  O n e  s i t e  m a y  b e  i n t e n d e d  t o  c o n n e c t  f r i e n d s ,  f a m i l y ,  e t c .  a n d  a n o t h e r  m a y  b e  

i n t e n d e d  t o  s h a r e  p r o f e s s i o n a l  p r o f i l e s ,  e t c .  T h e s e  s o c i a l  n e t w o r k i n g  s i t e s  a r e  o p e n  t o  e v e r y o n e .  

A t t a c k e r s  m a y  t a k e  a d v a n t a g e  o f  t h e s e  t o  g r a b  s e n s i t i v e  i n f o r m a t i o n  f r o m  u s e r s  e i t h e r  b y  

b r o w s i n g  t h r o u g h  u s e r s '  p u b l i c  p r o f i l e s  o r  b y  c r e a t i n g  a f a k e  p r o f i l e  a n d  t r i c k i n g  u s e r  t o  b e l i e v e  

h i m  o r  h e r  a s  a g e n u i n e  u s e r .  T h e s e  s i t e s  a l l o w  p e o p l e  t o  s t a y  c o n n e c t e d  w i t h  o t h e r s ,  t o  

m a i n t a i n  p r o f e s s i o n a l  p r o f i l e s ,  a n d  t o  s h a r e  t h e  i n f o r m a t i o n  w i t h  o t h e r s .  O n  s o c i a l  n e t w o r k i n g  

s i t e s ,  p e o p l e  m a y  p o s t  i n f o r m a t i o n  s u c h  a s  d a t e  o f  b i r t h ,  e d u c a t i o n a l  i n f o r m a t i o n ,  e m p l o y m e n t  

b a c k g r o u n d s ,  s p o u s e ' s  n a m e s ,  e t c .  a n d  c o m p a n i e s  m a y  p o s t  i n f o r m a t i o n  s u c h  a s  p o t e n t i a l  

p a r t n e r s ,  w e b s i t e s ,  a n d  u p c o m i n g  n e w s  a b o u t  t h e  c o m p a n y .

F o r  a n  a t t a c k e r ,  t h e s e  s o c i a l  n e t w o r k i n g  s i t e s  c a n  b e  g r e a t  s o u r c e s  t o  f i n d  i n f o r m a t i o n  a b o u t  

t h e  t a r g e t  p e r s o n  o r  t h e  c o m p a n y .  T h e s e  s i t e s  h e l p  a n  a t t a c k e r  t o  c o l l e c t  o n l y  t h e  i n f o r m a t i o n  

u p l o a d e d  b y  t h e  p e r s o n  o r  t h e  c o m p a n y .  A t t a c k e r s  c a n  e a s i l y  a c c e s s  p u b l i c  p a g e s  o f  t h e s e
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a c c o u n t s  o n  t h e  s i t e s .  T o  o b t a i n  m o r e  i n f o r m a t i o n  a b o u t  t h e  t a r g e t ,  a t t a c k e r s  m a y  c r e a t e  a f a k e  

a c c o u n t  a n d  u s e  s o c i a l  e n g i n e e r i n g  t o  l u r e  t h e  v i c t i m  t o  r e v e a l  m o r e  i n f o r m a t i o n .  F o r  e x a m p l e ,  

t h e  a t t a c k e r  c a n  s e n d  a f r i e n d  r e q u e s t  t o  t h e  t a r g e t  p e r s o n  f r o m  t h e  f a k e  a c c o u n t ;  i f  t h e  v i c t i m  

a c c e p t s  t h e  r e q u e s t ,  t h e n  t h e  a t t a c k e r  c a n  a c c e s s  e v e n  t h e  r e s t r i c t e d  p a g e s  o f  t h e  t a r g e t  p e r s o n  

o n  t h a t  w e b s i t e .  T h u s ,  s o c i a l  n e t w o r k i n g  s i t e s  p r o v e  t o  b e  a v a l u a b l e  i n f o r m a t i o n  r e s o u r c e  f o r  

a t t a c k e r s .
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CEHInformation Available on Social 
Networking Sites

Attacker GetsOrganizations Do

User surveys .* Business strategies J  I

Prom ote products * Product profile

......

Business strategies

Social engineering
..................................

i  Platform/technology '־: 

information

Type of business

User support

Recruitm ent

Background check 

to hire employees

What 
Users Do

M aintain profile

Connect to 

friends, chatting

Share photos 

and videos

i n

Play games, 

join groups

Creates events
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What 
Attacker Gets

Contact info, 

location, etc.

Friends list, jk 

friends info, etc. A .

Identity o f a 

fam ily m em bers

I n f o r m a t i o n  A v a i l a b l e  o n  S o c i a l  N e t w o r k i n g  S i t e s

S o  f a r ,  w e  h a v e  d i s c u s s e d  h o w  a n  a t t a c k e r  c a n  g r a b  i n f o r m a t i o n  f r o m  s o c i a l  

n e t w o r k i n g  s i t e s ;  n o w  w e  w i l l  d i s c u s s  w h a t  i n f o r m a t i o n  a n  a t t a c k e r  c a n  g e t  f r o m  s o c i a l  

n e t w o r k i n g  s i t e s .

P e o p l e  u s u a l l y  m a i n t a i n  p r o f i l e s  o n  s o c i a l  n e t w o r k i n g  s i t e s  in  o r d e r  t o  p r o v i d e  b a s i c  

i n f o r m a t i o n  a b o u t  t h e m  a n d  t o  g e t  c o n n e c t e d  w i t h  o t h e r s .  T h e  p r o f i l e  g e n e r a l l y  c o n t a i n s  

i n f o r m a t i o n  s u c h  a s  n a m e ,  c o n t a c t  i n f o r m a t i o n  ( m o b i l e  n u m b e r ,  e m a i l  ID ) ,  f r i e n d s '  i n f o r m a t i o n ,  

i n f o r m a t i o n  a b o u t  f a m i l y  m e m b e r s ,  t h e i r  i n t e r e s t s ,  a c t i v i t i e s ,  e t c .  P e o p l e  u s u a l l y  c o n n e c t  t o  

f r i e n d s  a n d  c h a t  w i t h  t h e m .  A t t a c k e r s  c a n  g a t h e r  s e n s i t i v e  i n f o r m a t i o n  t h r o u g h  t h e i r  c h a t s .  

S o c ia l  n e t w o r k i n g  s i t e s  a l s o  a l l o w  p e o p l e  t o  s h a r e  p h o t o s  a n d  v i d e o s  w i t h  t h e i r  f r i e n d s .  I f  t h e  

p e o p l e  d o n ' t  s e t  t h e i r  p r i v a c y  s e t t i n g s  f o r  t h e i r  a l b u m s ,  t h e n  a t t a c k e r s  c a n  s e e  t h e  p i c t u r e s  a n d  

v i d e o s  s h a r e d  b y  t h e  v i c t i m .  U s e r s  m a y  j o i n  g r o u p s  t o  p l a y s  g a m e s  o r  t o  s h a r e  t h e i r  v i e w s  a n d  

i n t e r e s t s .  A t t a c k e r s  c a n  g r a b  i n f o r m a t i o n  a b o u t  a v i c t i m ' s  i n t e r e s t s  b y  t r a c k i n g  t h e i r  g r o u p s  a n d  

t h e n  c a n  t r a p  t h e  v i c t i m  t o  r e v e a l  m o r e  i n f o r m a t i o n .  U s e r s  m a y  c r e a t e  e v e n t s  t o  n o t i f y  o t h e r  

u s e r s  o f  g r o u p  a b o u t  u p c o m i n g  o c c a s i o n s .  W i t h  t h e s e  e v e n t s ,  a t t a c k e r s  c a n  r e v e a l  t h e  v i c t i m ' s  

a c t i v i t i e s .  L i k e  i n d i v i d u a l s ,  o r g a n i z a t i o n s  a l s o  u s e  s o c i a l  n e t w o r k i n g  s i t e s  t o  c o n n e c t  w i t h  p e o p l e ,  

p r o m o t e  t h e i r  p r o d u c t s ,  a n d  t o  g a t h e r  f e e d b a c k  a b o u t  t h e i r  p r o d u c t s  o r  s e r v i c e s ,  e t c .  T h e
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a c t i v i t i e s  o f  a n  o r g a n i z a t i o n  o n  t h e  s o c i a l  n e t w o r k i n g  s i t e s  a n d  t h e  r e s p e c t i v e  i n f o r m a t i o n  t h a t  

a n  a t t a c k e r  c a n  g r a b  a r e  a s  f o l l o w s :

W h a t  O r g a n i z a t i o n s  D o W h a t  A t t a c k e r  G e t s

U s e r  s u r v e y s B u s i n e s s  s t r a t e g i e s

P r o m o t e  p r o d u c t s P r o d u c t  p r o f i l e

U s e r  s u p p o r t S o c ia l  e n g i n e e r i n g

B a c k g r o u n d  c h e c k  t o  h i r e  

e m p l o y e e s
T y p e  o f  b u s i n e s s

TABLE 2.1: W h a t o rg a n iza tio n s  Do and W h a t A tta cke r Gets
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Collecting Facebook Information CEH
F a c e b o o k  i s  a  T r e a s u r e - t r o v e  f o r  A t t a c k e r s

E u ro p e 

223,376,640 _

S ׳־%', » 1 T k ׳ ■ ' -174,586,680 V

Middle East 
18,241,080N. Americi^J^ 

174,586,680 V /

L a t in  A m e r ic a  

141,612,220

using Facebook all over the worldN u m b e r  of user

minutes time 
spent per visit

1 of every 5 of 
all page views

8 4 5  , 1 0 0
r\ *יי
o  O

&  M 2 5 0  W

million monthly billion million photos
active users connections uploaded daily
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C o l l e c t i n g  F a c e b o o k  I n f o r m a t i o n

F a c e b o o k  is  o n e  o f  t h e  w o r l d ' s  l a r g e s t  s o c i a l  n e t w o r k i n g  s i t e s ,  h a v i n g  m o r e  t h a n  8 4 5  

m i l l i o n  m o n t h l y  a c t i v e  u s e r s  a l l  o v e r  t h e  w o r l d .  I t  a l l o w s  p e o p l e  t o  c r e a t e  t h e i r  p e r s o n a l  p r o f i l e ,  

a d d  f r i e n d s ,  e x c h a n g e  i n s t a n t  m e s s a g e s ,  c r e a t e  o r  j o i n  v a r i o u s  g r o u p s  o r  c o m m u n i t i e s ,  a n d  m u c h  

m o r e .  A n  a t t a c k e r  c a n  g r a b  a l l  t h e  i n f o r m a t i o n  p r o v i d e d  b y  t h e  v i c t i m  o n  F a c e b o o k .  T o  g r a b  

i n f o r m a t i o n  f r o m  F a c e b o o k ,  t h e  a t t a c k e r  s h o u l d  h a v e  a n  a c t i v e  a c c o u n t .  T h e  a t t a c k e r  s h o u l d  

l o g i n  t o  h i s / h e r  a c c o u n t ,  a n d  s e a r c h  f o r  e i t h e r  t h e  t a r g e t  p e r s o n  o r  o r g a n i z a t i o n  p r o f i l e .  

B r o w s i n g  t h e  t a r g e t  p e r s o n ' s  p r o f i l e  m a y  r e v e a l  a l o t  o f  u s e f u l  i n f o r m a t i o n  s u c h  a s  p h o n e  

n u m b e r ,  e m a i l  ID ,  f r i e n d  i n f o r m a t i o n ,  e d u c a t i o n a l  d e t a i l s ,  p r o f e s s i o n a l  d e t a i l s ,  h i s  i n t e r e s t s ,  

p h o t o s ,  a n d  m u c h  m o r e .  T h e  a t t a c k e r  c a n  u s e  t h i s  i n f o r m a t i o n  f o r  f u r t h e r  h a c k i n g  p l a n n i n g ,  

s u c h  a s  s o c i a l  e n g i n e e r i n g ,  t o  r e v e a l  m o r e  i n f o r m a t i o n  a b o u t  t h e  t a r g e t .
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About Basic Info

The Otooal Win legend Facebook Page. John legend new song *Tonght’now 
on ׳Tires hQpe/£flh7&Ton0tf facrbook

OUHflM

Biography

Recordng artist, concert performer and tNantfropst John legend hat won nne 
Grammy *ward* and wa* named one ofTmemagaane * 100mo*trAjenftal

Cmt U tfiod

John legend CALL >€ (713) 502-8008

John lurched ha career as a sesson player and vocabt, corrbutrg to best- 
sekng reardngi by lairyn Hi, Ak>a Key*. Jay ■2 and *Canye West before 
recordng hs own irtroken chan of Top 10 aborts •• Get lifted (2004), Once 
Agan ...Sm Mor•

Hornet 0—1 

Record label

SpmgfieU. OM 

GOOOMusc-Sony/Cotnt»a

Artists We Also Idee General TheArftsi* Orgaruabon
Estde, vaughn Anthony, Kanye West. Good M\jk

Manager

י * ״ ״ Stev* Wonder, Ne-Yo, AJ Green, Jeff Buddey

Carre•(
location

New York

Contact Info

Webute htip:/̂ www.)0hriegend-c0ffl
hflp://www.rfw»meca״p«gn.org

http://www ״״yspace co״j)ohrtegend 
http://www. y0u%i)eccm/)0hr*egend
Crete* Jrtats Agency

Facebook C 2012 • Engtah (US) About CreMe an Ad Cette a Page Developer* Careers ־ Privacy Cootoes - Term! Hefc>

FIGURE 2.40: Facebook sc reensho t
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CEH
Urt1fw< ilhiul lUtbM

Collecting Twitter Information

Wayne Rooney C»
wayneR00ney׳~

A
Tiveets *1 im> 

g t j  Pau' WcCartnej1a /-־•= 1

1811 donl 0ut9 ur«Je18l8rd w*tjr 1־׳e Mi w« have 10 he*־ 
eve-ryttmj in french Hit? utterly rdcjom

cant tittle va aTheReaKC3 fifKrtoano'a* c*f*n®ny 
*H0R88p#ct he don* *0 mjc'i « the couWy >־ct4־o1C01r 
•oympcs

’•Jcov»*An<»VtfvJ

s Hope paulme n tr?»9I

a
JR

K 1 :

ט

*

Twee* to Wayne Rooney
j QWaynaBocncy

Tweets

FOIWiina

v m m m

Wayne Rooney 3wsyr<־»J4»v,,־
I Great riotory of Brrt»r aiiesiy. Dtl'eitnt 11 r hb.o ooon be fix 6

Japan 
29.9 m illion

r 'e s  with la r g e s t^

9

3 5 0  W

million tw eets a day

4 6 5

million accounts

Q5 5 %#7 6 %

T w itte r users access th e  
p la tfo rm  via th e ir  m ob ile

T w it te r  users n o w  p o s t 

s ta tus  u p d a te s
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—  C o l l e c t i n g  T w i t t e r  I n f o r m a t i o n

T w i t t e r  is  a n o t h e r  p o p u l a r  s o c i a l  n e t w o r k i n g  s i t e  u s e d  b y  p e o p l e  t o  s e n d  a n d  r e a d  

t e x t - b a s e d  m e s s a g e s .  I t  a l l o w s  y o u  t o  f o l l o w  y o u r  f r i e n d s ,  e x p e r t s ,  f a v o r i t e  c e l e b r i t i e s ,  e t c .  T h i s  

s i t e  a l s o  c a n  b e  a g r e a t  s o u r c e  f o r  a n  a t t a c k e r  t o  g e t  i n f o r m a t i o n  a b o u t  t h e  t a r g e t  p e r s o n .  T h i s  is 

h e l p f u l  i n  e x t r a c t i n g  i n f o r m a t i o n  s u c h  a s  p e r s o n a l  i n f o r m a t i o n ,  f r i e n d  i n f o r m a t i o n ,  a c t i v i t i e s  o f  

t h e  t a r g e t  p o s t e d  a s  t w e e t s ,  w h o m  t h e  t a r g e t  is  f o l l o w i n g ,  t h e  f o l l o w e r s  o f  t h e  u s e r ,  p h o t o s  

u p l o a d e d ,  e t c .  T h e  a t t a c k e r  m a y  g e t  m e a n i n g f u l  i n f o r m a t i o n  f r o m  t h e  t a r g e t  u s e r ' s  t w e e t s .
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*  Follow A -

940 ,. ' f f !

119*

4,635.170

Wayne Rooney O
®wayneRooney
h a p s /w w u . /acebooic.eom. ̂ ’ayntMoon*i/ 
http offca»waynoroen»y 00m

d

TV/eets «j No repiiH

Paul McCartney i . i :: י ■:-*y 
Nearly tome ptc tw tte r coaVSOCTlllW
0  D tM M d  by Wiyfl• Rooney

P iers Morgan :♦-!-־:•;j ־
l s t i  < ח צ0ו  qute understand w h y  me he! w e  have to hear 
eve ry th rg FRENCH first7 Utterty ndicutous solympicceremony מ 
□  =K*«*!K ty Wayne Rooney 
Expand

P m il ls  vtrStacAV s

cant befteve . TheReaUVC3 a  not part o f this ceremony 
־ NoRespect he done so  much 4 the country Imao״ =London20l2 
*Olympics
ש  Rtfwwwd ty  Wayne Rooney 
Expand

Wayne Rooney .», *♦«:•:׳ <,
, Becks sm ie  on the boat w a s  so  funny

a
m

*v .H y i״״ ׳Karl Hyde
ayneRooney themchaelowen becks to bght a footba■ and.־.

to the Olympic stadum torch■ י״ bet 1 straight
GO Rato— tea ty Wayna Rooney 

• V«a> oonvarMOen

1af.>״©_ Ian Hicholls
WayneRooney macca « ctosrg t lad canl w a r 

*ScouseAndProud
Rafaatad by Wayna Roonay ש 

• v*■ oon»ar»at«n

H
a

Wayne Rooney «R ׳׳•« >:■:
Y ן e s  the beetles Hope paul me a  S flg ng  later Representing 

frverpool Best band ever

T w e e t to  W ayne R o o ney

QWeyneRooney

T w e e ts

FoSowing

Fo io w ers

Favortes

rwvcni ■׳■ayca

U W j 3 M
About Help Tam* Pnvaey• 2012 Twetaf

Btog Stjtu* A 
Ad»**1־*ef* B1

Wayne Rooney . i  > ■*Rooney
U r bean Funny ן
Expand

Wayne Rooney .vaynaReeaey 
, Great history o f b r ta r  already Different to any other ceremony i 

have seen  before

FIGURE 2.41: T w it te r  sh o w in g  use r's  tw e e ts
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Collecting Linkedin Information
LinkedQr

• Go tack la S«t>c* RotUlt

Chris Stone
Pn.jr HI ■״יו׳:. U B-. 1• FWi; urn ■•י־ j.1 itv.'.׳1׳

B P “ ־ ״
C*rwl Progmmtn• Mnnnj>f M frclacfc* Bank 01.Ijium 

 S«H.*mpt®y*d)) •#•יי• .יי׳
MdotOp!!**"• PtyKt$ * Sv&oc K *XA׳* Pwl BankEtra•* c<׳:PreatsmiTio Manigw a MA Bjn* tu fT0 i P>««r»1>wn ti *XA׳*-OjtP1»j

fcpxxtr MotMWsM
nacorrmanMien* ) p»ot*> I•* !*cannvnMOm

WfltariM Canpjry W<6tM 
iMxtr .׳,*♦ ■tip

« » ai a  ^  
*־  a Hi « a n

Y -  ■ * - ־ • «1^.* - -

2  m illio n  com pan ies 

have L inked ln  
com pany  pages

$ 5 2 2  m illio n

revenue  fo r  2 0 1 1

2 , 4 4 7

em p loyee s  loca ted  
a ro u n d  th e  w o rld

2  n e w  m em bers  

jo in  eve ry  second
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C o l l e c t i n g  L i n k e d l n  I n f o r m a t i o n

S i m i l a r  t o  F a c e b o o k  a n d  T w i t t e r ,  L i n k e d l n  is  a n o t h e r  s o c i a l  n e t w o r k i n g  s i t e  f o r  

p r o f e s s i o n a l s .  I t  a l l o w s  p e o p l e  t o  c r e a t e  a n d  m a n a g e  t h e i r  p r o f e s s i o n a l  p r o f i l e  a n d  i d e n t i t y .  I t  

a l l o w s  i t s  u s e r s  t o  b u i l d  a n d  e n g a g e  w i t h  t h e i r  p r o f e s s i o n a l  n e t w o r k .  H e n c e ,  t h i s  c a n  b e  a g r e a t  

i n f o r m a t i o n  r e s o u r c e  f o r  t h e  a t t a c k e r .  T h e  a t t a c k e r  m a y  g e t  i n f o r m a t i o n  s u c h  a s  c u r r e n t  

e m p l o y m e n t  d e t a i l s ,  p a s t  e m p l o y m e n t  d e t a i l s ,  e d u c a t i o n  d e t a i l s ,  c o n t a c t  d e t a i l s ,  a n d  m u c h  

m o r e  a b o u t  t h e  t a r g e t  p e r s o n .  T h e  a t t a c k e r  c a n  c o l l e c t  a l l  t h i s  i n f o r m a t i o n  w i t h  t h e  

f o o t p r i n t i n g  p r o c e s s .

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0 U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  0 2  P a g e  2 3 3



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

F o o t p r in t in g  a n d  R e c o n n a is s a n c e

Linked 03• *«**״! Ty!* bmc : -

Horn• Profile Contacts Group* Job■ inbox C o n p a n n  N o n  Mora

< Go back 10 Search Results

See expanded

Connect 

Send InMari 

Save Chns's F

Chris Stone
Programme Manager at Deutsche Bank Belgium
Brussels Area Be lpum  Management Consu»mg

Current P rog ram m e M anager at Deutsche Bank Be lg ium
Director and Consu ltan t a! Prog ram  M anagem ent Solu tions sprl
(Se lf em p loyed )

Past Head of Operations Projects & Support Investment Om s k *! at AXA 
Bank Europe
Programme Manager at AXA Bank Europe
Outsourcing Programme & Procurement Manager at AXA
Bekpum O
M i l • •

Education Henot-Watt
Institute of Chartered Secretaries and AdmMst/ators

Recommendations 3 people have recommended Chns

Connections 500• connections

Websites Company Webs4e

Public Protoe http IIbe knkedn com W csstone

FIGURE 2.42: L inked ln  sh o w in g  use r's  p ro fess ion a l p ro file  and id e n tity
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Collecting Youtube Information I CEH

3 r d  M o s t v is ite d  w e b s ite tm  «  9 0 0 A verage  t im e  users spend
a c c o rd in g  to  A lexa S ec on  Y ouTube e ve ry  day

8 2 9 , 4 4 0  I V id e o s  u p lo a d e d  ,G E E
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Q )  1] C o l l e c t i n g  Y o u T u b e  I n f o r m a t i o n

Y o u T u b e  is  a w e b s i t e  t h a t  a l l o w s  y o u  t o  u p l o a d ,  v i e w ,  a n d  s h a r e  v i d e o s  a l l  o v e r  t h e  

w o r l d .  T h e  a t t a c k e r  c a n  s e a r c h  f o r  t h e  v i d e o s  r e l a t e d  t o  t h e  t a r g e t  a n d  m a y  c o l l e c t  i n f o r m a t i o n  

f r o m  t h e m .

FIGURE 2.43: Y o u tu be  sh o w in g  v ideos re la te d  to  ta rg e t
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CEHTracking Users on Social 
Networking Sites

J  Users may use fake identities on social networking sites. Attackers use tools such as Get 

Som eones IP or IP-GRABBER to track users' real identity

J  Steps to get som eone's IP address through chat on Facebook using Get Som eones IP tool:

© Go to http: / /www.myiptest. com/staticpages /  index.php/how-about-you
© Three fields exist:

L i n k  f o r  y o u

O pen the URL in this field  

and keep checking for 

target's IP

R e d i r e c t  U R L

Enter any URL you want 

the target to redirect to

L i n k  f o r  P e r s o n

Copy the generated link of 

this field and send it to the 

target via chat to get IP 

address

Link ID IP Proxy Refer Dateffime

Ideujbg1f2 85.93.218.204 NO  N O  2012-08-06 1 3:04 44

kKp«rs4«1: http Ifwmi nyiptesi corr/img pk>?>d=z0eujbg1f?&Klnwwvr gruil con&rd־=yatoc c>rr&

kxyou: מזי >N*ww myiptest corvstatKpages/ndex prp«'׳to<«f-aboutyou'*d=zc»Mbj1G&shw*jp

http ://w w w .m yip test.com
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T r a c k i n g  U s e r s  o n  S o c i a l  N e t w o r k i n g  S i t e s

^  In  o r d e r  t o  p r o t e c t  t h e m s e l v e s  f r o m  I n t e r n e t  f r a u d  a n d  a t t a c k s ,  p e o p l e  w i t h  l i t t l e  

k n o w l e d g e  a b o u t  I n t e r n e t  c r i m e s  m a y  u s e  f a k e  i d e n t i t i e s  o n  s o c i a l  n e t w o r k i n g  s i t e s .  In  s u c h  

c a s e s ,  y o u  w i l l  n o t  g e t  e x a c t  i n f o r m a t i o n  a b o u t  t h e  t a r g e t  u s e r .  S o  t o  d e t e r m i n e  t h e  r e a l  

i d e n t i t y  o f  t h e  t a r g e t  u s e r ,  y o u  c a n  u s e  t o o l s  s u c h  a s  G e t  S o m e o n e ' s  IP  o r  I P - G R A B B E R  t o  t r a c k  

u s e r s '  r e a l  i d e n t i t i e s .

I f  y o u  w a n t  t o  t r a c e  t h e  i d e n t i t y  o f  p a r t i c u l a r  u s e r ,  t h e n  d o  t h e  f o l l o w i n g :

•  O p e n  y o u r  w e b  b r o w s e r ,  p a s t e  t h e  U R L ,  a n d  p r e s s  E n t e r :  

h t t p : / / w w w . m y i p t e s t . c o m / s t a t i c p a g e s / i n d e x . p h p / h o w - a b o u t - v o u

•  N o t i c e  t h e  t h r e e  f i e l d s  a t  t h e  b o t t o m  o f  t h e  w e b  p a g e ,  n a m e l y  Link for person, Redirect 
URL: http://, a n d  Link for you.

•  T o  g e t  r e a l  IP  a d d r e s s  o f  t h e  t a r g e t ,  c o p y  t h e  g e n e r a t e d  l i n k  o f  t h e  Link for person f i e l d  

a n d  s e n d  i t  t o  t h e  t a r g e t  v i a  c h a t .

•  E n t e r  a n y  URL y o u  w a n t  t h e  t a r g e t  t o  r e d i r e c t  t o  in  the Redirect link: http:// f i e l d .

•  O p e n  t h e  U R L  p r e s e n t  in  t h e  L i n k  for you f i e l d  in  a n o t h e r  w i n d o w ,  t o  m o n i t o r  t h e  

t a r g e t ' s  IP a d d r e s s  d e t a i l s  a n d  a d d i t i o n a l  d e t a i l s .
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Link for person: http //www myiptest com/1 mg php7!d=zdeujbg1f2&rdr=www gmail com&rdr=yahoo com& 

Redirect URL: http# www gmail com

Link for you: http //www myipfest com/staticpages/index php/how-about-you?id=zdeujbg1f2&showjp:

L i n k  ID IP P r o x y R e f e r D a t e f f i m e

z d e u j b g l f 2 8 5 . 9 3 . 2 1 8 . 2 0 4 N O N O 2 0 1 2 - 0 8 - 0 6  1 3 : 0 4 : 4 4

FIGURE 2.44 : T rac ing  id e n t ity  o f  use r's
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Footprinting
Methodology

Footprinting
Concepts

Footprinting
Threats

Footprinting
Counter-
measures

Footprinting
Penetration

Testing

Footprinting
Tools

־ 1 M o d u l e  F l o w

F o o t p r i n t i n g  c a n  b e  f: 

t h a t  m a k e  i n f o r m a t i o n  g a t h e r i n g  a n  e a s y  j o b .  T h e s e  t o o l s  e n s u r e  t h e  m a x i m u m

F o o t p r i n t i n g  c a n  b e  p e r f o r m e d  w i t h  t h e  h e l p  o f  t o o l s .  M a n y  o r g a n i z a t i o n s  o f f e r  t o o l s

Footprinting Concepts ף | w |־  F o o t p r i n t i n g  T o o l s

Footprinting Threats Footprinting Countermeasures

CD Footprinting Methodology vtv Footprinting Penetration Testing

T h i s  s e c t i o n  d e s c r i b e s  t o o l s  i n t e n d e d  f o r  g r a b b i n g  i n f o r m a t i o n  f r o m  v a r i o u s  s o u r c e s .
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Footprinting Tool: Maltego

F o o t p r i n t i n g  T o o l :  M a l t e g o

S o u r c e :  h t t p : / / p a t e r v a . c o m

M a l t e g o  is  a n  o p e n  s o u r c e  i n t e l l i g e n c e  a n d  f o r e n s i c s  a p p l i c a t i o n .  I t  c a n  b e  u s e d  f o r  t h e  

i n f o r m a t i o n  g a t h e r i n g  p h a s e  o f  a l l  s e c u r i t y - r e l a t e d  w o r k .  M a l t e g o  is a p l a t f o r m  d e v e l o p e d  t o  

d e l i v e r  a c l e a r  t h r e a t  p i c t u r e  t o  t h e  e n v i r o n m e n t  t h a t  a n  o r g a n i z a t i o n  o w n s  a n d  o p e r a t e s .  I t  c a n  

b e  u s e d  t o  d e t e r m i n e  t h e  r e l a t i o n s h i p s  a n d  r e a l - w o r l d  l i n k s  b e t w e e n  p e o p l e ,  s o c i a l  n e t w o r k s ,  

c o m p a n i e s ,  o r g a n i z a t i o n s ,  w e b s i t e s ,  I n t e r n e t  i n f r a s t r u c t u r e  ( d o m a i n s ,  D N S  n a m e s ,  N e t b l o c k s ,  IP 

a d d r e s s e s ) ,  p h r a s e s ,  a f f i l i a t i o n s ,  d o c u m e n t s ,  a n d  f i l e s .

'3־

■ r ־ V 1̂ -י   &
°  °  0  O  0  9  o  9  < 

q  o  © o n  ~  o  

°  °  ‘  

o ‘ : J
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O r ״

—

-
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w m
Personal InformationInternet Domain

FIGURE 2.45: M a lte g o  sh o w in g  In te rn e t D om a in  and pe rsona l in fo rm a t io n
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Footprinting Tool: Domain 
Name Analyzer Pro CEH

Setting Window

http ://www. domoinpunch.1
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F o o t p r i n t i n g  T o o l :  D o m a i n  N a m e  A n a l y z e r  P r o

S o u r c e :  h t t p : / / w w w . d o m a i n p u n c h . c o m

D o m a i n  N a m e  A n a l y z e r  P r o f e s s i o n a l  is W i n d o w s  s o f t w a r e  f o r  f i n d i n g ,  m a n a g i n g ,  a n d  

m a i n t a i n i n g  m u l t i p l e  d o m a i n  n a m e s .  I t  s u p p o r t s  t h e  d i s p l a y  o f  a d d i t i o n a l  d a t a  ( e x p i r y  a n d  

c r e a t i o n  d a t e s ,  n a m e  s e r v e r  i n f o r m a t i o n ) ,  t a g g i n g  d o m a i n s ,  s e c o n d a r y  w h o i s  l o o k u p s  ( f o r  t h i n  

m o d e l  w h o i s  T L D s  l i k e  C O M ,  N E T ,  T V ) .

T h e  f o l l o w i n g  is a s c r e e n s h o t  o f  t h e  D o m a i n  N a m e  A n a l y z e r  P r o  t o o l  s h o w i n g  d o m a i n  n a m e  

i n f o r m a t i o n :
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/  Bar Domaaicert1fiedtwckef.com

me doman certfeAadcer.com resokes to an ip Address [202.7S.S4.101].
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- j  UnknoMil network admmrt&ator or you h»»e sett* the local network to resohe al host names.
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ft i)ph»t«S< . 
t Hyph«n*te 

 WWW Do״
901»fc fend 

j״ j  InAuctc 
02 NctoAuc 

•J  T»99<4D0
j  Unt»99«dl•

■t [>NAf*0 0 1 1 1 W  1f c  NUU * U S  M O * •  M a t  V I  w  Ou#tqr J  *

D o m a i n  N a m e  I n f o r m a t i o n

FIGURE 2.46: D om a in  N am e A na lyze r Pro s o ftw a re  sh o w in g  D om a in  Nam e In fo rm a tio n
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CEHFootprinting Tool :Web Data 
Extractor

J  Extract targeted com pany contact data (email, phone, fax) from  web for responsible b2b com m unication  

J  Extract URL, meta tag (title, description, keyword) for website prom otion, search directory creation, web research

Copyright © by EG-G(HIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t i n g  T o o l :  W e b  D a t a  E x t r a c t o r

S o u r c e :  h t t p : / / w w w . w e b e x t r a c t o r . c o m

W e b  D a t a  E x t r a c t o r  is a d a t a  e x t r a c t o r  t o o l .  I t  e x t r a c t s  t a r g e t e d  c o m p a n y  c o n t a c t  d a t a  ( e m a i l ,  

p h o n e ,  a n d  f a x )  f r o m  t h e  w e b ,  e x t r a c t s  t h e  U R L  a n d  m e t a  t a g  ( t i t l e ,  d e s c ,  k e y w o r d )  f o r  w e b s i t e  

p r o m o t i o n ,  s e a r c h e s  d i r e c t o r y  c r e a t i o n ,  e t c .  T h e  f o l l o w i n g  is a s c r e e n s h o t  o f  t h e  W e b  D a t a  

E x t r a c t o r  s h o w i n g  m e t a  t a g s :
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FIGURE 2.47: W e b  Data E x trac to r sh o w in g  m e ta  tags
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A d d i t i o n a l  F o o t p r i n t i n g  T o o l s  C E H

Netmask
http://www.phenoelit-us.org

Binging
http://www.blueinfy. com

Spiderzilla
http://spiderzilla.mo/dev. org

» Sam Spade
http://www.majorgeeks.com

Robtex
n  < ^ K P j  http://www.robtex.com
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Prefix Whois
ccL U  http://pwhois.org

NetScanTools Pro
http://www.netscantools.com

Tctrace
http://www.phenoelit-us.org

Autonomous System 
Scanner(ASS)
http://www.phenoelit-us.org

DNS DIGGER
http://www.dnsdigger.comifi

A d d i t i o n a l  F o o t p r i n t i n g  T o o l s

In  a d d i t i o n  t o  t h e  f o o t p r i n t i n g  t o o l s  m e n t i o n e d  p r e v i o u s l y ,  a f e w  m o r e  t o o l s  a r e  l i s t e d

a s  f o l l o w s :

- P י r e f i x  W h o i s  a v a i l a b l e  a t  h t t p : / / p w h o i s . o r g  

S  N e t S c a n T o o l s  P r o  a v a i l a b l e  a t  h t t p : / / w w w . n e t s c a n t o o l s . c o m  

Q  T c t r a c e  a v a i l a b l e  a t  h t t p : / / w w w . p h e n o e l i t - u s . o r g

Q  A u t o n o m o u s  S y s t e m  S c a n n e r  (A S S )  a v a i l a b l e  a t  h t t p : / / w w w . p h e n o e l i t - u s . o r g  

£  D N S  D IG G E R  a v a i l a b l e  a t  h t t p : / / w w w . d n s d i g g e r . c o m  

O  N e t m a s k  a v a i l a b l e  a t  h t t p : / / w w w . p h e n o e l i t - u s . o r g  

S  B i n g i n g  a v a i l a b l e  a t  h t t p : / / w w w . b l u e i n f y . c o m  

Q  S p i d e r z i l l a  a v a i l a b l e  a t  h t t p : / / s p i d e r z i l l a . m o z d e v . o r g  
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M o d u l e  F l o w

So far we have discussed the im portance o f foo tp rin ting , various ways in which 
foo tp rin ting  can be perform ed, and the tools tha t can be used fo r foo tp rin ting . Now we w ill 
discuss the counterm easures to  be applied in order to  avoid sensitive in form ation  disclosure.

x Footprinting Concepts IHJ■ Footprinting Tools

Footprinting Threats fo o tp r in tin g  Countermeasures

C L ) Footprinting Methodology %(( Footprinting Penetration Testing

This section lists various foo tp rin ting  countermeasures to  be applied at various levels.
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Footprinting Countermeasures C
fertiAH

EH
itfciui IUck«

Configure web servers to  avoid 
inform ation leakage and disable 
unwanted protocols

Use an IDS that can be configured to 
refuse suspicious traffic and pick up 
footprin ting patterns

Perform  footprin ting techniques and 
remove any sensitive inform ation 
found

&Enforce security policies to  regulate 
the in form ation that employees can 
reveal to  th ird parties

&

Configure routers to  restrict the responses 
to  footprin ting requests

Lock the ports w ith  the suitable firewall 
configuration

Evaluate and lim it the amount of information 
available before publishing it on the website/ 
Internet and disable the unnecessary services

Prevent search engines from  caching a web 
page and use anonymous registration 
services
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F o o t p r i n t i n g  C o u n t e r m e a s u r e s

Footprin ting  counterm easures are the measures or actions taken to  counter or offset 
in form ation disclosure. A few  foo tp rin ting  countermeasures are listed as follows:

y  Configure routers to  restrict the responses to  foo tp rin ting  requests.

9  Lock the ports w ith  suitable firew all configuration.

Q Evaluate and lim it the am ount o f in form ation available before publishing it on the
w e b s ite /In te rn e t and disable the unnecessary services.

Prevent search engines from  caching a webpage and use anonymous registration 
services.

© Configure web servers to  avoid in form ation  leakage and disable unwanted protocols.

Q Use an IDS tha t can be configured to  refuse suspicious tra ffic  and pick up foo tp rin ting  
patterns.

Q Perform foo tp rin ting  techniques and remove any sensitive in form ation  found.

Q Enforce security policies to  regulate the in form ation  tha t employees can reveal to  th ird
parties.
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Footprinting Countermeasures CEH
(C on t’d)

Set apart internal DNS and external DNS

Disable directory listings and use split-DNS

Educate employees about various social engineering tricks and risks

Restrict unexpected input such as |; < >

Avoid domain-level cross-linking fo r the critical assets

Encrypt and password protect the  sensitive in form ation
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F o o t p r i n t i n g  C o u n t e r m e a s u r e s  ( C o n t ’ d )

In addition to  the countermeasures m entioned previously, you can apply the fo llow ing 
countermeasures as well:

Q Set apart the internal DNS and external DNS.

£  Disable d irectory listings and use split-DNS.

Q Educate employees about various social engineering tricks and risks.

S  Restrict unexpected input such as |; < >.

9  Avoid domain-level cross-linking fo r critical assets.

Q Encrypt and password protect sensitive in form ation.

© Do not enable protocols tha t are not required.

Q Always use TCP/IP and IPSec filters.

Configure IIS against banner grabbing.
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So far we discussed all the necessary techniques and tools to  test the  security o f a
system or network. Now it is the tim e to  put all those techniques in to practice. Testing the 
security o f a system or network using sim ilar techniques as tha t of an attacker w ith  adequate 
permissions is known as penetra tion  testing. The penetration test should be conducted to  
check w hether an attacker is able to  reveal sensitive in form ation  in response to  foo tp rin ting  
attem pts.

*j Footprinting Concepts |!!J! Footprinting Tools

Footprinting Threats FootPrint'ng Countermeasures

Q O  Footprinting Methodology )  Footp rin ting  Penetration Testing

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  02 Page 249



Penetration testing is an evaluation method o f system or network security. In this evaluation 
m ethod, the pen tes te r acts as a malicious outsider and simulates an attack to  find the security 
loopholes.

Ethical Hacking and  C o u n te rm easu re s  Exam 312-50 C ertified Ethical H acker
F oo tp rin ting  an d  R econnaissance
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Footprinting Pen Testing CEH
0

0

J  Footprinting pen test is used to determine organization's publicly available information 
on the Internet such as network architecture, operating systems, applications, and users

J  The tester attempts to gather as much information as possible about the target 
organization from the Internet and other publicly accessible sources

Prevent in form ation 
^  leakage

Footprinting pen 
testing helps 

administrator to:

Prevent social 
engineering attem pts
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Prevent DNS record 
re trieval from  publically 

available servers

F o o t p r i n t i n g  P e n  T e s t i n g

A foo tp rin ting  pen test is used to  determ ine an organization's publicly available 
in fo rm a tion  on the  In te rne t such as netw ork architecture, operating systems, applications, and 
users. In this method, the pen tester tries to  gather publicly available sensitive in form ation of 
the target by pretending to  be an attacker. The target may be a specific host or a network.

The pen tester can perform  any attack tha t an attacker could perform . The pen tester should 
try  all possible ways to  gather as much in form ation as possible in order to  ensure maximum 
scope o f foo tp rin ting  pen testing. If the pen tester finds any sensitive in fo rm a tion  on any 
publicly available in form ation resource, then he or she should enter the in form ation and the 
respective source in the report.

The major advantages o f conducting penetration testing include:

© It gives you the chance to  prevent DNS record retrieval from  publically available servers. 

© It helps you to  avoid in form ation  leakage.

© It prevents social engineering attem pts.

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  02 Page 251



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
F oo tp rin ting  an d  R econnaissance

Footprinting Pen Testing
(C on t’d)

CEH
J  Get proper authorization and define the 

scope of the assessment

J  Footprint search engines such as Google, 
Yahoo! Search, Ask, Bing, Dogpile, etc. to 
gather target organization's information 
such as employee details, login pages, 
intranet portals, etc. that helps in 
performing social engineering and other 
types of advanced system attacks

J  Perform website footprinting using tools 
such as HTTrack Web Site Copier, 
B lackW idow , W ebripper, etc. to build a 

detailed map of website's structure and 
architecture

Use search engines 
״ >  such as Google, Yahoo! 

Search, Bing, etc.

!■1
— n

Use tools such as 
' y״  HTTrack Web Site Copier, 

BlackW idow, etc.

START+
w

Define the scope 
o f the assessment

Perform foo tprin ting  
through search engines

Perform website 
foo tp rin ting
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F o o t p r i n t i n g  P e n  T e s t i n g  ( C o n t ’ d )

Penetration testing is a procedural way o f testing the security in various steps. Steps 
should be fo llow ed one a fte r the o ther in order to  ensure m axim um  scope o f testing. Here are 
the steps involved in foo tp rin ting  pen testing:

Step 1: Get proper authorization

Pen testing should be perfo rm ed w ith  perm ission. Therefore, the very firs t step in a 
foo tp rin ting  pen test is to  get proper authorization from  the concerned people, such as 
adm inistrators.

Step 2: Define the scope of the assessment

Defining the scope o f the security assessment is the prerequisite fo r penetration testing. 
Defining the scope of assessment determ ines the range o f systems in the netw ork to  be tested 
and the resources tha t can be used to  test, etc. It also determ ines the pen tester's lim itations. 
Once you define the scope, you should plan and gather sensitive in form ation using various 
foo tp rin ting  techniques.

Step 3: Perform foo tp rin ting  through search engines
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Footprint search engines such as Google, Yahoo! Search, Ask, Bing, Dogpile, etc. to  gather the 
target organization's in form ation such as employee details, login pages, in tranet portals, etc. 
tha t can help in perform ing social engineering and o ther types o f advanced system attacks.

Step 4: Perform website footprinting

Perform website foo tp rin ting  using tools such as HTTrack Web Site Copier, BlackWidow, 
W ebripper, etc. to  build a detailed map o f the w ebsite 's s tructure  and arch itecture.
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Footprinting Pen Testing ^ ןן
(C on t’d) Urt.fi•* |  ttk.ul NmIm

j  Perform email footprinting using tools 
such as eMailTrackerPro, Po liteM ail,
Email Lookup -  Free Email Tracker, etc. to 
gather information about the physical 
location o f an individual to perform social 
engineering that in turn may help in 
mapping target organization's network

J  Gather competitive intelligence using 
tools such as Hoovers, LexisNexis, 
Business W ire, etc.

J  Perform Google hacking using tools such 
as GHDB, M etaGoofil, SiteDigger, etc.

J  Perform WHOIS footprinting using tools 

such as WHOIS Lookup, Sm artW hois, etc. 
to create detailed map of organizational 
network, to gather personal information 
that assists to perform social engineering, 
and to gather other internal network 

details, etc.

P e rfo rm  em a il
Use tools such as 
eMailTrackerPro, 
PoliteMail, etc.

fo o tp r in t in g

V

G a th e r co m p e tit iv e  

in te lligence
;......

Use tools such as 
Hoovers, LexisNexis, 
Business Wire, etc.

y

Pe rfo rm  G oog le I...... Use tools such as GHDB,

hack ing MetaGoofil, SiteDigger, etc.

V

Perfo rm  W HOIS I...... Use tools such as WHOIS
fo o tp rin tin g Lookup, SmartWhois, etc.
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Step 5: Perform email footprinting

Perform email foo tp rin ting  using tools such as eMailTrackerPro, PoliteMail, Email Lookup -  Free 
Email Tracker, etc. to  gather in form ation about the physical location o f an individual to  perform  
social engineering tha t in turn  may help in mapping the target organization's network.

Step 6: Gather competitive intelligence

Gather com petitive intelligence using tools such as Hoovers, SEC Info, Business W ire, etc. These 
tools help you to  extract a com petito r's  in form ation such as its establishment, location o f the 
company, progress analysis, higher authorities, product analysis, marketing details, and much 
more.

Step 7: Perform Google hacking

Perform Google hacking using tools such as GHDB, M etaGoofil, SiteDigger, etc. It determ ines 
the security loopholes in the code and configuration o f the websites. Google hacking is usually 
done w ith  the help of advanced Google operators tha t locate specific strings o f tex t such as 
versions o f vulnerable web applications.

Step 8: Perform WHOIS footprinting
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Perform the WHOIS fo o tp rin tin g  technique to  extract in form ation about particular domains. 
You can get in form ation such as domain name, IP address, domain owner name, registrant 
name, and the ir contact details including phone numbers, email IDs, etc. Tools such as 
SmartWhois, CountryW hois, Whois Pro, and ActiveW hois w ill help you to  extract this 
in form ation. You can use this in form ation to  perform  social engineering to  obtain more 
in form ation.
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Footprinting Pen Testing ן g
(C ont’d)

Pe־forrr DNS f ODtp-'rt'ng Ls’ng t io s  
;s  DIG, NsLcon.jp, DHS Records, etc. to  
se te 'T n e  hey h osts 'n the ret־*w< and 
pe־form soc'a e r j 'r e e - 'r j  attacks

Pe־form footprints^ using too
such as Path Ana yzer Pro. VTsualRoute 
2010, Networic Pinger, etc. to c  eate a־
rap׳  of the ta'get's netwo־<

Implement social e r j  r e e - r j  te :h r  -Les 
such as eavesdropping d o d d e r  surf ng 
and dum pster diving that זז■ay help to 
5att־e ־ ׳ r o  e criticar nfoHrat'on aboLtthe־
ta get o־ tganaibon

Gatfce־ ta  p oyees־get organ 2at on en־
info׳־ra t or. fron־ the ־ pe־sara p*0F es 
on social netwo-icng stes stchas 
Facebook, Linkedln, Tvitter, Google*, 
Pinterest, e tc .th a ta sss tto p e r׳far־  s3cia 
eri-'nee-ln-

J At the end of per t e s t r •  doc umert e 
the findings

too S SJ— SS DIG, 
USLookup etc.

se too i i״ j — as Path 
Analyzer Pro, VtsuaiRoute 

20m . etc.

~X/ e^ient team q jes sjffi 
as esvesdrappmj, jriDuiaer 
surfing, s־«  dumpster drying

C־eate a se aent ty on 
soca retw o 'dfgstessjm  
as FsiebMfc, Lrkeain, etc

Perform DNS 
footprinting

Perform network 
footprinting

Perform Social 
Engineering

jPerform footprinting 
through social 

networking sites

V

C c c • fey *Jl Hcuarvae 0-יג«בחש=יי-«- aShctfy *rr*fe1־taS

F o o t p r i n t i n g  P e n  T e s t i n g  ( C o n t ’ d )
o

r *— Step 9: Perform DNS footprinting

Perform DNS foo tp rin ting  using tools such as DIG, NsLookup, DNS Records, etc. to  determ ine 
key hosts in the netw ork and perform  social engineering attacks. Resolve the domain name to  
learn about its IP address, DNS records, etc.

Step 11: Perform network footprinting

Perform network foo tp rin ting  using tools such as Path Analyzer Pro, VisualRoute 2010, Network 
Pinger, etc. to  create a map o f the target's network. Network foo tp rin ting  allows you to  reveal 
the netw ork range and o ther ne tw ork  in fo rm a tion  o f the target network. Using all this 
in form ation, you can draw the netw ork diagram of the target network.

Step 12: Perform social engineering

Im plem ent social engineering techniques such as eavesdropping, shoulder surfing, and 
dum pster diving tha t may help to  gather more critical in form ation about the target 
organization. Through social engineering you can gather ta rge t organization 's employee 
details, phone numbers, contact address, email address, etc. You can use this in form ation to 
reveal even more in form ation.
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Step 13: Perform footprinting through social networking sites

Perform foo tp rin ting  through social networking sites on the employees of the ta rge t 
organization obtained in foo tp rin ting  through social engineering. You can gather in form ation 
from  the ir personal profiles on social networking sites such as Facebook, Linkedln, Tw itter, 
Google+, Pinterest, etc. tha t assists in perform ing social engineering. You can also use people 
search engines to  obtain in form ation  about target person.

Step 14: Document all the findings

A fte r im plem enting all the fo o tp rin tin g  techniques, collect and docum ent all the in form ation 
obtained at every stage o f testing. You can use this docum ent to  study, understand, and 
analyze the security posture o f the target organization. This also enables you to  find security 
loopholes. Once you find security loopholes, you should suggest respective countermeasures to 
the loopholes.

The fo llow ing is a summary of foo tp rin ting  penetra tion  testing.
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EHFootprinting Pen Testing Report Templates
Pen Testing Report

Information obtained through search engines Information obtained through people search

| J  Em ployee de ta ils : g  D ate o f  b ir th :

^  Login pages: ^  C ontact de ta ils :

|JJ  In tra n e t porta ls : £  Email ID:

^  Techno logy p la tfo rm s : ^  Photos:

O thers: O thers:

Information obtained through website footprinting Information obtained through Google

y j  O pe ra ting  en v iro n m e n t: T  Advisories and server v u ln e ra b ilit ie s :

^  Filesystem  s tru c tu re : E rro r messages th a t c o n ta in  sens itive  in fo rm a tio n :

jigp S crip ting  p la tfo rm s  used: A  Files co n ta in ing  passwords:

•W? C ontact de ta ils : i  Pages co n ta in in g  n e tw o rk  o r  v u ln e ra b ility  da ta :

0  CMS deta ils : O thers:

O thers:

Information obtained through email footprinting Information obtained through competitive intelligence

H  IP address: £  Financial de ta ils :

GPS lo ca tio n : H  P ro ject plans:

■  A u th e n tic a tio n  system  used by m a il server: O thers:

Others:
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F o o t p r i n t i n g  P e n  T e s t i n g  R e p o r t  T e m p l a t e s  

P e n  T e s t i n g  R e p o r t

Penetration testing is usually conducted to  enhance the security perim e ter o f an 
organization. As a pen tester you should gather sensitive in form ation such as server details, the 
operating system, etc. o f your target by conducting foo tp rin ting . Analyze the system and 
netw ork defenses by breaking into its security w ith  adequate perm issions (i.e., ethically) 
w ithou t causing any damage. Find the loopholes and weaknesses in the netw ork or system 
security. Now explain all the vu lnerab ilities  along w ith  respective countermeasures in a report, 
i.e., the pen testing report. The pen testing report is a report obtained after perform ing 
netw ork penetration tests or security audits. It contains all the details such as types o f tests 
perform ed, the hacking techniques used, and the results o f hacking activity. In addition, the 
report also contains the highlights o f security risks and vulnerabilities o f an organization. If any 
vu lnerab ility  is identified during any test, the details o f the cause o f vu lnerab ility  along w ith  the 
countermeasures are suggested. The report should always be kept confidentia l. If this 
in form ation falls in to the hands of attacker, he or she may use this in form ation to  launch 
attacks.

The pen testing report should contain the fo llow ing details:
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P e n  T e s t i n g  R e p o r t

Information ob& ined through search engines Information obo ined  through people search

| J  Employee details Q  Date o f  birth:

£  Lofi n pages Q  Contact d e ta is

Intranet portals: r  Emai ID:

0  Technology platforms: Q  Photos:

^  Others: Others.

Information obtained throi^h website fpfplgfgQJtQf’ Information obtained through Google

gg Operating environm ent; J  Advisories and server vulnerabilities:

a  Sea5Js3!>Itr1*rture: £ |  Error m essages that contain scnathfe information:

^  Scripting platforms used: £  R e s  containing passw ords

W► Contact deta״ is: ^  Pages containing network or vJnerab iity  data:

£  CMS d eta is: Others:

^  Others:

Information obtained throi^h email fefiJSBUDftOt Information obtained through com petitiw  intexigence

£  IP w M reu: £  Financial d eta is:

^  GPS location: B  Project plans:

m  Authentication system  used by m ai server ^  Others:

Others:

FIGURE 2.48: Pen Testing Report
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Footprinting Pen Testing ReportTemplates (Cont d) ״ ב  E 5!
Pen Testing Report

Information obtained through WHOIS footprinting Information obtained through social engineering 1

 ̂ D om ain nam e de ta ils : f t Personal in fo rm a tio n :

^  C ontact d e ta ils  o f  d om a in  ow n e r:
m

Financial in fo rm a tio n :

|  D om ain nam e servers: % O pera ting  en v iro n m e n t:

Netrange: m User nam es and passwords:

^ 5  W hen a d om a in  has been crea ted : 5 $ N e tw o rk  la yo u t in fo rm a tio n :

O thers: f t IP addresses and nam es o f  servers:

Information obtained through DNS footprinting O thers:

Loca tion  o f  DNS servers:

^  Type o f  servers:

% A  O thers:

Information obtained through network footprinting Information obtained through social networking sites 1

Range o f  IP addresses: B Personal p ro files :

S ubnet mask used by th e  ta rg e t o rgan iza tion : a W o rk  re la ted  in fo rm a tio n :

^  OS's in  use: ■ News and p o te n tia l pa rtne rs  o f th e  ta rg e t com pany:

F irew all loca tions: £ E ducational and  e m p lo ym e n t backgrounds:

^  O thers: O thers:
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F o o t p r i n t i n g  P e n  T e s t i n g  R e p o r t  T e m p l a t e s  ( C o n t ’ d )

Pen Testing Report

Information obtained throi^h WHOIS fooCjirifltnfc Information obtained through social engineering

|  Domain nam e details: Personal information:

Q  Contact details o f  dom ain o w n e r ■ Financial inform ation:

£ Domain name servers f t Operating environm ent:

Netrange: r a U sernam es and passwords:

fcfc W hen a dom ain has b een  created: ? • Network layout information:

^  Others: f t IP a d d r esses  and names o f  servers:

Information obtained through D N S f£ £ $ B !^  

^  Location o f  DNS servers:

Type of servers:

^  Others:

* * Others:

Information obtained throi^h network footprint i/ift Information obtained through social networking sites

| |  Range o f  IP addresses: ■ Personal p rofies:

4PQP Subnet mas* u sed  by th e  target organuation: ■ W ort related information:

^  OS's in use: a
N e w s and potertiai partners of th e  target company:

^  Rrewafl locations: Educational and em ploym ent background.

Others: Others:

FIGURE 2.49: Pen Testing Report showing in fo rm ation  obtained through fo o tp rin tin g  and social engineering
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Module Summary | 0
□  Footprinting is the process o f collecting as much in form ation as possible about a target 

network, fo r identifying various ways to  intrude into an organization's network system

□  It reduces attacker's attack area to  specific range o f IP address, networks, domain names, 
remote access, etc.

□  Attackers use search engines to  extract in form ation about a target

□  Inform ation obtained from  target's website enables an attacker to  build a detailed map of 
website's structure and architecture

□  Competitive intelligence is the process o f identifying, gathering, analyzing, verifying, and using 
in form ation about your competitors from  resources such as the Internet

□  DNS records provide im portant inform ation about location and type o f servers

□  Attackers conduct traceroute to  extract inform ation about: network topology, trusted routers, 
and firewall locations

□  Attackers gather sensitive inform ation through social engineering on social networking 
websites such as Facebook, MySpace, Linkedln, Twitter, Pinterest, Google+, etc.

Copyright ©  by EG-C*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

M o d u l e  S u m m a r y

Footprinting refers to  uncovering and collecting as much in form ation as possible about a 
target o f attack.

9  It reduces attacker's attack area to  specific range o f IP address, networks, domain 
names, rem ote access, etc.

© Attackers use search engines to  extract in form ation about a target.

Inform ation obtained from  target's website enables an attacker to  build a detailed map 
o f website's structure and architecture.

9  Competitive intelligence is the process o f identifying, gathering, analyzing, verifying, and 
using in form ation  about your com petitors from  resources such as the Internet.

9  DNS records provide im portant in form ation about location and type o f servers.

Q Attackers conduct traceroute to  extract in form ation about: network topology, trusted 
routers, and firew all locations.

W Attackers gather sensitive in form ation through social engineering on social networking 
websites such as Facebook, MySpace, Linkedln, Tw itte r, Pinterest, Google+, etc.
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