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Facebook a 'treasure trove' of Apil 1a 2012
Personally Identifiable Information

Facebook contains a "treasure trove" of personally identifiable information that hackers
manage to gettheir hands on.

A report by Imperva revealed that users' "general personal information" can often include
adate of birth, home address and sometimes mother's maiden name, allowing hackers to
access this and other websites and applications and create targeted spearphishing campaigns.

It detailed a concept | call "friend-mapping"”, where an attacker can get further knowledge of
auser's circle of friends; having accessed their account and posing as a trusted friend, they can
cause mayhem. This can include requesting the transfer of funds and extortion.

Asked why Facebook is so important to hackers, Imperva senior security strategist Noa Bar-Yosef

said: "People also add work friends on Facebook so ateam leader can be identified and this can lead
to corporate data being accessed, project work being discussed openly, while geo-location data can be
detailed for military intelligence.”

"Hacktivism made up 58 per cent of attacks in the Verizon Data Breach Intelligence Report, and they
are going after information on Facebook that can be used to humiliate a person. All types of attackers

have their own techniques.” http://www.scmogazineuk.com
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Facebook contains a "treasure trove" of personally identifiable information that hackers
manage to get their hands on.

A report by Imperva revealed that users' "general personal information" can often include a
date of birth, home address and sometimes mother's maiden name, allowing hackers to access
this and other websites and applications and create targeted spearphishing campaigns.

It detailed a concept I call "friend-mapping”, where an attacker can get further knowledge of a
user's circle of friends; having accessed their account and posing as a trusted friend, they can
cause mayhem. This can include requesting the transfer of funds and extortion.

Asked why Facebook is so important to hackers, Imperva senior security strategist Noa Bar-
Yosef said: "People also add work friends on Facebook so a team leader can be identified and
this can lead to corporate data being accessed, project work being discussed openly, while geo-
location data can be detailed for military intelligence."
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"Hacktivism made up 58 per cent of attacks in the Verizon Data Breach Intelligence Report,
and they are going after information on Facebook that can be used to humiliate a person. All
types of attackers have their own techniques."”

On how attackers get a password in the first place, Imperva claimed that different keyloggers
are used, while phishing kits that create a fake Facebook login page have been seen, and a
more primitive method is a brute force attack, where the attacker repeatedly attempts to guess
the user's password.

In more extreme cases, a Facebook administrators rights can be accessed. Although it said that
this requires more effort on the hacker side and is not as prevalent, it is the "holy grail" of
attacks as it provides the hacker with data on all users.

On protection, Bar-Yosef said the roll-out of SSL across the whole website, rather than just at
the login page, was effective, but users still needed to opt into this.

By Dan Raywood

http:// www.scmagazine.com.au/Feature/265065,digitial-investigations-have-matured.aspx
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J Footprinting Terminology J WHOIS Footprinting

J What Is Footprinting? J DNS Footprinting

J Objectives of Footprinting J Network Footprinting

J Footprinting Threats J Footprinting through Social

Engineering

W J Footprinting through Social
J Website Footprinting Networking Sites
J Email Footprinting J Footprinting Tools
J Competitive Intelligence J Footprinting Countermeasures
J Footprinting Using Google J Footprinting Pen Testing
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This module will make you familiarize with the following:

e Footprinting Terminologies © WHOIS Footprinting
e What Is Footprinting? © DNS Footprinting
© Objectives of Footprinting © Network Footprinting
© Footprinting Threats © Footprinting through Social
Engineering
€ Footprinting through Search Engines o ]
© Footprinting through Social
© Website Footprinting Networking Sites
© Email Footprinting © Footprinting Tools
© Competitive Intelligence © Footprinting Countermeasures
© Footprinting Using Google © Footprinting Pen Testing
Module 02 Page 95 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

M odule Flow

Ethical hacking is legal hacking conducted by a penetration tester in order to evaluate
the security of an IT infrastructure with the permission of an organization. The concept of
ethical hacking cannot be explained or cannot be performed in a single step; therefore, it has
been divided into several steps. Footprinting is the first step in ethical hacking, where an
attacker tries to gather information about atarget. To help you better understand footprinting,
it has been distributed into various sections:

X Footprinting Concepts [[EJ Footprinting Tools
Footprinting Threats FootPrint'ng Countermeasures
Module 02 Page 96 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

The Footprinting Concepts section familiarizes you with footprinting, footprinting terminology,
why footprinting is necessary, and the objectives of footprinting.
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Footprinting Terminology

Open Source or Passive
Information Gathering

Collect information about atarget from
the publicly accessible sources

Anonymous Footprinting

Gather information from sources where
the author of the information cannot
be identified or traced

Organizational or Private
Footprinting

Collect information from an organization's
web-based calendar and email services

Active Information Gathering

Gather information through social
engineering on-site visits, interviews,
and questionnaires

Pseudonymous Footprinting

Collect information that might be
published under a different name in
an attempt to preserve privacy

Internet Footprinting

Collect information about atarget
from the Internet
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288 Footprinting Terminology
Before going deep into the concept, it is important to know the basic terminology
used in footprinting. These terms help you understand the concept of footprinting and its

structures.

Open Source or Passive Inform ation G athering
LAnviinvI

Open source or passive information gathering is the easiest way to collect information
about the target organization. It refers to the process of gathering information from the open
sources, i.e., publicly available sources. This requires no direct contact with the target
organization. Open sources may include newspapers, television, social networking sites, blogs,
etc.

Using these, you can gather information such as network boundaries, IP address reachable via
the Internet, operating systems, web server software used by the target network, TCP and UDP
services in each system, access control mechanisms, system architecture, intrusion detection
systems, and so on.

Active Inform ation G athering

In active information gathering, process attackers mainly focus on the employees of
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the target organization. Attackers try to extract information from the employees by conducting
social engineering: on-site visits, interviews, questionnaires, etc.

Anonymous Footprinting

This refers to the process of collecting information from sources anonymously so that
your efforts cannot be traced back to you.

< —i Pseudonymous Footprinting

Pseudonymous footprinting refers to the process of collecting information from the
sources that have been published on the Internet but is not directly linked to the author's
name. The information may be published under a different name or the author may have a
well-established pen name, or the author may be a corporate or government official and be
prohibited from posting under his or her original name. Irrespective of the reason for hiding the
author's name, collecting information from such sources is called pseudonymous.

' *S . M \ s 4 T 4 . 40
Organizational or Private Footprinting

Private footprint""ing involves collecting information from an organization's web-

based calendar and email services.

Internet Footprinting

Internet footprinting refers to the process of collecting information of the target
organization's connections to the Internet.
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W hat ls Footprinting?

Footprinting is the process of collecting as much inform ation as possible
about atarget network, for identifying various ways to intrude into an

organization's network system

Process involved in Footprinting a Target

o ) Determine the operating system
Collect basic information about )
used, platforms running, web

the target and its network R
server versions, etc.

Perform techniques such as Whols, diiiHa Find vulnerabilities and exploits
DNS, network and organizational a'fl 'aa for launching attacks
queries ] 9
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W hatls Footprinting?

Footprinting, the first step in ethical hacking, refers to the process of collecting
information about a target network and its environment. Using footprinting you can find
various ways to intrude into the target organization's network system. It is considered
"methodological" because critical information is sought based on a previous discovery.

Once you begin the footprinting process in a methodological manner, you will obtain the
blueprint of the security profile of the target organization. Here the term "blueprint" is used
because the result that you get at the end of footprinting refers to the unique system profile of
the target organization.

There is no single methodology for footprinting as you can trace information in several routes.
However, this activity is important as all crucial information needs to be gathered before you
begin hacking. Hence, you should carry out the footprinting precisely and in an organized
manner.

You can collect information about the target organization through the means of footprinting in
four steps:

1. Collect basic information about the target and its network

2. Determine the operating system used, platforms running, web server versions, etc.
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3. Perform techniques such as Whois, DNS, network and organizational queries

4. Find vulnerabilities and exploits for launching attacks

Furthermore, we will discuss how to collect basic information, determine operating system of
target computer, platforms running, and web server versions, various methods of footprinting,
and how to find and exploit vulnerabilities in detail.
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W hy Footprinting? CEH
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...... W hy Footprinting?

For attackers to build a hacking strategy, they need to gather information about the
target organization's network, so that they can find the easiest way to break into the
organization's security perimeter. As mentioned previously, footprinting is the easiest way to
gather information about the target organization; this plays a vital role in the hacking process.

Footprinting helps to:
e Know Security Posture

Performing footprinting on the target organization in a systematic and methodical manner
gives the complete profile of the organization's security posture. You can analyze this report

to figure out loopholes in the security posture of your target organization and then you can
build your hacking plan accordingly.

* Reduce Attack Area

By using a combination of tools and techniques, attackers can take an unknown entity (for
example XYZ Organization) and reduce it to a specific range of domain names, network
blocks, and individual IP addresses of systems directly connected to the Internet, as well as
many other details pertaining to its security posture.

Build Information Database
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A detailed footprint provides maximum information about the target organization.
Attackers can build their own information database about security weakness of the target
organization. This database can then be analyzed to find the easiest way to break into the
organization's security perimeter.

e Draw Network Map

Combining footprinting techniques with tools such as Tracert allows the attacker to create
network diagrams of the target organization's network presence. This network map

represents their understanding of the targets Internet footprint. These network diagrams
can guide the attack.
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0 Domain name '* Networking protocols
0 Internal domain names 0 VPN Points
0 Network blocks 0 ACLs
0 IP addresses of the reachable systems 0 IDSes running
O Collect 0 Rogue websites/private websites 0 Analog/digital telephone numbers
O  Network 0 TCPand UDP services running 0 Authentication mechanisms
Information 0 Access control Mechanisms and ACL's tf System Enumeration
A Userand group names - System architecture
* System banners * Remote system type
Collect ® Routing tables ® System names
System SNMP information Passwords
Information
. 0 Comments in HTML source code
0 Employee details ) o
0 Organization's website 0 Security policies implemented
. 0 Web server links relevant to the
0 Company directory o
organization
Collect 0 Location details -
Organization’s 0 Background of the organization
. 0 Address and phone numbers .
Information 0 News articles/press releases
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O bjectives of Footprinting

The major objectives of footprinting include collecting the
information, system information, and the organizational information.
footprinting at various network levels, you can gain information such as: network blocks,

target's network
By carrying out

network services and applications, system architecture, intrusion detection systems, specific IP
addresses, and access control mechanisms. With footprinting, information such as employee
names, phone numbers, contact addresses, designation, and work experience, and so on can
also be obtained.

Collect Network Inform ation

The network information can be gathered by performing a Whois database analysis,
trace routing, etc. includes:

Q Domain name

Q Internal domain names

Q Network blocks

© IP addresses of the reachable systems

-' Rogue websites/private websites

Module 02 Page 104 Ethical Hacking and Countermeasures Copyright © by EC-COUIICil

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

Q TCP and UDP services running
© Access control mechanisms and ACLs
© Networking protocols
© VPN points
Q ACLs
9 IDSes running
© Analog/digital telephone numbers
© Authentication mechanisms
© System enumeration
Collect System Inform ation
Q User and group names
© System banners
Q Routing tables
Q SNMP information
© System architecture
© Remote system type
Q System names
Q Passwords
Collect Organization’'s Inform ation
Q Employee details
Q Organization's website
Q Company directory
Q Location details
Q Address and phone numbers
Q Comments in HTML source code
Q Security policies implemented
Q Web server links relevant to the organization
© Background of the organization
U News articles/press releases
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So far, we discussed footprinting concepts, and now we will discuss the threats
associated with footprinting:

1 Footprinting Concepts Footprinting Tools
o 1 Footprinting Threats Footprinting Countermeasures
OL) Footprinting Methodology Xi Footprinting Penetration Testing
1*?

The Footprinting Threats section familiarizes you with the threats associated with footprinting
such as social engineering, system and network attacks, corporate espionage, etc.
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Footprinting Threats

J Attackers gather valuable system and network information such as account
details, operating system and installed applications, network components,
server names, database schema details, etc. from footprinting techniques

Types off Threats

Information Privacy Corporate Business

Leakage Loss Espionage Loss

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Footprinting Threats
000

As discussed previously, attackers perform footprinting as the first step in an attempt to
hack atarget organization. In the footprinting phase, attackers try to collect valuable system-
level information such as account details, operating system and other software versions, server
names, and database schema details that will be useful in the hacking process.

The following are various threats due to footprinting:

Social Engineering

Without wusing any intrusion methods, hackers directly and indirectly collect
information through persuasion and various other means. Here, crucial information is gathered
by the hackers through employees without their consent.

System and Network Attacks

Footprinting helps an attacker to perform system and network attacks. Through
footprinting, attackers can gather information related to the target organization's system
configuration, operating system running on the machine, and so on. Using this information,
attackers can find the vulnerabilities present in the target system and then can exploit those
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vulnerabilities. Thus, attackers can take control over a target system. Similarly, attackers can
also take control over the entire network.

&a», Inform ation Leakage

L 3 3 Information leakage can be a great threat to any organization and is often overlooked.
If sensitive organizational information falls into the hands of attackers, then they can build an
attack plan based on the information, or use it for monetary benefits.

G P Privacy Loss

n— ' With the help of footprinting, hackers are able to access the systems and networks of
the company and even escalate the privileges up to admin levels. Whatever privacy was
maintained by the company is completely lost.

Corporate Espionage

Corporate espionage is one of the major threats to companies as competitors can spy
and attempt to steal sensitive data through footprinting. Due to this type of espionage,
competitors are able to launch similar products in the market, affecting the market position of a
company.

Business Loss

Footprinting has a major effect on businesses such as online businesses and other
ecommerce websites, banking and financial related businesses, etc. Billions of dollars are lost
every year due to malicious attacks by hackers.
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Now that you are familiar with footprinting concepts and threats, we will discuss the
footprinting methodology.

The footprinting methodology section discusses various techniques used to collect information
about the target organization from different sources.

x Footprinting Concepts [I'T7] Footprinting Tools
Footprinting Threats Footprinting Countermeasures
G O Footprinting Methodology vi Footprinting Penetration Testing
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Footprinting Methodology E H

Footprinting th hsS h
ootprinting throligh earc WHOIS Footprinting

Engines
Website Footprinting DNS Footprinting
Email Footprinting Network Footprinting

Footprinting through Social

Competitive Intelligence Engineering

Footprinting through Social

Footprinting using Google Networking Sites
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Footprinting M ethodology

The footprinting methodology is a procedural way of collecting information about a
target organization from all available sources. It deals with gathering information about atarget
organization, determining URL, location, establishment details, number of employees, the
specific range of domain names, and contact information. This information can be gathered
from various sources such as search engines, Whois databases, etc.

Search engines are the main information sources where you can find valuable information
about your target organization. Therefore, first we will discuss footprinting through search
engines. Here we are going to discuss how and what information we can collect through search
engines.

Examples of search engines include: www.google.com,www.yahoo.com,www.bing.com
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Footprinting through Search

Engines

Attackers use search engines to extract
information about atarget such as
technology platforms, employee details,

login pages, intranet portals, etc. which Microsoft .
>PaVism e aricspthi

helps in performing social engineering and MeintCiviaco MOr AW MCOMTZErED

other types of advanced system attacks Microsoft

ndP>bur®, And 1v ntw
J Search engine cache may provide sensitive

information that has been removed from 1Y AR nvémw
the World Wide Web (WWW) P g

ST POL s UV« st «W s-e+!X.
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Footprinting through Search Engines

A web search engine is designed to search for information on the World Wide Web.
The search results are generally presented in a line of results often referred to as search engine
results pages (SERPs). In the present world, many search engines allow you to extract a target
organization's information such as technology platforms, employee details, login pages,
intranet portals, and so on. Using this information, an attacker may build a hacking strategy to
break into the target organization's network and may carry out other types of advanced system
attacks. A Google search could reveal submissions to forums by security personnel that reveal
brands of firewalls or antivirus software in use at the target. Sometimes even network
diagrams are found that can guide an attack.

If you want to footprint the target organization, for example XYZ pvt Itd, then type XYZ pvt Itd in
the Search box of the search engine and press Enter. This will display all the search results
containing the keywords "XYZ pvt Itd." You can even narrow down the results by adding a
specific keyword while searching. Furthermore, we will discuss other footprinting techniques
such as website footprinting and email Footprinting.

For example, consider an organization, perhaps Microsoft. Type Microsoft in the Search box of
a search engine and press Enter; this will display all the results containing information about
Microsoft. Browsing the results may provide critical information such as physical location,

Module 02 Page 111 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures
Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

contact address, the services offered, number of employees, etc. that may

valuable source for hacking.
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Microsoft

From Wikipedia. the free encyclopedia

Microsoft Corporation (NASDAQ: MSFTt? ) is ar American
multinational corporation headquartered n ReJrrond.
Washington. United States that develops, manufactures
licenses, and supports a wide range cf products ard services
rolatod to computing. Tho company was foundoc by Bill Gatos
and Paul Allen on AprJ4. 1975. Microsoft is the world's largest
software corporation measured by revenues

Microsoft was established to develop and sell BASC
inteipieteis foi the Altai! 8800 Il rose 10 dominate the home
computer operating system market wth MS-OOS n the mide
1980s followed by the Microsoft Wndows line of operating
systems The company’s 1986 initial public oferng. and
subsequent rise inthe share price, created ar estimated three
billionaires and 12.000 millionaires from Microsoft employees
Since the 1990s. the company has increasingly drersrfied from
the operating system market. InMay 2011 Microsoft acquired
Skype for $8 5 hillion in its largest acquisition to date Pl
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FIGURE 2.1: Screenshot showing information about Microsoft

prove to be a

As an ethical hacker, if you find any sensitive information of your company in the search engine

result pages, you should

remove that information.

Although you

remove

the sensitive

information, it may still be available in a search engine cache. Therefore, you should also check
the search engine cache to ensure that the sensitive data is removed permanently.
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Finding Company’'s External and

Internal URLs

Search for the target company's external URL Tools to Search Internal URLs

in a search engine such as Google or Bing 5 http://news.netcraft.com

Internal URLs provide an insight into
different departments and business units in
an organization

6 http://www.webmaster-a.com/
link-extractor-internal.php

You may find an internal company's URL by
trial and error method

A

Internal URL’s of microsoft.com

t) support.microsoft.com
e office.microsoft.com

search.microsoft.com

»

0 msdn.microsoft.com

O update.microsoft.com

6 technet.microsoft.com f J
/N\

0

windows.microsoft.com
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Finding Company’s External and Internal URLs

A company's external and internal URLs provide a lot of useful information to the
attacker. These URLs describe the company and provide details such as the company mission
and vision, history, products or services offered, etc. The URL that is used outside the corporate
network for accessing the company's vault server via a firewall is called an external URL. It links
directly to the company's external web page. The target company's external URL can be
determined with the help of search engines such as Google or Bing.

If you want to find the external URL of a company, follow these steps:
1. Open any of the search engines, such as Google or Bing.
2. Type the name of the target company in the Search box and press Enter.

The internal URL is used for accessing the company's vault server directly inside the corporate
network. The internal URL helps to access the internal functions of a company. Most companies
use common formats for internal URLs. Therefore, if you know the external URL of a company,
you can predict an internal URL through trial and error. These internal URLs provide insight into
different departments and business units in an organization. You can also find the internal URLs
of an organization using tools such as netcraft.

Tools to Search Internal URLs
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N etcraft

Source: http://news.netcraft.com

Netcraft deals with web server, web hosting market-share analysis, and operating
system detection. It provides free anti-phishing toolbar (Net craft toolbar) for Firefox as well as
Internet Explorer browsers. The netcraft toolbar avoids phishing attacks and protects the
Internet users from fraudsters. It checks the risk rate as well as the hosting location of the
websites we visit.

Link E xtractor

Source: http:// www.webmaster-a.com/link-extractor-internal.php

Link Extractor is a link extraction utility that allows you to choose between external and internal
URLs, and will return a plain list of URLs linked to or an html list. You can use this utility to
competitor sites.

Examples of internal URLs of microsoft.com:
© support.microsoft.com
office.microsoft.com
search.microsoft.com
msdn.microsoft.com
update.microsoft.com

technet.microsoft.com

© © © © ©

windows.microsoft.com
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Public and Restricted W ebsites

A public website is a website designed to show the presence of an organization on the
It contains information such as

Internet. It is designed to attract customers and partners.
company history, services and products, and contact information of the organization.

The following screenshot is an example of a public website:

Source: http://www.microsoft.com
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FIGURE 2.2: An example of public website

A restricted website is a website that is available to only a few people. The people may be

employees of an organization, members of a department, etc. Restrictions can be applied
based on the IP number, domain or subnet, username, and password.
Restricted or private websites of microsoft.com

include: http://technet.microsoft.com,
http://windows.microsoft.com, http://office.microsoft.com, and http://answers.microsoft.com.
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FIGURE 2.3: Examples of Public and Restricted websites
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Use Google Earth tool to get the location of the place

Collect Location Inform ation

Information such as physical location of the organization plays a vital role in the
hacking process. This information can be obtained using the footprinting technique. In addition
to physical location, we can also collect information such as surrounding public Wi-Fi hotspots
that may prove to be a way to break into the target organization's network.

Attackers with the knowledge of atarget organization's location may attempt dumpster diving,
surveillance, social engineering, and other non-technical attacks to gather much more
information about the target organization. Once the location of the target is known, detailed
satellite images of the location can be obtained using various sources available on the Internet
such as http://www.google.com/earth and https://maps.google.com. Attackers can use this
information to gain unauthorized access to buildings, wired and wireless networks, systems,
and so on.

Example: earth.google.com

Google Earth is a valuable tool for hacking that allows you to find a location, point, and zoom
into that location to explore. You can even access 3D images that depict most of the Earth in
high-resolution detail.
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FIGURE 2.4: Google Earth showing location
Example: maps.google.com

Google Maps provides a Street View feature that provides you with a series of images of
building, as well as its surroundings, including WI-FI networks. Attackers may use Google Maps
to find or locate entrances to buildings, security cameras, gates, places to hide, weak spots in

perimeter fences, and utility resources like electricity connections, to measure distance
between different objects, etc.

- C fihs ngsgmic »\
*You Starch Imago* Mall Oocuinont Calondai Shot ConUctt Map+
Google
Gut ArtcM**+ Mypiace! A o0 <
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FIGURE 2.5: Google Maps showing a Street View
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Information about an individual can be The people search returns the following
found at various people search information about a person:
websites “  Residential addresses and email addresses
S Contact numbers and date of birth
frfi S Photos and social networking profiles
£ Blog URLs
S Satellite pictures of private residencies
PP

lis

20k te  orl Buvevacy

http://pipl.com http://www.spokeo.com

Copyright © by EG-C*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

People Search

You can use the public record websites to find informationabout people'semail
addresses, phone numbers, house addresses, and other information. Usingthis information you
can try to obtain bank details, credit card details, mobile numbers, past history, etc. There are
many people search online services available that help find people, http://pipl.com and
http://www.spokeo.com are examples of people search services that allow you to search for
the people with their name, email, username, phone, or address.

These people search services may provide information such as:

Q Residential addresses and email addresses

O Contact numbers and date of birth
Q Photos and social networking profiles
© Blog URLs
© Satellite pictures of private residences
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M Zaba Search 123 People Search
http://www.zabasearch.com http://www.123people, com
M 9%  Zoominfo C PeekYou

http:/Awww.zoominfo.com http://www.peekyou.com

Wink People Search Intelius
http://wink.com http:/Aww.intelius.com
AnyWho PeopleSmart
http:/Amw.anywho.com & http:/Amww.peoplesmart.com
People Lookup WhitePages

s® https:/Avwww.peoplelookup.com r\n/ /o 2 1P ] http:/Amw.whitepages.com
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.3 > P eople Search O nline S ervices

"

— At present, many Internet users are using people search engines to find information
about other people. Most often people search engines provide people's names, addresses, and
contact details. Some people search engines may also reveal the type of work an individual
does, businesses owned by a person, contact numbers, company email addresses, mobile
numbers, fax numbers, dates of birth, personal -mail addresses, etc. This information proves to

be highly beneficial for attackers to launch attacks.

Some of the people search engines are listed as follows:

Zaba Search

Source: http://www.zabasearch.com

Zaba Search is a people search engine that provides information such as address, phone

number, current location, etc. of people in the US. It allows you to search for people by their

name.
Zoomlnfo
Source: http://www.zoominfo.com
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Zoom Info is a business people directory using which you can find business contacts, people's
professional profiles, biographies, work histories, affiliations, links to employee profiles with
verified contact information, and more.

W ink People Search

Source: http://wink.com
Wink People Search is a people search engine that provides information about people by name
and location. It gives phone number, address, websites, photos, work, school, etc.
AnyW ho
Source: http://www.anywho.com
AnyWho is a website that helps you find information about people, their businesses, and their
locations online. With the help of a phone number, you can get all the details of an individual.

People Lookup

Source: https://www .peoplelookup.com
People Lookup is a people search engine that allows you to find, locate, and then connect with
people. It also allows you to look up a phone number, search for cell numbers, find an address
or phone number, and search for people in the US. This database uses information from public
records.

123 People Search

Source: http://www .123people.com
123 People Search is a people search tool that allows you to find information such as public
records, phone numbers, addresses, images, videos, and email addresses.

PeekYou

Source: http://www.peekyou.com

PeekYou is a people search engine that allows you to search for profiles and contact
information of people in India and cities' top employers and schools. It allows you to search for
the people with their names or usernames.

Intelius

Source: http://www .intelius.com

Intelius is a public records business that provides information services. It allows you to search

for the people in US with their name, address, phone number, or email address.
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PeopleSmart
Source: http://www.peoplesmart.com
People Smart is a people search service that allows you to find people's work information with

their name, city, and state. In addition, it allows you to perform reverse phone lookups, email

searches, searches by address, and county searches.
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W hiteP ages

Source: http://www .whitepages.com

Exam mz'a)Cemfled Ethical Hacker

W hitePages is a people search engine that provides information about people by name and

location. Using the phone number, you can find the person's address.
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P eople Search on Social N etw orking S ervices

Searching for people on social networking websites is easy. Social networking services
are the online services, platforms, or sites that focus on facilitating the building of social
networks or social relations among people. These websites provide information that is provided
by users. Here, people are directly or indirectly related to each other by common interest, work

location, or educational communities, etc.

Social networking sites allow people to share information quickly and effectively as these sites
are updated in real time. It allows updating facts about upcoming or current events, recent
announcements and invitations, and so on. Therefore, social networking sites prove to be a
great platform for searching people and their related information. Through people searching on
social networking services, you can gather critical information that will be helpful in performing

social engineering or other kinds of attacks.

Many social networking sites allow visitors to search for people without registration; this makes
people searching on social networking sites an easy task for you. You can search a person using
name, email, or address. Some sites allow you to check whether an account is currently in use

or not. This allows you to check the status of the person you are looking for.

Some of social networking services are as follows:
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Facebook
Source: http:// www .facebook.com

Facebook allows you to search for people, their friends, colleagues, and people living

around them and others with whom they are affiliated. In addition, you can also find their

professional information such as their company or business, current location, phone number,

email ID, photos, videos, etc. It allows you to search for people by username or email address.

facebook [ Sereior people, pesesandtvigi

Carmen flectra About *

Anefere of *emd-wett. Camengrew  near Cmannos.
900. and got her frtt b»M* whana tcout for *nnce
apottod her danang and e*ed her to comeandaudfton for

Canan wioto abook, >to* toBeSexy wivtftwat
RandomHouge. In '+ book C

*tatasold td*r«tandng «f ones svw ealf+ »xacora

Canoe*a Mothe fee of Me* factor a brand that " a»
W tJ *moot 100year! agoand= -nwedetaly Mad to
0,1«aod! *oat beeutA] facaa. Carmens partner*?
Me! factor Vaturt  n rvand pm Mre

FIGURE 2.7: Facebook a social networking service to search for people across the world

Linkedln
1 J Source: http://www .linkedin.com

LinkedlIn is a social networking website for professional people. It allows you to find people by
name, keyword, company, school, etc. Searching for people on LinkedIn gives you information
such as name, designation, name of company, current location, and education qualifications,

but to use LinkedIn you need to be registered with the site.

Twitter

Source: http://twitter.com
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Twitter is a social networking service that allows people to send and read text messages

(tweets). Even unregistered users can read tweets on this site.

FIGURE 2.9: Twitter screenshot
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G oogle +

Source: https://plus.google.com

Google+ is a social networking site that aims to make sharing on the web more like sharing in
real life. You can grab a lot of useful information about users from this site and use it to hack

their systems.

FIGURE 2.10: Google+ screenshot

Module mPage m Ethical Hacking and Countermeasures Copyright © by EC—COJnCiI
All Rights Reserved. Reproduction is Strictly Prohibited.


https://plus.google.com

Ethical Hacking and Countermeasures exam 32 0certified Ethical Hacker

Footprinting and Reconnaissance

Cather Informetion B
Hnancial Services

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

@ j G ather Inform ation from Financial Services

Financial services such as Google Finance, Yahoo! Finance, and so on provide a lot of
useful information such as the market value of a company's shares, company profile,
competitor details, etc. The information offered varies from one service to the next. In order to
avail themselves of services such as e-mail alerts and phone alerts, users need to register on the
financial services. This gives an opportunity for an attacker to grab useful information for

hacking.

Many financial firms rely on web access, performing transactions, and user access to their
accounts. Attackers can obtain sensitive and private information of users using information
theft, key loggers, etc. Attackers can even grab this information by implementing cybercrimes,

and exploit it with the help of non-vulnerable threats (software design flaw example; breaking

authentication mechanism).
The following are some of non-vulnerable threats:
Q Service flooding
Brute force attack

S Phishing
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FIGURE 2.11: Examples of financial services website for gathering information
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Footprinting through Job Sites

Attackers can gather valuable information about the operating system, software
versions, company's infrastructure details, and database schema of an organization, through
footprinting various job sites wusing different techniqgues. Depending wupon the posted
requirements for job openings, attackers may be able to study the hardware, network-related
information, and technologies used by the company. Most of the company's websites have a
key employees list with their email addresses. This information may prove to be beneficial for
an attacker. For example, if a company wants to hire a person for a Network Administration

job, it posts the requirements related to that position.
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FIGURE 2.12: Gathering information through Job websites

Usually attackers look for the following

. Job requirements

. Employee's profile

. Hardware information

. Software information

Examples of job websites include:

Q http //www.monster.com

Q http //www.careerbuilder.com

S http //www.dice.com
8 (")“i"fﬂ’//www.simplvhired.com
S http //www.indeed.com

Q http //www .usajobs.gov
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Vonitorning Target Wsing Alerts  CEH

Alerts are the content monitoring services Examples of Alert Services
that provide up-to-date information based

M onitoring Targets Using Alerts

“ Alerts are the content monitoring services that provide automated up-to-date
information based on your preference, usually via email or SMS. In order to get alerts, you
need to register on the website and you should submit either an email or phone number to the
service. Attackers can gather this sensitive information from the alert services and use it for

further processing of an attack.

I~ gl G oogle Alerts
Source: http://www.google.com/alerts

Google Alerts is a content monitoring service that automatically notifies users when new
content from news, web, blogs, video, and/or discussion groups matches a set of search terms

selected by the user and stored by the Google Alerts service.

Google Alerts aids in monitoring a developing news story and keeping current on a competitor

or industry.
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FIGURE 2.13: Google Alert services screenshot

Yahoo! Alerts is available at http://alerts.yahoo.com and Giga Alert s available at

http://www .gigaalert.com:these are two more examples of alert services.
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Footprinting M ethodology

So far, we have discussed the first step of footprinting methodology, i.e., footprinting
via search engines. Now we will discuss website footprinting. An organization's website is a
first place where you can get sensitive information such as names and contact details of chief
persons in the company, upcoming project details, and so on. This section covers the website
footprinting concept, mirroring websites, the tools used for mirroring, and monitoring web

updates.
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Website Footprinting ( :

Information obtained from target's website enables an attacker to
build a detailed map of website's structure and architecture

Browsing the target website may provide:

- Software used and its version

t Operating system used

t:  Sub-directories and parameters

t Filename, path, database field name, or query
- Scripting platform

Contact details and cms details

Use Zaproxy, Burp Suite, Firebug, etc. to view
headers that provide:

w Connection status and content-type

~ Accept-Ranges

- Last-Modified information

t; X-Powered-By information

Web server in use and its version

W e bsite Footprinting

It is possible for an attacker to build a detailed map of a website's structure and
architecture without IDS being triggered or without raising any sys admin suspicions. It can be
accomplished either with the help of sophisticated footprinting tools or just with the basic tools

that come along with the operating system, such as telnet and a browser.

Using the Netcraft tool you can gather website information such as IP address, registered name
and address of the domain owner, domain name, host of the site, OS details, etc. But this tool
may not give all these details for every site. In such cases, you should browse the target

website.
Browsing the target website will provide you with the following information:

Q Software used and its version: You can find not only the software in use but also the

version easily on the off-the-shelf software-based website.
Q Operating system used: Usually the operating system can also be determined.

9 Sub-directories and parameters: You can reveal the sub-directories and parameters by

making a note of all the URLs while browsing the target website.
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Filename, path, database field name, or query: You should analyze anything after a
query that looks like a filename, path, database field name, or query carefully to check

whether it offers opportunities for SQL injection.

-' Scripting platform: With the help of the script filename extensions such as .php, .asp,

.jsp, etc. you can easily determine the scripting platform that the target website is using.

S Contact details and CMS details: The contact pages usually offer details such as names,
phone numbers, email addresses, and locations of admin or support people. You can

use these details to perform a social engineering attack.

CMS software allows URL rewriting in order to disguise the script filename extensions.

In this case, you need to put little more effortto determine the scripting platform.

Use Paros Proxy, Burp Suite, Firebug, etc. to view headers that provide:

Q Connection status and content-type

Q Accept-ranges

© Last-Modified information

Q X-Powered-By information

© Web server in use and its version
Source: http://portswigger.net

The following is a screenshot of Burp Suite showing headers of packets in the information pane:

FIGURE 2.14: Burp Suite showing headers of packets in the information pane

Module mPage 1:£ Ethical Hacking and Countermeasures Copyright © by EC—COJnClI
All Rights Reserved. Reproduction is Strictly Prohibited.


http://portswigger.net

Ethical Hacking and Countermeasures exam 32 0certified Ethical Hacker

Footprinting and Reconnaissance

Website Footprinting Q=g

(C on t’d) Urtlfwa  ilhiul  1UtbM
Examining HTML source provides: Examining cookies may provide:
© Comments in the source code 6 Software in use and its behavior

9 Contact details of web developer or admin © Scripting platforms used

© File system structure

9 Script type

Copyright © by EG-G(I1ICil. All Rights Reserved. Reproduction is Strictly Prohibited.

W e bsite Footprinting (C ont’'d)

Examine the HTML source code. Follow the comments that are either created by the
CMS system or inserted manually. These comments may provide clues to help you understand

what's running in the background. This may even provide contact details of the web admin or
developer.

Observe all the links and image tags, in order to map the file system structure. This allows you
to reveal the existence of hidden directories and files. Enter fake data to determine how the

script works.
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Examine cookies set by the server to determine the software

T T H
Lo culewwwinden v
C ft © view sourivwww.microsoft.com en-us/defaultaspx f \
Al
21<'DOCTYRC hrivi PUBLIC —/W3C//DTD XHTML 1*0 Trtnsicififltl//CNa
s <html dir~"Itr" lang“"ene xml:lar.g**er.m xmlns“"http://www .w3.0rg/1999/xhtm Il
xmlns:b]:‘urn:schem as-m ].crosof(-com:mscom:b *>
« <headxtdtle>
M icrosoft Corporation: Software, Smartphones, Online, Saxes, Cloud
Computing, IT Business Technology, Downloads
0 </titlexm eta http-equiv'X-UA-Cospatlblem contente“lE-10* /xm eta http-
eq ""cUltent-Type” content~*text/htm1: cliarset“utf-8" /xm eta http-
eql' v*"X-UA-IE9-TextLaycutM etries* content«"snap-vertlcal" />
T oenpt type'"texttavascnpt->
var QoslnitTime m <new Date()) *getTime () ;
9 var QosLoadTim* « «';
var QosPageUn <« encodeURI (window,location);
var QosBaseSrc « window.location.protocol ¢
'/le.1Eicroxoft.com /tran”_plxel.a3px?route*64D E~ctrl-9C5A 4tze' + ((new
D ate()) .getTimezoneO ffset () / 60) ¢ estcot-Stqos.unme+ ¢ QosPagetiri;
documentwrite("clink rel”"3tylesheetm type“"text/csses hrefe"'
QosSuildUrl(slnit:) & «"/>");
function QosBuildun (n) (
14 var time » (new Date ()).getTuse ();
var cd - window.cookieD isabled;
if (typeof cd “ *undefined*)
cd « 1; // Default to 1 (cookies disabled) if the wedcs script has
not set it yet
return QosBaseSrc ¢ *tede' ¢ cd ¢ etgos.tim' ¢ QoslInitTme ¢ <4tsm’' o
time + ,*qgos.tl“s ¢ QosLoadTIme ¢ <igos.n<1 ¢ n;
>l } \Y

FIGURE 2.15: Screenshot showing Microsoft script works

running and

its behavior.

You can

also identify the script in platforms by observing sessions and other supporting cookies.

Cook** ar*d site data X
Site Locally stored data Remove «fl  Search cookies
CQckyMU(1(y.(0<n 3(oobn A
100bcttbuy.com 2coobes
Ne«me _utmx
Content. 190B74252.1342006:22.1.1 utmes” - 100money 'hjutmeen™
(refeni>futmemd=refen*ljutmect™ ‘lendmg/moneydeels
S«cm»*>
Domim .100bestbuy.com y
P«th /
Send for Aity bnd of connection
Accrv.4>tetoscript  Yes
Created Monday. Juty 16 2012 &S31 AM
bp*e*: Mondey. Jjnu.ry U. 2013*5341 PM
Remove
vww.t00bestbuy.com 1cookie
W, 100nests.com 1cook*
125f.com Jco«bet
Www.£23d.com 2 cootaes. Local storage
v
K

FIGURE 2.16: Showing details about the software running in a system by examining cookies
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Mirroring Entire Website CEH

J Mirroring an entire website onto the local system enables an attacker to dissect and identify
vulnerabilities; it also assists in finding directory structure and other valuable information

without multiple requests to web server

J Web mirroring tools allow you to download a website to a local directory, building recursively
all directories, HTML, images, flash, videos, and other files from the server to your computer

Original Website Mirrored Website

Copyright © by EG-G(I1ICil. All Rights Reserved. Reproduction is Strictly Prohibited.

M irroring an E ntire W ebsite

W ebsite mirroring is the process of creating an exact replica of the original website.

This can be done with the help of web mirroring tools. These tools allow you to download a

website to a local directory, recursively building all directories, HTML, images, flash, videos and
other files from the server to your computer.
W ebsite mirroring has the following benefits:

Q Itis helpful for offline site browsing.

W ebsite mirroring helps in creating a backup site for the original one.

Q A website clone can be created.
Q Website mirroring is useful to test the site at the time of website design and
development.

Q Itis possible to distribute to multiple servers instead of using only one server.
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Original Website Mirrored Website

FIGURE 2.17: JuggyBoy's Original and Mirrored website
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Website Mirroring Tools CEH

W e bsite M irroring Tools

© HTTrack W eb Site Copier

Source: http://www .httrack.com

HTTrack is an offline browser utility. It allows you to download a World Wide Web site from the
Internet to a local directory, building recursively all directories, getting HTML, images, and
other files from the server to your computer. HTTrack arranges the original site's relative link-
structure. Open a page of the "mirrored" website in your browser, browse the site from link to
link, and you can view the site as if you were online. HTTrack can also update an existing

mirrored site, and resume interrupted downloads.
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HGURE 2.18: HTTrack Web Site Copier Screenshot

SurfoO ffline

Source: http://www .surfoffline.com

SurfOffline is a website download software. The

websites and downloadweb pages

website, you can use SurfOffline as an offline browser and view downloaded web pages in it

you prefer to view downloaded webpages in another browser, you can use the Export Wizard.

to your local hard drive.

2/2

software
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allows you to downloadentire

After

downloading the target

If

SurfOffline's Export Wizard also allows you to copy downloaded websites to other computers in

order to view them

J
Fde View Projects 8rowver HHp
iL £) Zi O H>0O ~ 0Qjj $

O Promts
<5 New Project

+ +

n Pfoywi Set Loaded byt«

1: http:."www-juggyb... 0 0

2 http7/www/u9gyb— 0 0

J: http--/iwww.; >ggyb... o 0

* http,// www fuggyfe.. 0 0

S http:/Awvjuggyb . 0 0
- >mgo 10%6*4 11 Queued SL

FIGURE 2.19: SurfOffline screenshot

BlackW idow

Source: http://softbvtelabs.com
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BlackWidow is a website scanner for both experts and beginners. It scans websites (it's a site
ripper). It can download an entire website or part of a website. It will build a site structure first,

and then downloads. It allows you to choose whatto download from the website.
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FIGURE 2.20: SurfOffline screenshot
W ebripper

Source: http://www.calluna-software.com

WebRipper is an Internet scanner and downloader. It downloads massive amount of images,

videos, audio, and executable documents from any website. WebRipper uses spider-technology
to follow the links in all directions from the start-address. It filters out the interesting files, and
adds them to the download-queue for downloading.

You can restrict downloaded items by file type, minimum file, maximum file, and image size. All

the downloaded links can also be restricted by keywords to avoid wasting your bandwidth.
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FIGURE 2.21: Webripper screenshot
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Website Mirroring Tools (EH

(Cont'd) Urtfie* | ttiul Moim

Website Ripper Copier PageNest

o] http://ww.tensons.com http://ww.pagenest.com
Teleport Pro Backstreet Browser
http:/Avww.tenmax.com http://www.spadixbd.com

Portable Offline Browser . Offline Explorer Enterprise
http://www.metaproducts.com http://Aww.metaproducts.com

Proxy Offline Browser GNU Wget

http:/Avvww. proxy-offline-browser.com http:/Aamw.gnu.org

iMiser « Hooeey Webprint
http://internetresearchtool.com 12°A 23 http:/Awv.hooeeywebprint.com
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W e bsite M irroring Tools (C ont’'d)

In addition to the website mirroring tools mentioned previously, a few more well-

known tools are mentioned as follows:
9 Webiste Ripper Copier available at http://www .tensons.com
£ Teleport Pro available at http://www .tenmax.com
© Portable Offline Browser available at http://www .metaproducts.com
Q Proxy Offline Browser available at http://www .proxy-offline-browser.com
Q iMiser available at http://internetresearchtool.com
© PageNest available at http://www .pagenest.com
0 Backstreet Browser available at http:// www.spadixbd.com
© Offline Explorer Enterprise available at http://www .metaproducts.com
9 GNU Wget available at http://www.gnu.org

Hooeey Webprint available at http:// www .hooeeywebprint.com
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E xtract W ebsite Inform ation from

................ http :7/w w w . archive.org

Archive is an Internet Archive Wayback Machine that allows you to visit archived versions of
websites. This allows you to gather information on acompany's web pages since their creation.
As the website www.archive.org keeps track of web pages from the time of their inception, you

can retrieve even information that has been removed from the target website.
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FIGURE 2.22: Internet Archive Wayback Machine screenshot
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Website Watcher automatically checks web pages for updates and changes
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M onitoring W eb Updates Using W ebsite W atcher

Source: http:// www.aignes.com

W ebsite Watcher is used to keep track of websites for updates and automatic changes. When
an update or change occurs, Website Watcher automatically detects and saves the last two
versions onto your disk, and highlights changes in the text. Itis a useful tool for monitoring sites

to gain competitive advantage.

Benefits:

Frequent manual checking of updates is not required. Website Watcher can automatically

detect and notify users of updates:

Q It allows you to know what your competitors are doing by scanning your competitors'

websites
© The site can keep track of new software versions or driver updates

© It stores images of the modified websites to a disk
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FIGURE 2.23: Website watcher monitoring web updates
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WHOIS Footprinting

DNS Footprinting
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lo gy

So far we have discussed Footprinting through search engines and website footprinting,

the two initial phases of footprinting methodology. Now we will discuss email footprinting.

This section

email headers, and email tracking tools.
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Tracking Bvaill Gommunicatios ¢ By

Qui 1 IvKal IIMn

J Attacker tracks email to gather information about the physical location of an
individual to perform social engineering that in turn may help in mapping
target organization's network

J Email tracking is a method to monitor and spy on the delivered emails to the
intended recipient

When the email was
received and read

Set messages to GPS location and
expire after a specified time map of the recipient
Track PDF and other types Time spent on reading
of attachments the emails
Whether or

not the recipient
visited any links sent to them
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Tracking E m ail C om m unications

Email tracking is a method that helps you to monitor as well as to track the emails of a
particular user. This kind of tracking is possible through digitally time stamped records to reveal
the time and date a particular email was received or opened by the target. A lot of email
tracking tools are readily available in the market, using which you can collect information such
as IP addresses, mail servers, and service provider from which the mail was sent. Attackers can
use this information to build the hacking strategy. Examples of email tracking tools include:

eMailTrackerPro and Paraben E-mail Examiner.
By using email tracking tools you can gather the following information about the victim:

Geolocation: Estimates and displays the location of the recipient on the map and may

even calculate distance from your location.

- Read duration: The duration of time spent by the recipient on reading the mail sent by

the sender.
- Proxy detection: pProvides information about the type of server used by the recipient.

Q Links: atlows you to check whether the links sent to the recipient through email have

been checked or not.
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v Operating system: This reveals information about the type of operating system used by

the recipient. The attacker can use this information to

launch an attack by finding
loopholes in that particular operating system.

Forward email: whether or not the email sent to you is forwarded to another person

can be determined easily by using this tool.
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Erail Header

Delivored-To: - @gmail.com The address from which

Received: by 10.112.39.167 with SM 4 A
Fri, 1 Jun 2012 21:24:01 "BTONIA  the message was sent

Return-Path: < "™ - -erma@gmail.com>

Received-SPF: pass (google.co domain of designates 10.224.205.137 as
sender) client ip=10.224.205.1377

Authentication-R esults:\m’\googAMomgB Sender's mail server
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header.i«;_ o»*. *rma@gmail.com
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icontent-type;

Authentication system ect:from:to
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IKzw-m
MIME-Veraion: 1.0
Received; by 10.224.205.137 with SMTP id fq9; 1040318;
Fri, 01 Jun 2012 21:24:00 -0700 (PDT)
Received: by 10.229.230.79 with HTTP; Fri
In-Reply-To: <CAOYWATTIzdDXE308D2rhiE4Ber

leom> j
B

DRH{QI‘%Mai - (f anYHtTT Lrrinytr Infin?rhi Fifm
ate

NO-EMJcgfgX+mUfjB tt2sy2dX AOmail.gm ail .com>

ubj |— — JOLUTIONS :::
merma6gmail.com> Y
\l.CDm‘
“)LUTIONS < Sender’s full name
Copyright © by EG-G(1111Cil. All Rights Reserved.
C ollecting Inform ation from E m ail
An email header is the information that travels with

details of the sender, routing information, date, subject, and recipient.

the email header varies with different mail programs.

Commonly used email programs:

© SmarterMail Webm ail
© Outlook Express 4-6

€ Outlook 2000-2003

€ Outlook 2007

© Eudora 4.3/5.0

© Entourage

© Netscape Messenger 4.7
© MacMail

The following is a screenshot of a sample email header.

Module mPage ]5

Ethical Hacking and Counterm

All Rights Reserved.

every email.

Exam 312'5)Cert|f|ed Ethical Hacker

permitted

A unique number assigned
b, M google.com to
itify theme:

rOyahoo.com>

Reproduction is Strictly Prohibited.

H eader-rs

It contains the

The process of viewing

easures Copyright © by EC—COJnClI
Reproduction is Strictly Prohibited.
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Delivered-To: 8 ~»»» B Ixgmail.com
Received: by 10.112.39".167 with SMTP id q7csp4894121bk;
Fri, 1 Jun 2012 21:24:01 -0700 (PDT)

Return-Path: < »e-— -erma@gmail.com>
Received-SPF: pass (google.com: domain of [ ] lennaOgmail.com designates 10.224.205.137 as permitted
sender) client-ip=10.22
Authentication-Results:pnr7googl*om»J 3pf-pa33 (google.com: domain of erma8gmail.com designates
10.224.205.137 as permitted senaerj smtp.mail3 - “'rmaggmail.com; dkim=pass
header.i=; ?rma8gmail.com
Received: frommr.google.com ([10.224.205.137])
hv in.? ? < 7 1.?>15-11 win, smtp in ~,07<;78»;70".1><.111«*11)140771 (num_hops = 1);

|Fn, 01 Jun 2012 21:24:00 -0700 (PDT)!
DKIM-Signature: v=1/I""rsa., ~nhold c=relaxed/relaxed,;
gd:gmail.com; ’)dﬁﬁ
h=mime-version:in-reply-to:references:date:message-id:subject:from :to
content-type;
bh=TGEIPb4ti7gfQG+ghh70kP jkx4Tt/IACIPPYWmNgYHc=;
b~ KguZLTLfg2+QZXzZKexINnvRcnD/+P4+Nk5NKSPtG7uHXDsfv/hGH46e2F+75MXxDR8
bIPK3eJ3Uf/CsaBZWDITOXLaKOAGIrP3BOt92MCZFxeUUQ9uwL/XHALSnkeUIEEeKGqOC
0a9hD59D30XI8KAC7ZmkbIGzXmV4DIWffCL894RaMBOUoMzRwWOW W lib95all38cqtlfP
ZhrWFKthSnZX2573xZP Yzp7y eQUYHZNGsIKxc07xQjeZuw+HWK/VR6xChDJapZ4
K5ZAfYZmkIkFX&VdLZqu [YGFzy cuPl6eyS/C2 fXHVdsuYamMT/yecvhCVo80g7FKt6
IKzw -
MIME-Version: 1.0
Received: by 10.224.205.137 with SMTP id fq9mr67045869qab.39.1338611040318;
Fri, 01 Jun 2012 21:24:00 -0700 (PDT)
Received: by 10.229.230.79 with HTTP; Fri, 1 Jun 2012 21:23:59 -0700 (PDT)
In-Reply-To: <CAOYWATTIzdDXE308D2rhiE4Ber2MtVOuhro6r47Mu7c8ubp8Eg@ mail.gmail.com>
ReferoflEga”"E££2ijiE2£I£EdfiJSE2a2£21)i"4”"er2MtVOuhro6r+7Mu7c8ubp8EgOmail.gm ail.com>
Date:| Sat, 7 Jun 201? 09:53:59 40530 1
Message-it: <(hAMivoX'flllcfEIME'W!IW <i5zihNnO-EMJcgfgX+mUfjB _tt2sy2dXAOm ail.gm ail.com>

S ubijejrnii" _  _ _ji*,_OLUTIONS :::
From:| [ 1] ~ Mirzal<s "-« -ermapgm ail.com>
To: iftsam aii.com, A
. 1LUTIONS < L -tions8gmail.com>, — ... m 1-<tm maAk er8yahoo.com>,

FIGURE 2.24: Email header screenshot

This email header contains the following information:

()

Sender's mail server

o

Data and time received by the originator's email servers
Authentication system used by sender's mail server

Data and time of message sent

A unique number assigned by mr.google.com to identify the message

Sender's full name

® D Dd D D

Senders IP address
e The address from which the message was sent

The attacker can trace and collect all of this information by performing a detailed analysis of the

complete email header.
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EmailTracking Tools ( :

Email Lookup - Free Email Tracker

Trace Email - Track Email

Email Header Analysis

IPAddress: 72.52.192 147 (host.marhsttanrrediagroup.con)
IPAddress Country: Unred States

ipcontinent north America

IP Address City Location: Lansing

IP Address Region: Michigan

IPAddress Latitude: *2.7257.

IPAddress longtitude: -84.636

Organiraton: SojrcoDNS

tmaii Lookup wap (snownide)

Map  Satellite

Email Metrics Bath Charter
Township

. E
Lansing Lanos?;\g

I IVac dfeta 82012 Gooole - Terms of Use Reportamap e

LN O I A A )
politemail ¢http://www.politemail.com) Email Lookup - Free Email Tracker (http:/Amwv.ipaddresslocation.org)
Copyright © by EG-G(I1ncil. All Rights Reserved. Reproduction is Strictly Prohibited.
E m ail Tracking Tools

Email tracking tools allow you to track an email and extract information such as
sender identity, mail server, sender's |IP address, etc. You can use the extracted information to
attack the target organization's systems by sending malicious emails. Numerous email tracking

tools are readily available in the market.

The following are afew commonly used email tracking tools:

eM ailTrackerPro
Source: http://www.em ailtrackerpro.com

eMailTrackerPro is an email tracking tool that analyzes email headers and reveals information
such as sender's geographical location, IP address, etc. It allows you to review the traces later

by saving all past traces.
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FIGURE 2.25: eMailTrackerPro showing geographical location of sender

PoliteM ail

Source: http://www .politemail.com

PoliteMail is an email tracking tool for Outlook. It tracks and provides complete details about

who opened your mail and which document has been opened, as well as which links are being

clicked and read. It offers mail merging, split testing, and full list management including

segmenting. You can compose an email containing malicious links and send it to the employees

of the target organization and keep track of your email. Ifthe employee clicks on the link, he or

she is infected and you will be notified. Thus, you can gain control over the system with the

help of this tool.

FIGURE 2.26: Politemail screenshot

NC EmailLookup - Free Email Tracker

W W W
Source: http://www .ipaddresslocation.org

Module mPage R Ethical Hacking and Countermeasures Copyright © by EC—COlCiI
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.politemail.com
http://www.ipaddresslocation.org

Ethical Hacking and Countermeasures Exam 312‘5)Certified Ethical Hacker

Footprinting and Reconnaissance

Email Lookup is an email tracking tool that determines the IP address of the sender by analyzing
the email header. You can copy and paste the email header into this email tracking tool and

start tracing email.
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Email Lookup - Free Email Tracker

Trace Email « Track Email

Email Header Analysis

IP Address: 72.52.192.147 (host manhattanmediagroup.com)
IP Address Country: United States fei

IP Continent: North America

IP Address City Location: Lansng

IP Address Region: Michigan

IP Address Latitude: 42 7257,

IP Address Longtitude: -84 636

Organization: SourceDNS

Email Lookup Map (show/hide)

FIGURE 2.27: Email Lookup Screenshot
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Email Tracking Tools Q=g

(Cont'd)
Read Notify Pointofmail
http:/Avww.readnotify,com http:/Aww.pointofmail.com
. Super Email Marketing
© DidTheyReadlt
http:/Awww.didtheyreadit. com Software ) )
'— m http:/Awwv.bulk-email-marketing-software.net
Trace Email WhoReadMe
http://whatismyipaddress.com http://whoreadme.com
MSGTAG G etNotify
http:/Avww.msgtag.com hittp:/ Awivi getnotify.com
Zendio G-Lock Analytics
s/ http://mmw.zendio.com m http://glockanalytics.com
Jis > a -
Copyright © by EG-G(1111cCil. All Rights Reserved. Reproduction is Strictly Prohibited.
E m ail Tracking Tools (C ont’'d)
M Read N otify

————————— Source: http://www.readnotify.com

Read Notify provides an email tracking service. It notifies you when a tracked email is opened,
re-opened, or forwarded. Read Notify tracking reports contain information such as complete
delivery details, date and time of opening, geographic location of recipient, visualized map of
location, IP address of the recipients, referrer details (i.e., if accessed via web email account

etc.), etc.

n DidTheyRead]It
Source: http://www .didtheyreadit.com

DidTheyReadlt is an email tracking utility. In order to use this utility you need to sign up for an
account. Then you need to add ".DidTheyReadlt.com" to the end of the recipient's e-mail
address. For example, if you were sending an e-mail to ellen@ aol.com, you'd just send it to
ellen@ aol.com.DidTheyReadlt.com instead, and your email would be tracked, ellen@ aol.com
would not see that you added .DidTheyReadlt.com to her email address. This utility tracks every

email that you send invisibly, without alerting the recipient. Ifthe user opens your mail, then it
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informs you when your mail was opened, how long your email remained open, and the

geographic location where your email was viewed.

TraceEmail
Source: http://whatismyipaddress.com

The TraceEmail tool attempts to locate the source IP address of an email based on the email
headers. You just need to copy and paste the full headers of the target email into the Headers

box and then click the Get Source button. It shows the email header analysis and results.

This Email header analysis tool does not have the ability to detect forged emails headers. These
forged email headers are common in malicious email and spam. This tool assumes all mail

servers and email clients in the transmission path are trustworthy.

M SGTAG
Source: http://www.msgtag.com

MSGTAG is Windows email tracking software that uses a read receipt technology to tell you
when your emails are opened and when your emails are actually read. This software adds a
small track and trace tag that is unique to each email you need delivery confirmation for. When
the email is opened an email tracking code is sent to the MSGTAG email tracking system and an
email read confirmation is delivered to you. MSGTAG will notify you when the message is read

via an emailed confirmation, a pop-up message, or an SMS text message.
VSW, Zendio

Source: http://www.zendio.com

Zendio, the email tracking software add-in for Outlook, notifies you once your recipient reads
the email, so you can follow up, knowing when they read it and if they clicked on any links

included in the email.
Pointofm ail
Source: http:// www .pointofmail.com

Pointofmail.com is a proof of receipt and reading service for email. It ensures read receipts,
tracks attachments, and lets you modify or delete sent messages. It provides detailed
information about the recipient, full history of email reads and forwards, links and attachments

tracking, email, and web and SMS text notifications.
3 ' Super Email M arketing Software

Source: http://www .bulk-email-marketing-software.net

Super Email Marketing Software is a professional and standalone bulk mailer program. It has
the ability to send mails to a list of addresses. It supports both text as well as HTML form atted
emails. All duplicate email addresses are removed automatically by using this application. Each

mail is sent individually to the recipient so that the recipient can only see his or her email in the
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email header. It saves the email addresses of the successful sent mails as well as the failed mails

to atext, CSV, TSV or Microsoft Excel file.
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W hoReadM e

"5'0 ource: http://whoreadme.com

WhoReadMe is an email tracking tool. Itis completely invisible to recipients. The recipients will
have no idea that the emails sent to them are being tracked. The sender is notified every time
the recipient opens the mail sent by the sender. It tracks information such as type of operating
system and browser used, Active X Controls, CSS version, duration between the mails sent and

read time, etc.

G etN otify
Source: htto://www.getnotify.com

GetNotify is an email tracking tool that sends notifications when the recipient opens and reads

the mail. It sends notifications without the knowledge of recipient.
| r G "Lock Analytics
Y—' Source: http://glockanalytics.com

G-Lock Analytics is an email tracking service. This allows you to know what happens to your
emails after they are sent. This tool reports to you how many times the email was printed and

forwarded.
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Footprinting Methodology  (CEH

Footprinting through Search WHOIS Footprinting

Engines
Website Footprinting DNS Footprinting
Email Footprinting Network Footprinting

Footprinting through Social

Competitive Intelligence Engineering

Footprinting through Social

Footprinting using Google Networking Sites

Copyright © by EG-G(I1ICil. All Rights Reserved. Reproduction is Strictly Prohibited.

Footprinting M ethodology

The next phase in footprinting methodology after email footprinting is competitive

intelligence.

Competitive intelligence is a process that gathers, analyzes, and distributes intelligence about
products, customers, competitors, and technologies using the Internet. The information that is
gathered can help managers and executives of a company make strategic decisions. This
section is about competitive intelligence gathering and sources where you can get valuable

information.
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Conpetitive Intelligence
Gathening *

J Competitive intelligence isthe process of identifying, gathering, 0
analyzing, verifying, and using information about your competitors
from resources such asthe Internet
J Competitive intelligence is non-interfering and subtle in nature
0
Sources of Competitive Intelligence 1
14
1 Company websites and employment ads 6' Social engineering employees
2 Search engines, Internet, and online databases 7 Product catalogues and retail outlets
3 Press releases and annual reports Analyst and regulatory reports
- Trade journals, conferences, and newspaper Customer and vendor interviews
5 Patent and trademarks 10 Agents, distributors, and suppliers

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

C om petitive Intelligence G athering

Various tools are readily available in the market for the purpose of competitive

intelligence gathering.

Acquisition of information about products, competitors, and technologies of a company using
the Internet is defined as competitive intelligence. Competitive intelligence is not just about
analyzing competitors but also analyzing their products, customers, suppliers, etc. that impact
the organization. It is non-interfering and subtle in nature compared to the direct intellectual
property theft carried out through hacking or industrial espionage. It mainly concentrates on
the external business environment. It gathers information ethically and legally instead of
gathering it secretly. According to Cl professionals, if the intelligence information gathered is
not useful, then it is not called intelligence. Competitive intelligence is performed for

determining:
© Whatthe competitors are doing
© How competitors are positioning their products and services
Sources of Competitive Intelligence:
Company websites and employment ads
S Search engines, Internet, and online databases
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Press releases and annual reports

Trade journals, conferences, and newspapers
Patents and trademarks

Social engineering employees

Product catalogs and retail outlets

Analyst and regulatory reports

M D D D D D @D

Customer and vendor interviews
e Agents, distributors, and suppliers

Competitive intelligence can be carried out by either employing people to search for the
information or by utilizing a commercial database service, which incurs a lower cost than

employing personnel to do the same thing.
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C ompetitive Intelligence -W hen D id this ( |

Company Begin? How D id it Develop?

Visit These Sites

When did it begin? .
01. EDGAR Database
http://www.sec.gov/edgar.shtml
&
02. Hoovers
How did it http://www.hoovers.com
develop? «

03. LexisNexis

M n2)

http://www.lexisnexis.com
&
v

04. Business Wire
n Hs)

http://www.businesswire.com

Copyright © by EG-Gtlincil. All Rights Reserved. Reproduction is Strictly Prohibited.

C om petitive Inte llig e nce W hen D id th is C om pany

B egin? H ow D id it D evelop?

Gathering competitor documents and records helps improve productivity and profitability and

stimulate the growth. It helps determine the answers to the following:
When did it begin?

Through competitive intelligence, the history of a company can be collected, such as when a
particular company was established. Sometimes, crucial information that isn't usually available

for others can also be collected.
How did it develop?

It is very beneficial to know about how exactly a particular company has developed. What are
the various strategies used by the company? Their advertisement policy, customer relationship

management, etc. can be learned.
Who leads it?

This information helps a company learn details of the leading person (decision maker) of the

company.

Where is it located?
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The location of the company and information related to various branches and their operations

can be collected through competitive intelligence.

You can use this information gathered through competitive intelligence to build a hacking

strategy.

The following are information resource sites that help users gain com petitive intelligence.

N EDG AR
01

c—3 Source: http://www.sec.gov/edgar.shtml
All companies, foreign and domestic, are required to file registration statements, periodic
reports, and other forms electronically through EDGAR. Anyone can view the EDGAR database
freely through the Internet (web or FTP). All the documents that are filed with the commission

by public companies may not be available on EDGAR.

Hoovers

i Source: http://www.hoovers.com

Hoovers is a business research company that provides complete details about companies and
industries all over the world. Hoovers provides patented business-related information through
Internet, data feeds, wireless devices, and co-branding agreements with other online services.
It gives complete information about the organizations, industries, and people that drive the
economy and also provide the tools for connecting to the right people, in order for getting

business done.

LexisNexis

Source: http://www .lexisnexis.com

LexisNexis is a global provider of content-enabled workflow solutions designed specifically for
professionals in the legal, risk management, corporate, government, law enforcement,
accounting, and academic markets. It maintains an electronic database through which you can
get legal and public-records related information. Documents and records of legal, news, and

business sources are made accessible to customers.

Business W ire
Source: http://www .businesswire.com

Business Wire is a company that focuses on press release distribution and regulatory disclosure.
Full text news releases, photos, and other multimedia content from thousands of companies
and organizations are distributed by this company across the globe to journalists, news media,
financial markets, investors, information website, databases, and general audiences. This

company has its own patented electronic network through which it releases its news.
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Conpetitive Intelli -V\VH
Aretre Cnpary'sHas? i

reoprovee it il S ™

Market Watch (http ://www .marketwatch.com)

Market”

The Wall Street Transcript (http://w w w .tw st.com ) J tVVSt.Com

n Lipper Marketplace (http://www .lippermarketplace.com ) upper marketplace

\'/ EUuromonitor (http://www .euromonitor.com) ! tUROMONMOR
Fagan Finder (http ://w ww .fagantinder.com ) J AFa.gan_A
Finder
SEC INfo (http://www .secinfo.com) SEC Info

The Search Monitor (http://www .thesearchmonitor.com ) Search M pmltor
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C om petitive Inte llig e nc e " W hat Are th e C om pany's
M M to

P lans?
The following are a few more examples of websites that are wuseful to gather valuable
information about various companies and their plans through competitive intelligence:

M arketwWw atch

Source: http://www.marketwatch.com

MarketW atch tracks the pulse of markets. The site provides business news, personal finance
information, real-time commentary, and investment tools and data, with dedicated journalists

generating hundreds of headlines, stories, videos, and market briefs a day.

S fli

Pi

The W all Street Transcript
Source: http://www .twst.com

The Wall Street Transcript is a website as well as paid subscription publication that publishes
industry reports. It expresses the views of money managers and equity analysts of different

industry sectors. Interviews with CEOs of companies are published.

Lipper M arketplace
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Source: http://www .lippermarketplace.com

Lipper Marketplace offers web-based solutions that are helpful for identifying the market of a
company. Marketplace helps in qualifying prospects and provides the competitive intelligence
needed for transforming these prospects into clients. Its solutions allow users to identify net

flows and track institutional trends.

mlll'lm f
Euromonitor
Source: http://www.euromonitor.com
Euromonitor provides strategy research for consumer markets. It publishes reports on

industries, consumers, and demographics. It provides market research and surveys focused on

your organization's needs.

Fagan Finder
1 Source: http://www .faganfinder.com

Fagan Finder is a collection of internet tools. It is a directory of blog sites, news sites, search
engines, photo sharing sites, science and education sites, etc. Specialized tools such as
Translation Wizard and URL info are available for finding information about various actions with

aweb page.

M SEC Info

n > "' Source: http://www.secinfo.com

SEC Info offers the U.S. Securities and Exchange Commission (SEC) EDGAR database service on
the web, with billions of links added to the SEC documents. It allows you to search by Name,
Industry, and Business, SIC Code, Area Code, Accession Number, File Number, CIK, Topic, ZIP

Code, etc.

The Search M onitor
Source: http://www.thesearchmonitor.com

The Search Monitor provides real-time competitive intelligence to monitor a number of things.
It allows you to monitor market share, page rank, ad copy, landing pages, and the budget of
your competitors. With the trademark monitor, you can monitor the buzz about yours as well
as your competitor's brand and with the affiliate monitor; you can watch monitor ad and

landing page copy.
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C om petitive Intelligence ~ W hat Expert O pinions Say About

the C om pany

Copernic Tracker
Source: http://www.copernic.com

Copernic is website tracking software. It monitors a competitor's website continuously and
acknowledges you content changes via an email, if any. The updated pages as well as the
changes made in the site are highlighted for your convenience. You can even watch for specific

keywords, to see the changes made on your competitor's sites.

SEMRUSHh
Source: http://www.semrush.com

SEMRush is a competitive keyword research tool. For any site, you can get a list of Google
keywords and AdWords, as well as a competitors list in the organic and paid Google search
results. Necessary means for gaining in-depth knowledge about what competitors are
advertising and their budget allocation to specific Internet marketing tactics are provided by

SEMRush
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Source: http://www .iobitorial.com

Jobitorial provides anonymous employee reviews posted for jobs at thousands of

companies and allows you to review a company.

AttentionM eter
Source: http://www .attentionmeter.com

AttentionMeter is a tool used for comparing any website you want (traffic) by using Alexa,
Compete, and Quancast. It gives you a snapshot of traffic data as well as graphs from Alexa,

Compete, and QuantCast.

ABI/INFORM Global

Source: http://www .proauest.com

ABI/INFORM Global is a business database. ABI/INFORM Global offers the latest business and
financial information for researchers at all levels. With ABI/INFORM Global, users can
determine business <conditions, management techniques, business trends, management

practice and theory, corporate strategy and tactics, and the competitive landscape.

Compete PRO

| B

Source: http://www.compete.com

Compete PRO provides an online competitive intelligence service. It combines all the site,

search, and referral analytics in a single product.
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Footprinting through Social

Footprinting using Google Networking Sites
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Footprinting M ethodology

Footprinting using G oogle

Though Google is a search engine, the process of footprinting using Google is not
similar to the process of footprinting through search engines. Footprinting using Google deals
with gathering information by Google hacking. Google hacking is a hacking technique to locate
specific strings of text within search results using an advanced operator in Google search
engine. Google will filter for excessive use of advanced search operators and will drop the

requests with the help of an Intrusion Prevention System
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int Using Google Hecking
OLES

r~j Footprinting using G oogle Hacking Techniqgues

Google hacking refers to the art of creating complex search engine queries. If you can
construct proper queries, you can retrieve valuable data about a target company from the
Google search results. Through Google hacking, an attacker tries to find websites that are
vulnerable to numerous exploits and vulnerabilities. This can be accomplished with the help of
Google hacking database (GHDB), a database of queries to identify sensitive data. Google
operators help in finding required text and avoiding irrelevant data. Using advanced Google
operators, attackers locate specific strings of text such as specific versions of vulnerable web

applications.
Some of the popular Google operators include:
Q .Site: The .site operator in Google helps to find only pages that belong to a specific URL.

o allinurl: This operator finds the required pages or websites by restricting the results

containing all query terms.

Q Inurl: This will restrict the results to only websites or pages that contain the query terms

that you have specified in the URL of the website.

© allintitle: it restricts results to only web pages that contain all the query terms that you

have specified.
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intitle: 1t restricts results to only the web pages that contain the query term that you

have specified. It will show only websites that mention the query term that you have

used.

© Inanchor: it restricts results to pages containing the query term that you have specified

in the anchor text on links to the page.

Q Allinanchor: 1t restricts results to pages containing all query terms you specify in the

anchor text on links to the page.
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W hat Can a Hacker Do w ith G oogle H acking?

— If the target website is vulnerable to Google hacking, then the attacker can find the

following with the help of queries in Google hacking database:
Q Error messages that contain sensitive information
-' Files containing passwords
Q Sensitive directories
Q Pages containing logon portals
Pages containing network or vulnerability data

Q Advisories and server vulnerabilities
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le Advance Search (
ralors

Google supports several advanced operators that help in modifying the search

[cache:] Displays the web pages stored in the Google cache
v

[link:] Lists web pages that have links to the specified web page
[related:] Lists web pages that are similar to a specified web page

[info:] Presents some information that Google has about a particular web page

[site:] Restricts the results to those websites in the given domain

[allintitle:] it Restricts the results to those websites with all of the search keywords in the title

[intitle:] Restricts the results to documents containing the search keyword in the title
[allinurl:] Restricts the results to those with all of the search keywords in the URL

[inurl:] Restricts the results to documents containing the search keyword in the URL

Copyright © by EG-GtailCil. All Rights Reserved. Reproduction is Strictly Prohibited.

G oogle Advance Search O perators

Source: http://www.gooeleguide.com

Cache: The caCHE query displays Google's cached version of a web page, instead of the current

version of the page.
Example:

cache: www.eff.org will show Google's cached version of the Electronic Frontier Foundation

home page.
Note: Do not put a space between cache: and the URL (web address).

link: Link lists web pages that have links to the specified web page. For example, to find pages

that point to Google Guide's home page, enter:
|inkiwww.googleguide.com

Note: According to Google's documentation, "you cannot combine a link: search with a regular

keyword search.”
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Also note that when you combine link: with another advanced operator, Google may not return
all the pages that match. The following queries should return lots of results, as you can see if

you remove the -site: term in each of these queries.

related: If you start your query with "related:", then Google displays websites similar to the site

mentioned in the search query.

Example: related:www .microsoft.com will provide the Google search engine results page with

websites similar to microsoft.com.
info: info will present some information the corresponding web page.

For instance, info:gothotel.com will show information about the national hotel directory

GotHotel.com home page.
Note: There must be no space between the info: and the web page URL.

This functionality can also be obtained by typing the web page URL directly into a Google search

box.

site: It you include site: in your query, Google will restrict your search results to the site or
domain you specify.

For example, admissions site:www .lse.ac.uk will show admissions information from London
School of Economics' site and [peace site:gov ] will find pages about peace within the .gov
domain. You can specify a domain with or without a period, e.g., either as .gov or gov.

Note: Do not include a space between the "site:" and the domain.

allintitle: If you start your query with allintitle:, Google restricts results to those containing all

the query terms you specify in the title.

For example, allintitle: detect plagiarism will return only documents that contain the words
"detect" and "plagiarism" in the title. This functionality can also be obtained through the

Advanced Web Search page, under Occurrences.

intitle: the query intitle: term restricts results to documents containing term in the title. For
instance, flu shot intitle:help will return documents that mention the word "help" in their

titles, and mention the words "flu" and "shot" anywhere in the document (title or not).

Note: There must be no space between the intitle: and the following word.

allinurl: If you start your query with allinurl:; Google restricts results to those containing all the
guery terms you specify in the URL.

For example, allinurl: google faq will return only documents that contain the words "google"
and "faqg" in the URL, such as "www.google.com/help/fag.htmIl." This functionality can also be

obtained through the Advanced Web Search page, under Occurrences.
In URLs, words are often run together. They need not be run together when you're using

allinurl.

inurl: If you include inurl: in your query, Google will restrict the results to documents containing

that word in the URL.

For instance, inurkprint site:www.googleguide.com searches for pages on Google Guide in
which the URL contains the word "print." It finds PDF files that are in the directory or folder

named "print" on the Google Guide website. The query [ inurkhealthy eating ] will return

Module mPage 1@ Ethical Hacking and Countermeasures Copyright © by EC—COJnClI
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.microsoft.com
http://www.Ise.ac.uk
http://www.google.com/help/faq.html
http://www.googleguide.com

Ethical Hacking and Countermeasures Exam 312'5)Cer(|f|ed Ethical Hacker
Footprinting and Reconnaissance

documents that mention the words "healthy" in their URL, and mention the word "eating"
anywhere in the document.

NoOte: There must be no space between the inurl: and the following word.
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Finding Resourees Wsing Google fE”I
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Finding R esources using G oogle Advance O perator

By using the Google Advance Operator syntax [intitle: intranet inurl:intranet
«fintext:"human resources”]: the attacker can find private information of a target company
as well as sensitive information about the employees of that particular company. The
information gathered by the attackers can be used to perform social engineering attacks.
Google will filter for excessive use of advanced search operators and will drop the requests with

the help of an Intrusion Prevention System.

The following screenshot shows a Google search engine results page displaying the results of

the previously mentioned query:
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FIGURE 2.28: Search engine showing results for given Google Advance Operator syntax
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AR

Advisories andVulnerabilrt.es Pages Containing Login Portals

G oogle Hacking Tool: G oogle Hacking D atabase

(G H D B)
Source: http://www .hackersforcharity.org

The Google Hacking database (GHDB) is a database of queries that identify sensitive data. GHDB
isan HTML/JavaScript wrapper application that uses advanced JavaScript techniques to scrape
information from Johnny's Google Hacking Database without the need for hosted server-side
scripts. The Google Hacking Database exposes known issues with software that run websites.

There are some bugs that expose information that might not warrant public reading.
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FIGURE 2.29: Screenshots showing Advisories and Vulnerabilities & pages containing login portals
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G oogle Hacking Tools

Besides the Google Hacking Database (GHDB) tool featured previously, there are
some other tools that can help you with Google hacking. There are a few more Google hacking
tools mentioned as follows. Using these tools, attackers can gather advisories and server
vulnerabilities, error message information that may reveal attack paths, sensitive files,

directories, logon portals, etc.

A M etagoofil

Source: http://www.edge-securitv.com

Metagoofil is an information-gathering tool designed for extracting metadata of public

documents (pdf, doc, xIs, ppt, docx, pptx, xlsx) belonging to atarget company.

Metagoofil performs a search in Google to identify and download the documents to a local disk
and then extracts the metadata with different libraries such as Hachoir, PdfMiner?, and others.
W ith the results, it generates a report with usernames, software versions, and servers or

machine names that may help penetration testers in the information gathering phase.

G oolink Scanner
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Source: http://www.ghacks.net

The Goolink Scanner removes the cache from your searches, and collects and displays only
vulnerable site's links. Thus, it allows you to find vulnerable sites wide open to Google and

googlebots.

AT SiteDigger
Source: http:// www .mcafee.com

SiteDigger searches Google's cache to look for vulnerabilities, errors, configuration issues,

proprietary information, and interesting security nuggets on websites.

G oogle Hacks
£ * 4)
Source: http://code.google.com
Google Hacks is a compilation of carefully crafted Google searches that expose novel
functionality from Google's search and map services. It allows you to view a timeline of your
search results, view a map, search for music, search for books, and perform many other specific

kinds of searches.
W BiLE Suite
Source: http://www.sensepost.com

BiLE stands for Bi-directional Link Extractor. The BIiLE suite includes a couple of Perl scripts used
in enumeration processes. Each Perl script has its own functionality. BiLE.pl is the first tool or
Perl script in the collection. BIiLE leans on Google and HTTrack to automate the collections to
and from the target site, and then applies a simple statistical weighing algorithm to deduce

which websites have the strongest relationships with the target site.

Google Hack Honeypot
Source: http://ghh.sourceforge.net

Google Hack Honeypot is the reaction to a new type of malicious web traffic: search engine
hackers. It is designed to provide reconnaissance against attackers that use search engines as a
hacking tool against your resources. GHH implements the honeypot theory to provide

additional security to your web presence.

G M apCatcher

&

Source: http://code.google.com

GMapCatcher is an offline maps viewer. It displays maps from many providers such as:
CloudMade, OpenStreetMap, Yahoo Maps, Bing Maps, Nokia Maps, and SkyVector. maps.py is a
GUI program used to browse Google map. With the offline toggle button unchecked, it can
download Google map tiles automatically. Once the file downloads, it resides on your hard disk.

Thus, you don't need to download it again.
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SearchDiggity
- 1 Source: http://www .stachliu.com

SearchDiggity is the primary attack tool of the Google Hacking Diggity Project. It is Stach & Liu's
MS Windows GUI application that serves as a front-end to the most recent versions of Diggity
tools such as GoogleDiggity, BingDiggity, Bing LinkFromDomainDiggity, CodeSearchDiggity,
DLPDiggity, MalwareDiggity, PortScanDiggity, SHODANDIiggity, BingBinaryMalwareSearch, and

NotlInMyBackYard Diggity.

G oogle HACK DB

PHP
Source: http://www.secpoint.com

The attacker can also use the SecPoint Google HACK DB tool to determine sensitive information
from the target site. This tool helps an attacker to extract files containing passwords, database
files, clear text files, customer database files, etc.

G ooscan

Source: http://www .darknet.org.uk

Gooscan is a tool that automates queries against Google search appliances. These queries are

designed to find potential vulnerabilities on web pages.

Module 02 Page 187 Ethical Hacking and Countermeasures Copyright © by EC-COUnNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.stachliu.com
http://www.secpoint.com
http://www.darknet.org.uk

Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

Footprinting

Footprinting through Search
Engines

Website Footprinting
Email Footprinting
Competitive Intelligence

Footprinting using Google

Exam 312-50 Certified Ethical Hacker

M ethodology CEH

WHOIS Footprinting
DNS Footprinting

Network Footprinting

Footprinting through Social
Engineering

Footprinting through Social
Networking Sites

Copyright © by EG-G(I1ICil. All Rights Reserved. Reproduction is Strictly Prohibited.

Footprinting M ethodology

Gathering network-related information such as whois information of the target
organization is very important when hacking a system. So, now we will discuss whois
footprinting.
W hois footprinting focuses on how to perform a whois lookup, analyzing the whois lookup

results, and the tools to gather whois information.
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WHOIS databases are maintained by Regional Internet Registries and contain the personal
information of domain owners

WHOIS query returns: Information obtained Regional Internet
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W H OIS Lookup

WHOIS is a query and response protocol used for querying databases that stores the
registered users or assignees of an Internet resource, such as a domain name, an IP address
block, or an autonomous system. WHOIS databases are maintained by Regional Internet
Registries and contain the personal information of domain owners. They maintain a record
called a LOOKUP table that contains all the information associated with a particular network,
domain, and host. Anyone can connect and query to this server to get information about

particular networks, domains, and hosts.

An attacker can send a query to the appropriate WHO IS server to obtain the information about
the target domain name, contact details of its owner, expiry date, creation date, etc. The
WHOIS sever will respond to the query with respective information. Then, the attacker can use
this information to create a map of the organization network, trick domain owners with social

engineering once he or she gets contact details, and then get internal details of the network.
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W HOIS Lookup Result Analysis

A whois lookup can be performed using W hois services such as
http://whois.domaintools.com or http://centralops.net/co. Here you can see the result analysis
of a Whois lookup obtained with the two mentioned Whois services. Both these services allow
you to perform w whois lookup by entering the target's domain or |IP address. The
domaintools.com service provides whois information such as registrant information, email,
administrative contact information, created and expiry date, a list of domain servers, etc. The
Domain Dossier available at http://centralops.net/co/ gives the address lookup, domain Whois

record, network whois record, and DNS records information.
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WinRmd  SeRdie  Rgain SnaSas MWW

Domain DOSSIer investigate domains and 1P addresses

Registrant: | domain or P address ]ug9yCoy.com

Domain Administrator

Microsoft Corporation domain whois record 0 DNSrecords 0O traceroute 2
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http://whois.domaintools.com http://centralops.net/co

FIGURE 2.30: Whois services screenshots
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Tool: Sm artW hois

Source: http://www .tarnos.com

SmartWhois is a useful network information

information about

an

IP address,

hostname,

utility

or do

that allows you to look up all the available

main, including country, state or province,

city, name of the network provider, administrator, and technical support contact information. It

also assists you in finding the owner of the domain, the owner's contact information, the owner

of the IP address block, registered date of the domain, etc.
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SmaitWhois ~ Evaluation Version
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Vievy source

FIGURE 2.31: SmartWhois screenshot
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W HOIS Lookup Online Tools CEH

SmartWhois Whois
http://smartwhois.com http://tools.whois.net

T nl 1 Better Whois % DNSstuff
http://ww. betterwhois. com ; http://www.dnsstuff, com

n mimr

m Whois Source 1 Network Solutions Whois

pyy http://www.whois.sc S http://www.networksolutions.com
Web Wiz WebToolHub

§fc] http:/ww.webwiz.co. uk/domain- http://www.webtooll
tools/whois-lookup.htm 1ewhois-lookup. aspx
Network-Tools.com Ultra Tools
http://network-tools.com https:/Awww.ultratools.com/whois/home
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W H OIS Lookup Tools

Similar to SmartWhois, there are numerous tools available in the market to retrieve

W hois information. A few are mentioned as follows:

pp CountryW hois
—————————— Source: http://www.tamos.com

CountryWhois is a utility for identifying the geographic location of an IP address. CountryWhois
can be used to analyze server logs, check email address headers, identify online credit card
fraud, or in any other instance where you need to quickly and accurately determine the country

of origin by IP address.

LanW hois
Source: http://lantricks.com

LanWhols provides information about domains and addresses on the Internet. This program
helps you determine who, where, and when the domain or site you are interested in was
registered, and the information about those who support it now. This tool allows you to save
your search result in the form of an archive to view it later. You can print and save the search

result in HTML form at.
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P t Batch IP Converter
LA

Source: http://www .networkmost.com
Batch IP Converter is a network tool to work with IP addresses. It combines Domain-to-IP
Converter, Batch Ping, Tracert, Whois, Website Scanner, and Connection Monitor into a single
interface as well as an IP-to-Country Converter. It allows you to look up the IP address for a

single or list of domain names and vice versa.

I r1 C allerlP
Source: http://www.callerippro.com

CallerlP is basically IP and port monitoring software that displays the incoming and outgoing
connection made to your computer. It also allows you to find the origin of all connecting IP
addresses on the world map. The Whois reporting feature provides key information such as

who an IP is registered to along with contact email addresses and phone numbers.

® = ' W hols Lookup M ultiple Addresses
Source: http://www.sobolsoft.com

This software offers a solution for users who want to look up ownership details for one or
more IP addresses. Users can simply enter IP addresses or load them from a file. There are
three options for lookup sites: whois.domaintools.com, whois-search.com, and whois.arin.net.
The user can set a delay period between lookups, to avoid lockouts from these websites. The
resulting list shows the IP addresses and details of each. It also allows you to save results to a

text file.

W hols Analyzer Pro
Source: http:// www .whoisanalvzer.com

This tool allows you to access information about a registered domain worldwide; you can view
the domain owner name, domain name, and contact details of domain owner. It also helps in
finding the location of a specific domain. You can also submit multiple queries with this tool
simultaneously. This tool gives you the ability to print or save the result of the query in HTML

format.

HotW hois
Source: http://www .tialsoft.com

HotW hois is an IP tracking tool that can reveal valuable information, such as country, state,
city, address, contact phone numbers, and email addresses of an IP provider. The query
mechanism resorts to a variety of Regional Internet Registries, to obtain IP Whois information
about IP address. With HotWhois you can make whois queries even if the registrar, supporting

a particular domain, doesn't have the whois server itself.
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W hois 2010 Pro
Source: http://lapshins.com

W hois 2010 PRO is network information software that allows you to look up all the available
information about a domain name, including country, state or province, city, administrator, and
technical support contact information.

(W) Active W hois

Source: http://www.johnru.com

ActiveWhois is a network tool to find information about the owners of IP addresses or Internet
domains. You can determine the country, personal and postal addresses of the owner, and/or

users of IP addresses and domains.

W hoisThisDomain

Source: http://www .nirsoft.net

W hoisThisDomain is a domain registration lookup utility that allows you to get information
about a registered domain. It automatically connects to the right WHOIS server and retrieves

the WHOIS record of the domain. It supports both generic domains and country code domains.
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W HOIS Lookup Online Tools CEH

SmartWhois Whois
http://smartwhois.com http://tools.whois.net

T nl 1 Better Whois % DNSstuff
http://ww. betterwhois. com ; http://www.dnsstuff, com

n mimr

m Whois Source 1 Network Solutions Whois

pyy http://www.whois.se S http://www.networksolutions.com
Web Wiz WebToolHub

§fc] http:/ww.webwiz.co. uk/domain- http://www.webtooll
tools/whois-lookup.htm 1ewhois-lookup. aspx
Network-Tools.com Ultra Tools
http://network-tools.com https:/Awww.ultratools.com/whois/home
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W HOIS Lookup O nline Tools

In addition to the Whois lookup tools mentioned so far, a few online Whois lookup tools

are listed as follows:
Q SmartWhois available at http://smartwhois.com
Q Better Whois available at http://www .betterwhois.com
O Whois Source available at http://www.whois.se
Q Web Wiz available at http:// www.webwiz.co.uk/domain-tools/whois-lookup.htm
Q Network-Tools.com available at http://network-tools.com
Q Whois available at http://tools.whois.net
© DNSstuff available at http://www.dnsstuff.com
Q Network Solutions Whois available at http://www .networksolutions.com
S WebToolHub available at http://www .webtoolhub.com/tn561381-whois-lookup.aspx

Q Ultra Tools available at https://www .ultratools.com/whois/home
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Footprinting Methodology  (CEH

Footprinting th hs h
ootprinting throligh eare WHOIS Footprinting

Engines
Website Footprinting DNS Footprinting
Email Footprinting Network Footprinting

Footprinting through Social

Competitive Intelligence Engineering

Footprinting through Social

Footprinting using Google Networking Sites
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Footprinting M ethodology
e The next phase in footprinting methodology is DNS footprinting.

This section describes how to extract DNS information and the DNS interrogation tools.
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|
Extracting DNS Inform ation ( |
(ertifwd ilk. (41 +UthM
0 0
Attacker can gather DNS information to determine key hosts in
the network and can perform social engineering attacks 3 2
0 0

DNS records provide important information

about location and type of servers DNS Interrogation Tools

Record .
Description
Type © http://www.dnsstuff.com
A Points to a host's IP address
MX Points to domain's mail server © http://network-tools.com
NS Points to host's name server
CNAME Canonical naming allows aliases to a host
SOA Indicate authority for domain
SRV Service records
PTR Maps IPaddress to a hostname
RP Responsible person
HINFO Hostinformation record includes CPU type and OS
TXT Unstructured text records
Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.
E xtracting DNS Inform ation

DNS footprinting allows you to obtain information about DNS zone data. This DNS
zone data includes DNS domain names, computer names, IP addresses, and much more about a
particular network. The attacker performs DNS footprinting on the target network in order to
obtain the information about DNS. He or she then uses the gathered DNS information to
determine key hosts in the network and then performs social engineering attacks to gather

more information.

DNS footprinting can be performed using DNS interrogation tools such as www.DNSstuff.com.
By using www.DNSstuff.com, it is possible to extract DNS information about IP addresses, mail
server extensions, DNS lookups, Whois lookups, etc. If you want information about a target
company, it is possible to extract its range of IP addresses utilizing the IP routing lookup of DNS
stuff. If the target network allows unknown, unauthorized users to transfer DNS zone data, then
it is easy for you to obtain the information about DNS with the help of the DNS interrogation

tool.

Once you send the query using the DNS interrogation tool to the DNS server, the server will
respond to you with a record structure that contains information about the target DNS. DNS

records provide important information about location and type of servers.

Q A - Points to a host's IP address
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Q MX ~ Points to domain's mail server
Q NS - Points to host's name server
Q CNAME - Canonical naming allows aliases to a host
Q SOA - Indicate authority for domain
Q SRV - Service records
Q PTR - Maps IP address to a hostname
6 RP - Responsible person
£ HINFO - Host information record includes CPU type and OS
A few more examples of DNS interrogation tools to send a DNS query include:
6 http://www .dnsstuff.com

© http://network-tools.com
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Extracting DNS Inform ation CEH

(Cont'd) (ortifwif | EtK mLtivt
This toolis very useful to perform a DNS query on any host. Each domain
name (Example% dnsqueme:com) is wuc?urez in hosyls (ex: ~ Perform DNS query
ueries,com) and the DNS (Domain Name System) allow
Q translate the domain name or the hostname in an IP Address .
homac[ Via the TCP/IP protocol. There are serveral types of querieNicrosoft.com
corresponding to all the Implemen table types of DNS records such as A
record, MX. AAAA, CNAME and SOA.
Results for checks on microsoft.com
Host TTL  Class lype Details
microsoft.com 1J 3381 N TXT  FbUF6DbKE*Aw1 /v/i9xgDi3KVrliZus5v8L6thIQZkGrQ'rVQKJi8CjQbBtW tE64ey4NJIIv/j5)65PIggVYNabdQ—
v-spflinclude: spf-a.mlicrosoft.com Include:_spf-b.mfcrosoft.com include:_spf-c.mlcrosoft.com include:_spf-ssge
microsoft.com 3381 N TXT  a.microsoft.com ip4:131.107.115.215 ipi:131.107.115.214 ip4:205.248.106.64 ip4:205.248.106.30
ip4:205.248.106.32 *all
microsoft.com A 3381 N MX 10 mall.messaging.mlcroson.com !J
miciobuft.coiii J 3381 N SOA nsl.msft.net mbnhbt.mia .} 2012071602 3C0 600 2419200 3600
microsoft.com 3381 N A 64.4.11.37(£)
microsoft.com 3381 N A 65.55.58.701
microsoft.com 'J 141531 IN NS ns5.msft.net
microsoft.com 141531 IN NS ns2.msft.net
microsoft.com ~ 141531 IN NS nsil.msft.net(g)
microsoft.com $ 141531 IN NS ns3.msft.net$
microsoft.com $ 141531 IN NS ns4.msft.netyj}

http://www .dnsqueries.com
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E xtracting DNS Inform ation (C ont’'d)
Source: http://www.dnsqueries.com

Perform DNS query available at http://www.dnsqueries.com is a tool that allows you to
perform a DNS query on any host. Each domain name (example: dnsqueries.com) is structured
in hosts (ex: www.dnsqueries.com) and the DNS (Domain Name System) allows anyone to
translate the domain name or the hostname in an IP address to contact via the TCP/IP protocol.
There are several types of queries, corresponding to all the implementable types of DNS

records such as a record, MX, AAAA, CNAME, and SOA.

Now let's see how the DNS interrogation tool retrieves information about the DNS. Go to the
browser and type http://www.dnsqueries.com and press Enter. The DNS query's homesite will

be displayed in the browser.

Enter the domain name of your interest in the Perform DNS query's HostName field (here we
are entering Microsoft.com) and click the Run tool button; the DNS information for

Microsoft.com will be displayed as shown in the following figure.
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This toolis very useful to perform a DNS query on any host. Each domain
name (Fxample: dnsqueries.com) is structured in hosts (ex:

Q Perform DNS query

www.dnsqu9ries.com) and the DNS (Domain Nam® System) allow

H fl. H

ovorybody to translato tho domain namo or tho hostname in an IP Addross ostflame

to contact via the TCP/IP protocol. There are server~ types of queries, [mcrosoftcom

corresponding to dil the implemenldble types of DNS records such “®A Type:

record, MX, AAAA, CNAME and SOA ype:
ANY 0 | Run toohT

Results for checks on microsoft.com

Host TTL  Class Type Details
microsoft.com 3381 IN TXT FbUF6DbKE*AvvI/Wi9xgDi8KVrliZus5v8LEtbIQZkGrQ/'VQKJiBCjQbBtWtE64ey4NJIvvj5)65PIggW NabdQ-~
v=spfLinclude:_spf-a.mfcrosofLcom Indude:_spf-b.mfcrosoft.com Include:_spf - ¢.microsoft.com 1ndude:_spf-ssg

micr030ft.cOm 3381 W TXT  a.microsoft.com ip4:131.1C7.115.215 ip4:131.107.115.214 ip4:2G5.248.100.64 ip4:205.243.106.3
ip4:205.248.106.32 "all

microsoft.com 3381 N Mx 10 mail.mes5aging.micro50ft.com

microsott.com A 3381  IN SOA  nsl.msft.netmsnhst.microsoft.com 2012071602 300 600 2419200 3600
microsoft.com 3381 N A 64.4.11.37sJ

microsoft.com 3381 IN A 65 55.58.201

microsoh.com 141531 IN NS ns5.msft.net{gj

microsott.com ~ 141531 IN NS ns2.mslt.net $

microsoft.com @ 141531 IN NS nsl.msft.net!£}

microsoft.com Q 141531 IN NS ns3.msft.net

nlicr050ft.cOm A 141531 IN NS rr54.titsft.net 'j

FIGURE 2.32: Screenshot showing DNS information for Microsoft.com
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DNS Interrogation Tools

DIG DNSWatch

A hitp://ww.kloth.net . http://www.dnswatch, info
myDNSTools DomainTools
http:/Aww.mydnstools.info http://Ammw.domaintools.com
Professional Toolset Iv'-, DNS

S I http:/Aww.dnsstuff. com o http://e-dns.org
DNS Records DNS Lookup Tool
http://network-tools.com http://www.webwiz. co.uk

n DNSData View DNS Query Utility
http:/Avww.nirsoft.net http://www.webmaster-toolkit. com
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D NS Interrogation Tools

A few more well-known DNS interrogation tools are listed as follows:
© DIG available at http://www .kloth.net
© myDNSTools available at http://www.mydnstools.info
© Professional Toolset available at http://www .dnsstuff.com
© DNS Records available at http://network-tools.com
© DNSData View available athttp://www .nirsoft.net
© DNSWatch available at http://www.dnswatch.info
© DomainTools Pro available at http://www.domaintools.com
© DNS available at http://e-dns.org
© DNS Lookup Tool available at http:// www .webwiz.co.uk

© DNS Query Utility available at http://www.webmaster-toolkit.com
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Footprinting through Social
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Footprinting M ethodology

The next step after retrieving the DNS information is to gather network-related
information. So, now we will discuss network footprinting, a method of gathering network-

related information.

This section describes how to Ilocate network range, determine the operating system,

Traceroute, and the Traceroute tools.
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|_ocate the Network Range CH

(citifwd  IthKJI  IUckM

J Network range information obtained assists Network Whois Record

an attacker to create a map of the target's Queried whoisarinaer winn 0 4023182

network R enge 0. 62025

| | o Ry
J Find the range of IP addresses using ARIN originAs
. NetName MICR TLAL -NET
whois database search tool PR NET'%;@O%%i
Paren NET- -

J  You can find the range of IP addresses and N mw‘e ct Assignment

NameServer MSFT.NET

the subnet mask used by the target Noameserver SETET

organization from Regional Internet Wemeserver MSFTNET

. NameServer M SFT.NET

Registry (RIR) NameServer : 1
RegD ate A
W%OO]_ http ://w hois.arin.net/rest/inet/N ET -
OrgName M icrosoft Corp
Orgld: MSFT
Address One M icrosoft Way
Clity Redmond
StateProv
PostalCode: \&E
Country us
RegD ate %%%8
Updated bl
Ref http Mu\sann netirest/iorg/M SFT
OrgAbuseHandle ABUSE ARIN

Attacker Or:AkuseName Abus

Network OrgAbuseEmail abuse@ hotm ail.com

OrgAbuseRef
http ://w hois.arin net/les(/pun/ABUSEE—.AR\N
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»"

T]Locate the N etw ork R ange
To perform network footprinting, you need to gather basic and important

information about the target organization such as what the organization does, who they work

for, and what type of work they perform. The answers to these questions give you an idea

about the internal structure of the target network.

After gathering the aforementioned information, an attacker can proceed to find the network
range of a target system. He or she can get more detailed information from the appropriate
regional registry database regarding IP allocation and the nature of the allocation. An attacker
can also determine the subnet mask of the domain. He or she can also trace the route between
the system and the target system. Two popular traceroute tools are NeoTrace and Visual

Route.

Obtaining private IP addresses can be useful for an attacker. The Internet Assigned Numbers
Authority (IANA) has reserved the following three blocks of the IP address space for private
Internets: 10.0.0.0-10.255.255.255 (10/8 prefix), 172.16.0.0-172.31.255.255 (172.16/12

prefix), and 192.168.0.0-192.168.255.255 (192.168/16 prefix).

The network range gives you an idea about how the network is, which machines in the

networks are alive, and it helps to identify the network topology, access control device, and OS
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used in the target network. To find the network range of the target network, enter the server
IP address (that was gathered in WHOIS footprinting) in the ARIN whois database search tool or
you can go to the ARIN website (https://www.arin.net/knowledge/rirs.html) and enter the
server IP in the SEARCH Whois text box. You will getthe network range of the target network. If
the DNS servers are not set up correctly, the attacker has a good chance of obtaining a list of
internal machines on the server. Also, sometimes if an attacker traces a route to a machine, he

or she can getthe internal IP address of the gateway, which might be useful.

N etwork W hois Record

Queried whois.arin.net with "n 207.46.232.182",

NetRange: 207.46.0.0 - 207.46.255.255
CIDR: 207.46.0.0/16

OriginAS:

NetName: MICROSOFT-GLOBAL-NET
NetHandle: NET-207-46-0-0-1

Parent: NET-207-0-0-0-0

NetType: Direct Assignment
NameServer: NS2.MSFT.NET

NameServer: NS4 .MSFT.NET

NameServer: NS1.MSFT.NET

NameServer: NS5.MSFT.NET

NameServer: NS3.MSFT.NET

RegDate: 1997-03-31

Updated: 2004-12-09

Ref: http://whois.arin.net/rest/net/NET-
207-46-0-0-1

OrgName: Microsoft Corp

Orgld: MSFT

Address: One Microsoft Way

City: Redmond

StateProv: WA

PostalCode: 98052

Country: us

RegDate: 1998-07-10

Updated: 2009-11-10

Ref: http://whois.arin.net/rest/org/IMSFT

OrgAbuseHandle: ABUSE231-ARIN

OrgAbuseName: Abuse

OrgAbusePhone: +1-425-882-8080
OrgAbuseEmail: ekbuse@hotmail.com
OrgAbuseRef:
http://whois.arin.net/rest/poc/ABUSE231-ARIN

You need to use more than one tool to obtain network information as sometimes a single tool

is not capable of delivering the information you want.

Module 02 Page 206 Ethical Hacking and Countermeasures Copyright © by EC-COUnNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.


https://www.arin.net/knowledge/rirs.html
http://whois.arin.net/rest/net/NET-
http://whois.arin.net/rest/org/MSFT
mailto:ekbuse@hotmail.com
http://whois.arin.net/rest/poc/ABUSE231-ARIN

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

Determire the Qerating System ¢ B-

Use the Netcraft tool to determine the OSes in use by the target organization

Copyright © by EC-CaHCil. All Rights Reserved. Reproduction is Strictly Prohibited.

D eterm ine the O perating System
Source: http://news.netcraft.com

So far we have collected information about IP addresses, network ranges, server names, etc. of
the target network. Now it's time to find out the OS running on the target network. The
technique of obtaining information about the target network OS is called OS fingerprinting. The

Netcraft tool will help you to find out the OS running on the target network.
Let's see how Netcraft helps you deter,ome the OS of the target network.

Open the http://news.netcraft.com site in your browser and type the domain name of your
target network in the What's that site running? field (here we are considering the domain name
"Microsoft.com"). It displays all the sites associated with that domain along with the operating

system running on each site.
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+arch .Ip.

lookup!

‘aft.com

Nethlock
microsoft corp
microsoft corp
mieroaoft torp
microsoft corp
microsoft coro
microsoft corp
microsoft coro

microsoft imttod

ms hotmes!

microsoft corp

microsoft corp

Itamai torhnelooiet
a<ama' international n v
d«ltal rlvor iroiand Itd.
microsoft corp

microsoft corp

JAg R

63

otrix netscaler
unicnown

otrix natarito*
wriooa **2008
otrix netsealor
unoown

citnx notscalor
windows " ‘e 2008
Brfiw .« >0 23«
otrix notacotor

ctrix nttttals’
-rSo"* @DAM2308 -
Wre<M1 mesvar 290S
linuv

Itoux

s bioc

windows s«¥%as 21303

wrcova S*2008 “\¢"

o

Mac: UpOTie - the Dn* since last reboot >3explained la the fAO

MUOSOB-83/7.5
Mier6ng-85/75
Mcre&at 11577 (
Miaoso8-83/75
folcP Miacsat-iis5 /'
ICP Micres:>MS/7 6
Mercsot HC/7 6
Miacso«-«S/75
Mierosog-fiS/75
Uiaeco IS/75
Sle

Swawpassportcon

wiw/ encarta.com

asi'oues com

MVIVrcarpeiAteem

mada com

rriacsotcomt*

mtreso* iu

mjrate herro microcoHcom

cdmacso8com

*mw12:2:1r*1

nKrc«08cm

wwwmancanviw

caficcant

wwwoficccom

08k » nMcmalt cent

Mogs tacftnatcam

wawwrn»uesot.conl

lemincom

mencap

IA/ECOU

msncera

60
52
48
46
4
39
38
38
3®
33
32
20
20
20
35
36
24
92
32
20
18

Exam 312-50 Certified Ethical Hacker

08, Wab Scrrer aad Mosang Mblory for winOo/o./ricrosoft.coai

1ftJU1-2012
1403ul-001?
81 Jun 2012
14-u1-2012'
18-May-2012
14May-2012
10°Apr-2012
12-Apr-2012
18-Uar-201?
11 Mar-2012

Avtraoe Uax
129

M 55175 113
3

5555 175183
5555176183
8556 175183
5652103234
5552 103234
5552103734
655€ 175 183

0s
V11«03 $ra 2008
reoG-p
wnflows SfF-r2i<x
inertoxc

FSBCP
WNoOWS S*ITH 28
intro**
PI&C-P
rsoG-r

F6BG-P
wl'» «T Sana 20C3

CiMi neCaral*r’
FSBC P

*kBtxkOwiMi
Mac** Cap
Acre** Cap!
Mercs»« Cap
Macsos Cap

[Yeieitee
Ucreot Cat
Were5ae Cap
Macs* Cap
Uacs* Cap
IAacsot Cap

(1N1) 2120°24:13

Server

ﬁ:_ﬂ&lsﬂ 5

UCTCSOMST Q
I/Krcsot-1S/7 5
Uieresos 1S/7 £
Macso*-#2/7:

K.ac»o« 'SI75
WICTCOF-IP7120
IVaca0nsS/7 4
IKKTCMUA
u.acsol-IC/7 5
1Wa«$OMV/5
Ulac«08-iS/75
litacc081i/7 8

NaKisED

Usaesol 1V78
Utacso+18/70
IAOCSOt-13/7 3

Ethical Hacking and Countermeasures Copyright © by EC-COlinCil

All Rights Reserved. Reproduction is Strictly Prohibited.



Exam 312-50 Certified Ethical Hacker

Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

D eterm ine the O perating System (C ont’'d)

(L= SHODAN Search Engine

RETIre™

Source: http://www.shodanha.com

Use SHODAN search engine that lets you find specific computers (routers, servers, etc.) using a

variety of filters.
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FIGURE 2.34: SHODAN Search Engine screenshot
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Traceroute H

Traceroute programs work on the concept of ICMP protocol and use the TTL field in
the header of ICMP packets to discover the routers on the path to atarget host

IP Source Router Hop Router Hop Router Hop Destination Host

ICMP Echo request TTL=1

Traceroute

Finding the route of the target host is necessary to test against man-in"the middle
attacks and other relative attacks. Therefore, you need to find the route of the target host in
the network. This can be accomplished with the help of the Traceroute utility provided with
most operating systems. It allows you to trace the path or route through which the target host

packets travel in the network.

Traceroute uses the ICMP protocol concept and TTL (Time to Live) field of IP header to find the

path of the target host in the network.

The Traceroute utility can detail the path IP packets travel between two systems. It can trace
the number of routers the packets travel through, the round trip time duration in transiting
between two routers, and, if the routers have DNS entries, the names of the routers and their
network affiliation, as well as the geographic location. It works by exploiting a feature of the
Internet Protocol called Time To Live (TTL). The TTL field is interpreted to indicate the
maximum number of routers a packet may transit. Each router that handles a packet will

decrement the TTL count field in the ICMP header by one. When the count reaches zero, the

packet will be discarded and an error message will be transmitted to the originator of the
packet.
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It sends out a packet destined for the destination specified. It sets the TTL field in the packet to
one. The first router in the path receives the packet, decrements the TTL value by one, and if
the resulting TTL value is 0, it discards the packet and sends a message back to the originating
host to inform it that the packet has been discarded. It records the IP address and DNS name of
that router, and sends out another packet with a TTL value of two. This packet makes it through
the first router, then times-out at the next router in the path. This second router also sends an
error message back to the originating host. Traceroute continues to do this, and records the IP
address and name of each router until a packet finally reaches the target host or until it decides
that the host is unreachable. In the process, it records the time ittook for each packet to travel
round trip to each router. Finally, when it reaches the destination, the normal ICMP ping
response will be send to the sender. Thus, this utility helps to reveal the IP addresses of the

intermediate hops in the route of the target host from the source.

IP Source Router Hop Router Hop Router Hop Destination Host

ICMP Echo request TTI=1

a a a a HTSTSWS AAA A

ICMP error message

ICMP Echo request

“Nee

AMA A mseesssssss )\ A A A

ICMP error message

ICMP Echo request

ICMP error message

ICMP Echo request
I I I "= = ==
"= = ==

A ICMP Echo Reply

AAA A

FIGURE 2.36: Working of Traceroute program
How to use the tracert command
Go to the command prompt and type the tracert command along with destination IP address

or domain name as follows:

C:\>tracert 216.239.36.10

Tracing route to ns3.google.com [216.239.36.10] over a maximum of 30 hops:
1 1262 ms 186 ms 124 ms 195.229.252.10
2 2796 ms 3061 ms 3436 ms 195.229.252.130
3 155 ms 217 ms 155 ms 195.229.252.114
4 2171 ms 1405 ms 1530 ms 194.170.2.57
5 2685 ms 1280 ms 655 ms dxb-emix-ra.ge6303.emix.ae [195.229.31.99]
6 202 ms 530 ms 999 ms dxb-emix-rb.solOO.emix.ae [195.229.0.230]

7 609 ms 1124 ms 1748 ms iarl-so-3-2-0.Thamesside.cw.net [166.63.214.65]
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8 1622 ms 2377 ms 2061 ms eqixva-google-gige.google.com [206.223.115.21]

9 2498 ms 968 ms 593 ms 216.239.48.193

10 3546ms 3686 ms 3030 ms 216.239.48.89
11 1806 ms 1529 ms 812 ms 216.33.98.154
12 1108ms 1683 ms 2062 ms ns3.google.com [216.239.36.10]

Trace complete.
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Traceroute Analysis

Attackers conduct traceroute to extract information about: network topology, trusted routers, and
firewall locations

For example: after running several traceroutes, an attacker might obtain the following information:
» traceroute 1.10.10.20, second to last hop is 1.10.10.1
» traceroute 110.20.10, third to last hop is 1.10.10.1
& traceroute 110.20.10, second to last hop is 1.10.10.50 — )
» traceroute 110.20.15, third to last hop is 1.10.10.1

a traceroute 110.20.15, second to last hop is 1.10.10.50

J By putting this information together, attackers can draw the network diagram

Bastion Host Web Server
Hacker 1.10.20.50
]m Firewall
Mail Server

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Traceroute Analysis

S We have seen how the Traceroute utility helps you to find out the IP addresses of
intermediate devices such as routers, firewalls, etc. present between source and destination.
You can draw the network topology diagram by analyzing the Traceroute results. After running
several traceroutes, you will be able to find out the location of a particular hop in the target

network. Let's consider the following traceroute results obtained:
9 traceroute 1.10.10.20, second to last hop is 1.10.10.1
9 traceroute 1.10.20.10. third to last hop is 1.10.10.1
traceroute 1.10.20.10 second to last hop is 1.10.10.50
traceroute 1.10.20.15 third to last hop is 1.10.10.1
traceroute 1.10.20.15 second to last hop is 1.10.10.50

By analyzing these results, an attacker can draw the network diagram of the target network as

follows:
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Hacker Internet

FIGURE 2.37:
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1.10.20.10
Web Server
DMZ ZONE
.- 1.1010.1
Router 1.10.10.50 1.10.20.50
Firewall Firewall
1.10.20.15
Mail Server

Diagrammatical representation ofthe target network
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Path Analyzer Pro and VisualRoute 2010 are the two tools similar to Traceroute

intended to traceroute the target host in a network.
Path Analyzer Pro
< Source: http://www.pathanalyzer.com

Path Analyzer Pro is a graphical-user-interface-based trace routing tool that shows you the
route from source to destination graphically. It also provides information such as the hop
number, its IP address, hostname, ASN, network name, % loss, latency, avg. latency, and std.
dev. about each hop in the path. You can also map the location of the IP address in the network

with this tool. It allows you to detect filters, stateful firewalls, and other anomalies automatically in

the network.
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VisualRoute 2010
Source: http://www .visualroute.com

This is another graphical-user-based tracing tool that displays hop-by-hop analysis. It enables
you to identify the geographical location of the routers, servers, and other IP devices. It is able
to provide the tracing information in three forms: as an overall analysis, in a data table, and as
a geographical view of the routing. The data table contains information such as hop number, IP

address, node name, geographical location, etc. about each hop in the route.
Features:

9 Hop-by-hop traceroutes

9 Reverse tracing

n Historical analysis

9 Packet loss reporting

9 Reverse DNS

9 Ping plotting

9 Port probing

9 Firefox and IE plugin
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FIGURE 2.39: VisualRoute 2010 screenshot
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Traceroute Tools

Network Pinger
http:/ www. networkpinger.com

GEOSpider
17l http://ww.oreware, com

vTrace
http://vtrace.pl

-
S I Roadkil's Trace Route
http:/Aww. roadkil. net

(Cont'd)

0

Mot
Vav
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Magic NetTrace
http://www.tialsoft.com

3D Traceroute
http://mww.d3tr.de

AnalogX HyperTrace
http://www.analogx.com

Network Systems Traceroute
http:/Amwv.net.princeton.edu

Ping Plotter
http:/Avww.pingplotter,com
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Traceroute Tools (C ont’'d)

A few more traceroute tools similar to Path Analyzer Pro and VisualRoute 2010 are

listed as follows:

S Network Pinger available at http://www .networkpinger.com

£ GEOSpider available at http://www .oreware.com

Q vTrace available at http://vtrace.pl

Q Trout available at http:// www.mcafee.com

Q Roadkil's Trace Route available at http://www .roadkil.net

Q Magic NetTrace available at http://ww w .tialsoft.com

0 3D Traceroute available at http:// www.d3tr.de

Q AnalogX HyperTrace available at http://www.analogx.com

Q Network Systems Traceroute available at http://www .net.princeton.edu

Q Ping Plotter available at http:// www .pingplotter.com
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Footprinting M ethodology CEH

Footprinting th hsS h
ootprinting throligh earc WHOIS Footprinting

Engines
Website Footprinting DNS Footprinting
Email Footprinting Network Footprinting

Footprinting through Social

Competitive Intelligence . .
Engineering

Footprinting through Social

Footprinting using Google Networking Sites
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S Footprinting M ethodology

So far we have discussed various techniques of gathering information either with the
help of online resources or tools. Now we will discuss footprinting through social engineering,

the art of grabbing information from people by manipulating them.

This section covers the social engineering concept and techniques used to gather information.
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Ferpriing thouch S rEL

J Social engineering isthe art of convincing people to reveal confidential n

information
r\ 4 1 r*

J Social engineers depend on the factthat people are unaware of their
valuable information and are careless about protecting it

0
0 0 0 0
Social engineers attempt to gather: Social engineers use these techniques:
N Credit card details and social security S Eavesdropping
number S Shoulder surfing
& User names and passwords
S Dumpster diving
S Other personal information
. . S Impersonation on social networking
- Security products in use )
sites
S Operating systems and software a
versions
S Network layout information
S IPaddresses and names of servers
m
0 0 0 0
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Footprinting through Social E nginew®ertring

Social engineering is a totally non-technical process in which an attacker tricks a
person and obtains confidential information about the target in such a way that the target is
unaware of the fact that someone is stealing his or her confidential information. The attacker
actually plays a cunning game with the target to obtain confidential information. The attacker
takes advantage of the helping nature of people and their weakness to provide confidential

information.

To perform social engineering, you first need to gain the confidence of an authorized user and
then trick him or her into revealing confidential information. The basic goal of social
engineering is to obtain required confidential information and then use that information for
hacking attempts such as gaining unauthorized access to the system, identity theft, industrial
espionage, network intrusion, commit frauds, etc. The information obtained through social
engineering may include credit card details, social security numbers, usernames and passwords,
other personal information, operating systems and software versions, IP addresses, names of
servers, network layout information, and much more. Social engineers use this information to

hack a system or to commit fraud.

Social engineering can be performed in many ways such as eavesdropping, shoulder surfing,

dumpster diving, impersonation on social networking sites, and so on.
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Collect Inform ation Using Eavesdropping, f CcC u
Shoulder Surfing, and Dumpster Diving J* ™ []j
Eavesdropping Shoulder Surfing Dumpster Diving
Eavesdropping is unauthorized & Shoulder surfing is the procedure 6 Dumpster diving is looking for
listening of conversations or where the attackers look over treasure in someone else's trash
reading of messages the user's shoulder to gain

« Itinvolves collection of phone
critical information

Itis interception of any form of bills, contact information,
communication such as audio, » Attackers gather information such financial information, operations
video, or written as passwords, personal related information, etc. from
identification number, account the target company's trash bins,
numbers, credit card information, printer trash bins, user desk for
etc. sticky notes, etc.
A
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C ollect Inform ation using Eavesdropping, Shoulder

Surfing, and D um pster D iving

As mentioned previously eavesdropping, shoulder surfing, and dumpster driving are the three
techniques used to collect information from people using social engineering. Let's discuss these
social engineering techniques to understand how they can be performed to obtain confidential

information.

Eavesdropping

Eavesdropping is the act of secretly listening to the conversations of people over a
phone or videoconference without their consent. It also includes reading secret messages from
communication media such as instant messaging or fax transmissions. Thus, it is basically the act
of intercepting communication without the consent of the communicating parties. The attacker
gains confidential information by tapping the phone conversation, and intercepting audio,

video, or written communication.

Shoulder Surfing

— < - W ith this technique, an attacker stands behind the victim and secretly observes the

victim's activities on the computer such keystrokes while entering usernames, passwords, etc.
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This technique is commonly used to gain passwords, PINs, security codes, account numbers,
credit card information, and similar data. It can be performed in a crowded place as it is

relatively easy to stand behind the victim without his or her knowledge.

Dumpster Diving

This technique is also known as trashing, where the attacker looks for information in
the target company's dumpster. The attacker may gain vital information such as phone bills,
contact information, financial information, operations-related information, printouts of source
codes, printouts of sensitive information, etc. from the target company's trash bins, printer

trash bins, and sticky notes at users' desks, etc. The obtained information can be helpful for the

attacker to commit attacks.
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Footprinting M ethodology

Footprinting th hs h
ootprinting throligh eare WHOIS Footprinting

Engines
Website Footprinting DNS Footprinting
Email Footprinting Network Footprinting

Footprinting through Social

Competitive Intelligence . .
P g Engineering

Footprinting through Social

Footprinting using Google Networking Sites
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Footprinting M ethodology

Though footprinting through social networking sites sounds similar to footprinting
through social engineering, there are some differences between the two methods. In
footprinting through social engineering, the attacker tricks people into revealing information
whereas in footprinting through social networking sites, the attacker gathers information
available on social networking sites. Attackers can even use social networking sites as a

medium to perform social engineering attacks.

This section explains how and what information can be collected from social networking sites

by means of social engineering.
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Collect Inform ation through Social

E ngineering on Social Networking Sites

Attackers gather sensitive information through social engineering on social
networking websites such as Facebook, MySpace, LinkedIn, Twitter,
Pinterest, Google+, etc.

Attackers create afake profile on social networking sites and then use the false
identity to lure the employees to give up their sensitive information

Employees may post personal information such as date of birth, educational and
employment backgrounds, spouses names, etc. and information about their company
such as potential clients and business partners, trade secrets of business, websites,
company’'s upcoming news, mergers, acquisitions, etc.

Using the details of an employee of the target organization, an attacker can
§ compromise a secured facility
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C ollect Inform ation through Social Engineering on

S ocial N etw orking Sites

Social networking sites are the online services, platforms, or sites that allow people to connect
with each other and to build social relations among people. The use of social networking sites is
increasing rapidly. Examples of social networking sites include Facebook, MySpace, Linkedln,
Twitter, Pinterest, Google+, and so on. Each social networking site has its own purpose and
features. One site may be intended to connect friends, family, etc. and another may be
intended to share professional profiles, etc. These social networking sites are open to everyone.
Attackers may take advantage of these to grab sensitive information from wusers either by
browsing through users' public profiles or by creating a fake profile and tricking user to believe
him or her as a genuine user. These sites allow people to stay connected with others, to
maintain professional profiles, and to share the information with others. On social networking
sites, people may post information such as date of birth, educational information, employment
backgrounds, spouse's names, etc. and companies may post information such as potential

partners, websites, and upcoming news about the company.

For an attacker, these social networking sites can be great sources to find information about
the target person or the company. These sites help an attacker to collect only the information

uploaded by the person or the company. Attackers can easily access public pages of these
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accounts on the sites. To obtain more information about the target, attackers may create a fake
account and use social engineering to lure the victim to reveal more information. For example,
the attacker can send a friend request to the target person from the fake account; if the victim
accepts the request, then the attacker can access even the restricted pages of the target person

on that website. Thus, social networking sites prove to be a valuable information resource for

attackers.
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Contact info,

. Maintain profile User surveys.* Business fluategsssstratégies
location, etc.
Friends list, jk Connect to .
) . . . Promote products * Product profile
friends info, etc. A. friends, chatting
Identity of a Share photos social . .
ocial engineerin
family members and videos User support [¢] g

Play games, . i Platform/technology "
L Recruitment
join groups information

Background check
Creates events . Type of business
to hire employees
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In form ation A vailable on Social N etw orking Sites

So far, we have discussed how an attacker can grab information from social
networking sites; now we will discuss what information an attacker can get from social

networking sites.

People wusually maintain profiles on social networking sites in order to provide basic
information about them and to get connected with others. The profile generally contains
information such as name, contact information (mobile number, email ID), friends' information,
information about family members, their interests, activities, etc. People usually connect to
friends and chat with them. Attackers can gather sensitive information through their chats.
Social networking sites also allow people to share photos and videos with their friends. If the
people don't set their privacy settings for their albums, then attackers can see the pictures and
videos shared by the victim. Users may join groups to plays games or to share their views and
interests. Attackers can grab information about a victim's interests by tracking their groups and
then can trap the victim to reveal more information. Users may create events to notify other
users of group about upcoming occasions. With these events, attackers can reveal the victim's
activities. Like individuals, organizations also use social networking sites to connect with people,

promote their products, and to gather feedback about their products or services, etc. The
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activities of an organization on the social networking sites and the respective information that

an attacker can grab are as follows:

W hat Organizations Do W hat Attacker Gets
User surveys Business strategies
Promote products Product profile
User support Social engineering

Background check to hire
Type of business

employees

TABLE 2.1: What organizations Do and W hat Attacker Gets
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Gollecting Feogtook Informetion CEH

Facebook is aTreasure-trove for Attackers
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merici 18,241,080
V43068600 m ' - STk %' « 1

Latin America

141,612,220

Number ofuser using Facebook all over the world

n
845 , 100 © O
& M 250 W
million monthly billion million photos 1 of every 5 of minutes time
active users connections uploaded daily all page views spent per visit
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C ollecting Facebook Inform ation

Facebook is one of the world's largest social networking sites, having more than 845
million monthly active users all over the world. It allows people to create their personal profile,
add friends, exchange instant messages, create or join various groups or communities, and much
more. An attacker can grab all the information provided by the victim on Facebook. To grab
information from Facebook, the attacker should have an active account. The attacker should
login to his/her account, and search for either the target person or organization profile.
Browsing the target person's profile may reveal a lot of useful information such as phone
number, email ID, friend information, educational details, professional details, his interests,
photos, and much more. The attacker can use this information for further hacking planning,

such as social engineering, to reveal more information about the target.
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FIGURE 2.40: Facebook screenshot

Module 02 Page 230 Ethical Hacking and Countermeasures Copyright © by EC-COUnNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www
http://www

Ethical Hacking and Countermeasures

Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

Collecting Twi

er Information

ilhiul  1UtbM

Wayne Rooney G»

Japan

299 m

r'es with largest”

4 65 350 w

million accounts

76 % 55 %

i

Twitter users now post

Q

status updates platform via their mobi

million tweets a day

Twitter users access the

~wayneR0Oney
illion Tueeto Wayre Rooney Tiveets % i
l gty g,
Tueets
FOira
1 donl 0419 G381 w1 M e 0~
My nfrench Hit? dtery recjom
cant tittleva ATEREKCSfifkrtoano'a™
JR Wmm\mmcﬁ«?am@c S
vm m m

K1:

"sJoowHAMAI
s Heminentr>»91
. VWERMWQJM,I'M . 1
b %lajt M )gn»r aiiesiy. Dtl'sitnt
le

Copyright © by EG-Gllincil. All Rights Reserved. Reproduction is Strictly Prohibited.

— C ollecting T w itter Inform ation
Twitter is another popular social networking site used by people to send and read
text-based messages. It allows you to follow your friends, experts, favorite celebrities, etc. This

site also can be a great source for an attacker to get information about the target person. This is

helpful in extracting information such as perso

the target posted as tweets, whom the target

uploaded, etc. The attacker may get meaningfu
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| information from the target user's tweets.

Ethical Hacking and Countermeasures Copyright © by EC-COUNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

Footprinting and Reconnaissance

Wayne Rooney O ~ Follow -

®wayneRooney 940 ,."ff!
haps/wwu./acebooic.eom. * ‘ayntMoon*i/ 119%
tﬁp dfcamaymoaary Im
d 4,635.170
Tweet to Wayne Rooney TV/eets 4 NorepiiH
QWeyneRooney
Paul McCartney  i.' ::imdy
Nearly tome  ptc twtter coaVSOCTIIW
Tweets 0 DtMMd by Wiyfle Rooney
FoSowing

Pieriéorgan ‘.- i
Foiowers Isti 2\ qute understand why me he! we have to hear

everythrg n FRENCH first7 Utterty ndicutous solympicceremony
Favortes 0 =K*«*IK ty Wayne Rooney
Expand

P mills virStacAV s

cant befteve .TheReaUVC3 a not part of this ceremony
m ~NoRespect he done so much 4 the country Imao” =London2012
*Olympics

U W j 3 M Eixp:nlswwwd ty Wayne Rooney

° WAboul Help Tam* Pnvaey Wwayne Rooney ., me«=’<,
Btog Stjtu* A , Becks smie on the boat was so funny

A1 >ef* BL

arl Hyde" 'v.Hyi*
~.ayneRooney themchaelowen becks to bght a footbams and
et 1 straight "* w0 the Olympic stadum torch
GO Rato— tea ty Wayna Rooney
Vea>oonvarMOen =

lan Hicholls  >"© laf
WayneRooney macca « ctosrg tlad canl w ar
a ScouseAndProud™*
w Rafaatad by Wayna Roonay
v*m conmaratan «

Wayne Rooney «R
Yes the beetles Hope paul me a Sflgng later Representing
frverpool Best band ever

i >mRooney
| Urbean Funny
Expand

Wayne Rooney .vaynaReeaey

Great history of brtar already Different to any other ceremony i ,
have seen before

FIGURE 2.41: Twitter showing user's tweets

Module 02 Page 232 Ethical Hacking and Countermeasures Copyright © by EC-COUnNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

Footprinting and Reconnaissance

Collecting Linkedin Informration

Linkedor

<Co takiaSec ot

Chris Stone
Pjrr-U T 1 itvowB- A Un

B p ¢ -
CvWl - Progmtne M MckoBark QLI
R e R

Restsiiolvenigva MA Byt tu'sc
STEPTTLRRTIES i

fopodr VoW1
recomenfiet Ypet1e* Hcannvion

LGl

« »ai a”

“* aH « an

LR s U
2 new members 2 ,4 47 $ 5 2 2 million 2 million companies
join every second employees located revenue for 2011 have LinkedIn

around the world company pages

Copyright © by EG-GLIIICLI. All Rights Reserved. Reproduction is Strictly Prohibited.

C ollecting LinkedlIn Inform ation

Similar to Facebook and Twitter, LinkedIn is another social networking site for

professionals. It allows people to create and manage their professional profile and identity. It

allows its users to build and engage with their professional network. Hence, this can be a great

information resource for the attacker. The attacker may get information such as current

employment details, past employment details, education details, contact details, and much

more about the target person. The attacker can collect all this information with the

footprinting process.
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FIGURE 2.42: LinkedIn showing user's professional profile and identity
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Q) 3] C ollecting YouTuwube Inform ation

YouTube is a website that allows you to upload, view, and share videos all over the
world. The attacker can search for the videos related to the target and may collect information

from them.

FIGURE 2.43: Youtube showing videos related to target
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Track sonSoad o
g tes '

J Users may use fake identities on social networking sites. Attackers use tools such as Get

Someones IP or IP-GRABBER to track users' real identity

J Steps to get someone's IP address through chat on Facebook using Get Someones IP tool:
e o to http://vwwv.myiptest. comystaticpages/ index.php/how-about-you

© Three fields exist:

Link for Person Redirect URL Link for you
Copy the generated link of Enter any URL you want Open the URL in this field
this field and send it to the the target to redirect to and keep checking for
target via chat to get IP target's IP
address

Kipasad: hitp Ifwi nyiptesi corfimg po? gruil =y LkiD P Proxy Refer Dateffine

Ideujbglf2  85.93.218.204 NO NO 2012-08-06 13:04 44
kxyou: 't " ip

http://www.myiptest.com
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Tracking Users on Social N etw orking Sites

A In order to protect themselves from |Internet fraud and attacks, people with little
knowledge about Internet crimes may use fake identities on social networking sites. In such
cases, you will not get exact information about the target user. So to determine the real
identity of the target user, you can use tools such as Get Someone's IP or IP-GRABBER to track

users' real identities.
If you want to trace the identity of particular user, then do the following:

. Open your web browser, paste the URL, and press Enter:

http://www .myiptest.com/staticpages/index.php/how-about-vou

. Notice the three fields at the bottom of the web page, namely Link for person, Redirect
URL: http://, and Link for you.

. To get real IP address of the target, copy the generated link of the Link for person field

and send it to the target via chat.
. Enter any URLyou want the targetto redirect to in the Redirect link: http://field.

. Open the URL present in the Link for YOU field in another window, to monitor the

target's IP address details and additional details.
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Link for person: http /Aww myiptest comvimg php7!d=zdeujbg1f2&rdr—wmw gmail com&rdr=yahoo com&
Redirect URL: http#www gmail com

Link for you: http /Awwv myipfest com/staticpages/index php/how-about-you?id=zdeujbg1f2&showjp:

Link ID 1P Proxy Refer Dateffime

zdeujbglf2 85.93.218.204 NO NO 2012-08-06 13:04:44

FIGURE 2.44: Tracing identity of user's
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Footprinting
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the help of tools.
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Footprinting
Methodology

Footprinting
Tools

Many organizations offer tools

that make information gathering an easy job. These tools ensure the maximum

n Footprinting Concepts
Footprinting Threats

® Footprinting Methodology

w1

Footprinting Tools

Footprinting Countermeasures

Footprinting Penetration Testing

This section describes tools intended for grabbing information from various sources.
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Footprinting Tool: Maltego

Footprinting Tool: M alte go
Source: http://paterva.com

M altego is an open source intelligence and forensics application. It can be wused for the
information gathering phase of all security-related work. Maltego is a platform developed to
deliver a clear threat picture to the environment that an organization owns and operates. It can
be used to determine the relationships and real-world links between people, social networks,
companies, organizations, websites, Internet infrastructure (domains, DNS names, Netblocks, IP

addresses), phrases, affiliations, documents, and files.
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Internet Domain Personal Information
FIGURE 2.45: Maltego showing Internet Domain and personal information
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Inting Tod: Domain (
Nan'e Analyzer Pro
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Hip/Aw croiurd L
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Footprinting Tool: D om ain Nam& e Analyzer Pro

Source: http:// www.domainpunch.com

Domain Name Analyzer Professional is Windows software for finding, managing, and
maintaining multiple domain names. It supports the display of additional data (expiry and
creation dates, name server information), tagging domains, secondary whois lookups (for thin

model whois TLDs like COM, NET, TV).

The following is a screenshot of the Domain Name Analyzer Pro tool showing domain name

information:
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FIGURE 2.46: Domain Name Analyzer Pro software showing Domain Name Information
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Inting Tool W&o Deta C
Extractor

J Extract targeted company contact data (email, phone, fax) from web for responsible b2b communication

J Extract URL, meta tag (title, description, keyword) for website promotion, search directory creation, web research
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Footprinting Tool: W eb D ata E xtractor

Source: http://www .webextractor.com

Web Data Extractor is a data extractor tool. It extracts targeted company contact data (email,

phone, and fax) from the web, extracts the URL and meta tag (title, desc, keyword) for website

promotion, searches directory creation, etc. The following is a screenshot of the Web Data

Extractor showing meta tags:
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FIGURE 2.47: Web Data Extractor showing meta tags
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Additional Footprinting Tools CEH

Prefix Whois Netmask

cL U http://pwhois.org http://www.phenoelit-us.org
NetScanTools Pro Binging
http:/Ammw.netscantools.com http://mmw.blueinfy.com
Tctrace Spiderzilla
http://ww.phenoelit-us.org http://spiderzilla.mo/dev.org

Autonom tem
utonomous Syste . Sam Spade

Scanner(ASS) http://wmw.majorgeeks.com
http://www.phenoelit-us.org

Ifl DNS DIGGER Robtex
http:/Ammw.dnsdigger.com n <AKPj http:/Aaw.robtex.com
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A dditional Footprinting Tools

In addition to the footprinting tools mentioned previously, a few more tools are listed

as follows:
-t Prefix Whois available at http://pwhois.org
S NetScanTools Pro available at http://www .netscantools.com
Q Tctrace available at http://www.phenoelit-us.org
Q Autonomous System Scanner (ASS) available at http://www .phenoelit-us.org
£ DNS DIGGER available at http://www.dnsdigger.com
0] Netmask available at http://www .phenoelit-us.org
S Binging available at http://www.blueinfy.com
Q Spiderzilla available at http://spiderzilla.mozdev.org
S Sam Spade available at http:// www .majorgeeks.com

S Robtex available at http://www .robtex.com
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Additional Footprinting Tools (EH

(Cont'd) (rtifdf | tifciijl LtV
§ Dig Web Interface Yym SpiderFoot

http://ww.digwebinterface.com http:/Awww.binarypool.com
Domain Research Tool CallerIP
http://Aww.domainresearchtool.com http://Awv.callerippro.com
ActiveWhais Zaba Search
http://Aww.johnru.com http://www.zabasearch.com

m yoName GeoTrace

W http://yoname.com j http://mww.nabber.org

?w Ping-Probe DomainHostingView

http:/Awwwv.ping-probe.com http:/Awwv.nirsoft.net
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A dditional Footprinting Tools (C ont’'d)

Additional footprinting tools that are helpful in gathering information about the target

person or organization are listed as follows:

© Dig Web Interface available at http://www.digwebinterface.com
Q Domain Research Tool available at http://www.domainresearchtool.com
Q ActiveWhois available at http://www .johnru.com
Q yoName available at http://yoname.com
6 Ping-Probe available at http://www .ping-probe.com
© SpiderFoot available at http://www .binarypool.com
0 CallerlP available at http://www .callerippro.com
Q Zaba Search available at http://www.zabasearch.com
Q GeoTrace available at http://www.nabber.org
DomainHostingView available at http://www .nirsoft.net
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M odule Flow

So far we have discussed the importance of footprinting, various ways in which
footprinting can be performed, and the tools that can be used for footprinting. Now we will
discuss the countermeasures to be applied in order to avoid sensitive information disclosure.

x Footprinting Concepts IHm Footprinting Tools
Footprinting Threats footprinting Countermeasures
CL) Footprinting Methodology % Footprinting Penetration Testing

This section lists various footprinting countermeasures to be applied at various levels.
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©

Configure routers to restrict the responses
to footprinting requests

Lock the ports with the suitable firewall
configuration

Evaluate and limit the amount of information
available before publishing it on the website/
Internet and disable the unnecessary services

Prevent search engines from caching a web
page and use anonymous registration
services
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raCuiansaus (H

fertiAH  itfciui  1Uck«

Configure web servers to avoid
information leakage and disable
unwanted protocols

Use an IDS that can be configured to
refuse suspicious traffic and pick up
footprinting patterns

Perform footprinting techniques and
remove any sensitive information
found

Enforce security policies to regulate
the information that employees can
reveal to third parties
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Footprinting Countermeasures

Footprinting countermeasures are the measures or actions taken to counter or offset
information disclosure. A few footprinting countermeasures are listed as follows:

Configure routers to restrict the responses to footprinting requests.

Lock the ports with suitable firewall configuration.

Q Evaluate and limit the amount of information available before publishing iton the
website/Internet and disable the unnecessary services.

Prevent search engines from caching a webpage and use anonymous registration
services.

© Configure web servers to avoid information leakage and disable unwanted protocols.

Use an IDS that can be configured to refuse suspicious traffic and pick up footprinting
patterns.

Q Perform footprinting techniques and remove any sensitive information found.

Q Enforce security policies to regulate the information that employees can revealtothird
parties.
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FedirirgCouramesssus . (BH

(Contd)

Set apart internal DNS and external DNS

Disable directory listings and use split-DNS

Educate employees about various social engineering tricks and risks

Restrict unexpected input such as |; <>

Avoid domain-level cross-linking for the critical assets

Encrypt and password protect the sensitive information
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Footprinting Countermeasures (Cont'd)

In addition to the countermeasures mentioned previously, you can apply the following
countermeasures as well:

Q Set apart the internal DNS and external DNS.
Disable directory listings and use split-DNS.

Educate employees about various social engineering tricks and risks.

nw O

Restrict unexpected input such as |; <>.

©

Avoid domain-level cross-linking for critical assets.
Encrypt and password protect sensitive information.

Do not enable protocols that are not required.

O © O

Always use TCP/IP and IPSec filters.

Configure IIS against banner grabbing.
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So far we discussed all the necessary techniques and tools to test the security of a
system or network. Now it is the time to put all those techniques into practice. Testing the
security of a system or network using similar techniques as that of an attacker with adequate
permissions is known as penetration testing. The penetration test should be conducted to
check whether an attacker is able to reveal sensitive information in response to footprinting

attempts.
* Footprinting Concepts [""J!  Footprinting Tools
Footprinting Threats FootPrint'ng Countermeasures
Q O Footprinting Methodology ) Footprinting Penetration Testing
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Penetration testing is an evaluation method of system or network security. In this evaluation

method, the pen tester acts as a malicious outsider and simulates an attack to find the security
loopholes.
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Fooonning R Testl

J Footprinting pen test is used to determine organization's publicly available information 0
on the Internet such as network architecture, operating systems, applications, and users

J The tester attempts to gather as much information as possible about the target
organization from the Internet and other publicly accessible sources 0

Prevent information
A leakage

Footprinting pen
testing helps
administrator to:

Prevent DNS record
retrieval from publically
available servers

Prevent social
engineering attempts
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Footprinting Pen Testing

A footprinting pen test is used to determine an organization's publicly available
information on the Internet such as network architecture, operating systems, applications, and
users. In this method, the pen tester tries to gather publicly available sensitive information of
the target by pretending to be an attacker. The target may be a specific host or a network.

The pen tester can perform any attack that an attacker could perform. The pen tester should
try all possible ways to gather as much information as possible in order to ensure maximum
scope of footprinting pen testing. If the pen tester finds any sensitive information on any
publicly available information resource, then he or she should enter the information and the

respective source in the report.

The major advantages of conducting penetration testing include:
© It gives you the chance to prevent DNS record retrieval from publically available servers.
© It helps you to avoid information leakage.

© It prevents social engineering attempts.
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Feotrintirg Ron Test

(Cont'd)

J Get proper authorization and define the
I START prop

scope of the assessment

J Footprint search engines such as Google,
Yahoo! Search, Ask, Bing, Dogpile, etc. to
w gather target organization's information
such as employee details, login pages,
intranet portals, etc. that helps in
performing social engineering and other
Define the scope types of advanced system attacks

of the assessment . o .
J Perform website footprinting using tools

such as HTTrack Web Site Copier,
BlackWidow, Webripper, etc. to build a
detailed map of website's structure and
architecture

Use search engines
> such as Google, Yahoo!
Search, Bing, etc.

Perform footprinting "
through search engines

. Use tools such as
Perform website ) . m1
L "y HTTrack Web Site Copier, H |
footprinting

BlackWidow, etc. ' n
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Footprinting Pen Testing (Cont'd)

Penetration testing is a procedural way of testing the security in various steps. Steps
should be followed one after the other in order to ensure maximum scope of testing. Here are
the steps involved in footprinting pen testing:

Step 1: Get proper authorization

Pen testing should be performed with permission. Therefore, the very first step in a
footprinting pen test is to get proper authorization from the concerned people, such as
administrators.

Step 2: Define the scope of the assessment

Defining the scope of the security assessment is the prerequisite for penetration testing.
Defining the scope of assessment determines the range of systems in the network to be tested
and the resources that can be used to test, etc. It also determines the pen tester's limitations.
Once you define the scope, you should plan and gather sensitive information using various
footprinting techniques.

Step 3: Perform footprinting through search engines
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Footprint search engines such as Google, Yahoo! Search, Ask, Bing, Dogpile, etc. to gather the
target organization's information such as employee details, login pages, intranet portals, etc.
that can help in performing social engineering and other types of advanced system attacks.

Step 4: Perform website footprinting

Perform website footprinting using tools such as HTTrack Web Site Copier, BlackWidow,
Webripper, etc. to build a detailed map of the website's structure and architecture.
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Perform email
footprinting

\

Gather competitive
intelligence

y

Perform Google
hacking

\

Perform WHOIS
footprinting

1pilge]acg

Use tools such as
eMailTrackerPro,
PoliteMail, etc.

Use tools such as
Hoovers, LexisNexis,
Business Wire, etc.

Use tools such as GHDB,

MetaGoofil, SiteDigger, etc.

Use tools such as WHOIS
Lookup, SmartWhois, etc.
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]

(Cont'd)

Urtfie* | ttkul Nmin

Perform email footprinting using tools
such as eMailTrackerPro, PoliteMail,
Email Lookup - Free Email Tracker, etc. to
gather information about the physical
location of an individual to perform social
engineering that in turn may help in
mapping target organization's network

Gather competitive intelligence using
tools such as Hoovers, LexisNexis,
Business Wire, etc.

Perform Google hacking using tools such
as GHDB, MetaGoofil, SiteDigger, etc.

Perform WHOIS footprinting using tools
such as WHOIS Lookup, SmartWhois, etc.
to create detailed map of organizational
network, to gather personal information
that assists to perform social engineering,
and to gather other internal network
details, etc.
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* Footprinting Pen Testing (Cont'd)

Step 5: Perform email footprinting

Perform email footprinting using tools such as eMailTrackerPro, PoliteMail, Email Lookup - Free
Email Tracker, etc. to gather information about the physical location of an individual to perform
social engineering that in turn may help in mapping the target organization's network.

Step 6: Gather competitive intelligence

Gather competitive intelligence using tools such as Hoovers, SEC Info, Business Wire, etc. These
tools help you to extract a competitor's information such as its establishment, location of the
company, progress analysis, higher authorities, product analysis, marketing details, and much

maore.
Step 7: Perform Google hacking

Perform Google hacking using tools such as GHDB, MetaGoofil, SiteDigger, etc. It determines
the security loopholes in the code and configuration of the websites. Google hacking is usually
done with the help of advanced Google operators that locate specific strings of text such as
versions of vulnerable web applications.

Step 8: Perform WWHOIS footprinting
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All Rights Reserved. Reproduction is Strictly Prohibited.

Module 02 Page 254



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

Perform the WHOIS footprinting technique to extract information about particular domains.
You can get information such as domain name, IP address, domain owner name, registrant
name, and their contact details including phone numbers, email IDs, etc. Tools such as
SmartWhois, CountryWhois, Whois Pro, and ActiveWhois will help you to extract this
information. You can use this information to perform social engineering to obtain more
information.
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(Cont'd)
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Footprinting Pen Testing (Cont’'d)

rE - ° Step 9: Perform DNS footprinting

Perform DNS footprinting using tools such as DIG, NsLookup, DNS Records, etc. to determine
key hosts in the network and perform social engineering attacks. Resolve the domain name to
learn about its IP address, DNS records, etc.

Step 11: Perform network footprinting

Perform network footprinting using tools such as Path Analyzer Pro, VisualRoute 2010, Network
Pinger, etc. to create a map of the target's network. Network footprinting allows you to reveal
the network range and other network information of the target network. Using all this
information, you can draw the network diagram of the target network.

Step 12: Perform social engineering

Implement social engineering techniques such as eavesdropping, shoulder surfing, and
dumpster diving that may help to gather more critical information about the target
organization. Through social engineering you can gather target organization's employee
details, phone numbers, contact address, email address, etc. You can use this information to
reveal even more information.
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Step 13: Perform footprinting through social networking sites

Perform footprinting through social networking sites on the employees of the target
organization obtained in footprinting through social engineering. You can gather information
from their personal profiles on social networking sites such as Facebook, LinkedIn, Twitter,
Google+, Pinterest, etc. that assists in performing social engineering. You can also use people
search engines to obtain information about target person.

Step 14: Document all the findings

After implementing all the footprinting techniques, collect and document all the information
obtained at every stage of testing. You can use this document to study, understand, and
analyze the security posture of the target organization. This also enables you to find security
loopholes. Once you find security loopholes, you should suggest respective countermeasures to
the loopholes.

The following is a summary of footprinting penetration testing.
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Pen Testing Report

Information obtained through search engines Information obtained through people search
|J Employee details: g Date of birth:
n Login pages: n Contactdetails:
|JJ Intranetportals £ Email ID:
n Technology platforms: n Photos:
Others: Others:
Information obtained through website footprinting Information obtained through Google
y j Operating environment T Advisories and server vulnerabilities:
n Filesystem structure: Error messages that contain sensitive information:
jign Scripting platforms used: A Files containing passwords:
“W? Contactdetails: i Pages containing network or vulnerability data
0 CMS details Others:
Others:
Information obtained through email footprinting Information obtained through competitive intelligence
H IP address: £ Financial details:
GPS location: H Project plans:
m  Authentication system used by mail server: Others:
Others:
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Footprinting Pen Testing Report Tem plates

Pen Testing R eport

Penetration testing is usually conducted to enhance the security perimeter of an
organization. As a pen tester you should gather sensitive information such as server details, the
operating system, etc. of your target by conducting footprinting. Analyze the system and
network defenses by breaking into its security with adequate permissions (i.e., ethically)
without causing any damage. Find the loopholes and weaknesses in the network or system
security. Now explain all the vulnerabilities along with respective countermeasures in a report,
i.e., the pen testing report. The pen testing report is a report obtained after performing
network penetration tests or security audits. It contains all the details such as types of tests
performed, the hacking techniques used, and the results of hacking activity. In addition, the
report also contains the highlights of security risks and vulnerabilities of an organization. If any
vulnerability is identified during any test, the details of the cause of vulnerability along with the
countermeasures are suggested. The report should always be kept confidential. If this
information falls into the hands of attacker, he or she may use this information to launch
attacks.

The pen testing report should contain the following detalils:
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Pen Testing Report

Information ob&ined through search engines Information oboined through people search
|3 Employee details Q  Date of birth:
£ Lofin pages Q Contactdetais
Intranet portals: r Emai ID:
0 Technology platforms: Q Photos:
n Others: Others.
Information obtained throi”™~h website fpfplgfgQJtQf' Information obtained through Google
gg Operating environment; J  Advisories and server vulnerabilities:
a Sea5Js3!>Itrl*rture: £ | Error messages that contain scnathfe information:
n Scripting platforms used: £ Res containing passwords
‘W Contact detais: ~  Pages containing network or vJnerabiity data:
£ CMS detais: Others:
n Others:
Information obtained throi~h email fefiJSBUDftOt Information obtained through competitiw intexigence
£ IPwMreu: £ Financial detais:
~  GPS location: B Project plans:
m Authentication system used by mai server n Others:
Others:

FIGURE 2.48: Pen Testing Report
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Pen Testing Report

Information obtained through WHOIS footprinting
' Domain name details
" Contactdetails of domain owner
Domain name servers:
Netrange
~5 When adomain has been created:
Others:
Information obtained through DNS footprinting
Location of DNS servers:
N Typeofservers:
%A Others:
Information obtained through network footprinting
Range of IP addresses:
Subnet mask used by the target organization:
~ OS'sin use:
Firewall locations:

~ Others:

Information obtained through social engineering
ft Personal information
m Financial information:
% Operating environment:
m User names and passwords:

5% Network layout information
ft IPaddressesand namesof servers:

Others:

Information obtained through social networking sites
B Personal profiles:
a Work related information
] News and potential partners ofthe targetcompany:

£ Educationaland employment backgrounds:

Others:
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Footprinting Pen Testing Report Templates (Cont'd)

Pen Testing Report

Information obtained throi*h WHOIS fooCjirifltnfc
| Domain name details:
Q  Contact details of domain owner
£ Domain name servers
Netrange:
fcfc When adomain has been created:
~ Others:
Information obtained through DNSfEE$B!™
n Location of DNS servers:
Type Of servers:
~ Others:
Information obtained throi~*h network footprinti/ift
|| Rangeof IPaddresses:
4PQP Subnet mas* used by the target organuation:
" OS'siin use:
n Rrewafl locations:

Others:

Information obtained through social engineering
Personal information:
] Financial information:
ft Operating environment:
Usernames and passwords:
Network layout information:
ft IPaddresses and namesof servers:

**  Others:

Information obtained through social networking sites
'] Personal profies:
m Wortrelated information:
News and potertiai partners of the target company:
Educational and employment background.

Others:

FIGURE 2.49: Pen Testing Report showing information obtained through footprinting and social engineering
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Moolle S mary

O Footprinting is the process of collecting as much information as possible about atarget
network, for identifying various ways to intrude into an organization's network system

O It reduces attacker's attack area to specific range of IP address, networks, domain names,
remote access, etc.

Attackers use search engines to extract information about atarget

Information obtained from target's website enables an attackerto build a detailed map of
website's structure and architecture

O Competitive intelligence isthe process of identifying, gathering, analyzing, verifying, and using
information about your competitors from resources such as the Internet

DNS records provide important information about location and type of servers

Attackers conduct traceroute to extract information about: network topology, trusted routers,
and firewall locations

O Attackers gather sensitive information through social engineering on social networking
websites such as Facebook, MySpace, LinkedIn, Twitter, Pinterest, Google+, etc.

Copyright © by EG-C*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Module Summary

Footprinting refers to uncovering and collecting as much information as possible about a
target of attack.

9 It reduces attacker's attack area to specific range of IP address, networks, domain
names, remote access, etc.

© Attackers use search engines to extract information about atarget.

Information obtained from target's website enables an attacker to build a detailed map
of website's structure and architecture.

9 Competitive intelligence is the process of identifying, gathering, analyzing, verifying, and
using information about your competitors from resources such as the Internet.

9 DNS records provide important information about location and type of servers.

Q Attackers conduct traceroute to extract information about: network topology, trusted
routers, and firewall locations.

W Attackers gather sensitive information through social engineering on social networking
websites such as Facebook, MySpace, LinkedIn, Twitter, Pinterest, Google+, etc.
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