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Saliently Sality Botnet Trapped Scanning
IPv4d Address Space
The well known botnet Sality, which locates vulnerable voice-over-IP (VoIP) servers can
I be controlled to find the entire IPv4 address space without alerting, claimed a

new study, published by Paritynews.com on October 10, 2012.

Sality is a piece of malware whose primary aim is to infect web servers, disperse
spam, and steal data. But the latest research disclosed other purposes of the same including
r recognizing susceptible VolP targets, which could be used in toll fraud attacks.

Through a method called "reverse-byte order scanning,” sality has administered towards scanning
I possibly the whole IPv4 space devoid of being recognized. That's only the reason the technique uses

very less number of packets that come from various sources.

The selection of the target IP addresses is generated in reverse-byte-order increments. Also, there are
. large amounts of bots contributing in the scan.

http://lwww.spamfighter.com
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Security News

N fujs
S aliently S ality Botnet Trapped Scanning IPv4 Address

S pace
Source: http://www.spamfighter.com

A semi-famous botnet, Sality, used for locating vulnerable voice over~IP (VolP) servers has been
controlled toward determining the entire IPv4 address space without setting off alerts, claims a
new study, published by Paritynews.com, on October 10, 2012.

Sality is a piece of malware with the primary aim of infecting web servers, dispersing spam, and
stealing data. But the latest research has disclosed other purposes, including recognizing
susceptible VolP targets that could be used in toll fraud attacks.

Through a method called "reverse-byte order scanning,” Sality can be administered toward
scanning possibly the whole IPv4 space, devoid of being recognized. That's the only reason the
technique uses avery small number of packets that come from various sources.

The selection of the target IP addresses develops in reverse-byte-order increments. Also, there
are many bots contributing in the scan. The conclusion is that a solitary network would obtain
scanning packets "diluted" over a huge period of time (12 days in this case, from various
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sources, University of California, San Diego (UCSD), claimed one of the researchers, Alistair
King, as published by Softpedia.com on October 9, 2012).

According to Alberto Dainotti, it's not that this stealth-scanning method is exceptional, but it's
the first time that such a happening has been both noticed and documented, as reported by
Darkreading.com on October 4, 2012. Many other experts hold faith that this manner has been
accepted by other botnets. Nevertheless, the team at UCSD is not aware of any data verifying
any event like this one.

According to David Piscitello, Senior Security Technologist at ICANN, this indeed seems to be
the first time that researchers have recognized a botnet that utilizes this scanning method by
employing reverse-byte sequential increments of target IP addresses. The botnet use classy
"orchestration” methods to evade detection. It can be simply stated that the botnet operator
categorized the scans at around 3 million bots for scanning the full IPv4 address space through
a scanning pattern that disperses coverage and partly covers, but is unable to be noticed by
present automation, as published by darkreading.com on October 4, 2012.

Copyright © SPAMfighter 2003-2012

http://Iwww.spamfighter.com/News-17993-Salierltlv-Salitv-Botnet-Trapped-Scanning-IPv4-
Address-Space.htm
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M odule O bjectives

Once an attacker identifies his/her target system and does the initial reconnaissance,
as discussed in the footprinting and reconnaissance module, the attacker concentrates on
getting a mode of entry into the target system. It should be noted that scanning is not limited
to intrusion alone. It can be an extended form of reconnaissance where the attacker learns
more about his/her target, such as what operating system is used, the services that are being
run on the systems, and configuration lapses if any can be identified. The attacker can then
strategize his/her attack, factoring in these aspects.

This module will familiarize you with:

0 Overview of Network Scanning 0 Use of Proxies for Attack
0 CEH Scanning Methodology 0 Proxy Chaining
0 Checking for Live Systems 0 HTTP Tunneling Techniques
0 Scanning Techniques 0 SSH Tunneling
0 IDS Evasion Techniques 0 Anonymizers
0 Banner Grabbing 0 IP Spoofing Detection Techniques
0 Vulnerability Scanning 0 Scanning Countermeasures
0 Drawing Network Diagrams 0 Scanning Pen Testing
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Scanning Networks

Network scanning refers to a set of Sends TCP
procedures for identifying hosts, ports, and /IP probes
services in a network

Gets network

Network scanning is one of the components
& information

of intelligence gathering an attacker uses to S
create a profile of the target organization Attacker

Objectives of Network Scanning

To discover live hosts, To discover operating To discover services To discover
IP address, and open systems and system running on hosts vulnerabilities in live
ports of live hosts architecture hosts

Overview ofNetwork Scanning

As we already discussed, footprinting is the first phase of hacking in which the
attacker gains information about a potential target. Footprinting alone is not enough for
hacking because here you will gather only the primary information about the target. You can
use this primary information in the next phase to gather many more details about the target.
The process of gathering additional details about the target using highly complex and

aggressive reconnaissance techniques is called scanning.

The idea is to discover exploitable communication channels, to probe as many listeners as
possible, and to keep track of the ones that are responsive or useful for hacking. In the scanning
phase, you can find various ways of intruding into the target system. You can also discover
more about the target system, such as what operating system is used, what services are
running, and whether or not there are any configuration lapses in the target system. Based on
the facts that you gather, you can form a strategy to launch an attack.

Types of Scanning
9 Port scanning - Open ports and services
e Network scanning - IP addresses

6 Vulnerability scanning - Presence of known weaknesses
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In atraditional sense, the access points that a thief looks for are the doors and windows. These
are usually the house's points of vulnerability because of their relatively easy accessibility.
When it comes to computer systems and networks, ports are the doors and windows of the
system that an intruder uses to gain access. The more the ports are open, the more points of
vulnerability, and the fewer the ports open, the more secure the system is. This is simply a
general rule. In some cases, the level of vulnerability may be high even though few ports are
open.

Network scanning is one of the most important phases of intelligence gathering. During the
network scanning process, you can gather information about specific IP addresses that can be
accessed over the Internet, their targets' operating systems, system architecture, and the
services running on each computer. In addition, the attacker also gathers details about the
networks and their individual host systems.

Sends TCP
/IP probes

Gets network
information

Attacker Network

FIGURE 3.1: Network Scanning Diagram

O bjectives ofN etw ork S canning

If you have a large amount of information about a target organization, there are
greater chances for you to learn the weakness and loopholes of that particular organization,
and consequently, for gaining unauthorized access to their network.

Before launching the attack, the attacker observes and analyzes the target network from
different perspectives by performing different types of reconnaissance. How to perform
scanning and what type of information to be achieved during the scanning process entirely
depends on the hacker's viewpoint. There may be many objectives for performing scanning,
but here we will discuss the most common objectives that are encountered during the hacking
phase:

© Discovering live hosts, IP address, and open ports of live hosts running on the
network.

© Discovering open ports: Open ports are the best means to break into a system or
network. You can find easy ways to break into the target organization's network by
discovering open ports on its network.

Discovering operating systems and system architecture of the targeted system: This is
also referred to as fingerprinting. Here the attacker will try to launch the attack based
on the operating system's vulnerabilities.

Module 03 Page 268 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

9 Identifying the vulnerabilities and threats: Vulnerabilities and threats are the security
risks present in any system. You can compromise the system or network by exploiting
these vulnerabilities and threats.

9 Detecting the associated network service of each port
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Check for Check for Scanning Banner wJ

Live Systems O;fq,lports Beﬁ IDS Grabbing
‘ ‘ - f Wnrm,
u
Scan for Draw Network. Prepare Scanning
Vulnerability Diagrams Proxies Pen Testing

CEH Scanning M ethodology

The first step in scanning the network isto check for live systems.

Check for Live Systems Scan for Vulnerability

ft  Check for Open Ports r  Draw Network Diagrams
Scanning Beyond IDS Qo Prepare Proxies
Banner Grabbing 1 Scanning Pen Testing

This section highlights how to check for live systems with the help of ICMP scanning, how to
ping a system and various ping sweep tools.
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J Ping scan involves sending ICMP ECHO requests to a host. If the host is live, it will return
an ICMP ECHO reply

J This scan is useful for locating active devices or determining if ICMP is passing through a
firewall

M ICMP Echo Request

to ICMP Echo Reply
Source (192.168.168.3) Destination (192.168.168.5)

The ping scan output . ‘ zenmep
A cin lools Plefk
usin g N ma p b Target.  192166.168.5 Profile  Ping »c«n
Command:  |nrr*p wi 192.168.168.3
Hosts  Service! Nmap Outpl4 Pciti ' Hoiti Topology Hoil Detail! Scans
Host . nmap wjn 192.168.163.5 D™

192.16S.168.1

Starting fiTap 6.01 ( http://n Jop.org ) at 2012-08 08
192.168.1663 13:02 EOT

102.168.1685 Swep scan report for 192.168.168.5
most is up (0.005 latency)
192.168.166.1S MC flddrett (Dell)
- - Mlap dong: 1 IP address (1 host up) scanned in 0.10
I7ATAT secords

Piter Hosts

http://nmap.org
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Checking for Live Systems “"ICMP Scanning
ICMP Scanning

All required information about a system can be gathered by sending ICMP packets to it. Since
ICMP does not have a port abstraction, this cannot be considered a case of port scanning.
However, it is useful to determine which hosts in a network are up by pinging them all (the -P
option does this; ICMP scanning is now in parallel, so it can be quick). The user can also increase
the number of pings in parallel with the -L option. It can also be helpful to tweak the ping
timeout value with the -T option.

ICMP Query

The UNIX tool ICMPquery or ICMPush can be used to request the time on the system (to find
out which time zone the system is in) by sending an ICMP type 13 message (TIMESTAMP). The
netmask on a particular system can also be determined with ICMP type 17 messages (ADDRESS
MARK REQUEST). After finding the netmask of a network card, one can determine all the
subnets in use. After gaining information about the subnets, one can target only one particular
subnet and avoid hitting the broadcast addresses.

ICMPquery has both atimestamp and address mask request option:

icmp query <-query-> [-B] [-ffromhost] ["d delay] [-T time] target
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Where

<query> is one of:
-t icmp timestamp request (default)
-m: icmp address mask request

-d: delay to sleep between packets is in microseconds.

Exam 312-50 Certified Ethical Hacker

-T - specifies the number of seconds to wait for a host to respond. The default is 5.

A target is a list of hostnames or addresses.

*i\NIII'GMEEH‘Ofeﬂ“FIqIIllz EEEEEEEEEEEERN
EEEEEEEEEEEENR EEEEEEEEEEENEN

\Y - ICMP Echo Reply
Source (192.168.168.3)

FIGURE 3.2: ICMP Query Diagram

Ping Scan Output Using Nmap

Source: http://nmap.org

Destination (192.168.168.5)

Nmap is atool that can be used for ping scans, also known as host discovery. Using this tool you
can determine the live hosts on a network. It performs ping scans by sending the ICMP ECHO
requests to all the hosts on the network. If the host is live, then the host sends an ICMP ECHO
reply. This scan is useful for locating active devices or determining if ICMP is passing through a

firewall.

The following screenshot shows the sample output of a ping scan using Zenmap, the official

cross-platform GUI for the Nmap Security Scanner:

Zenmap
Scan Jools Profile Help
Target  192.168.168.5 v | Profile:  Ping scan \Y :Scan!  Cancel
Command: [nmap -sn 192.168.168.51
Hosts Services Nmap Output Ports/Hosts Topology Host Details Scans
0S < Host nmap -sn 192.168.168.5 v Details

IM 192.168.168.1
I 192.168.168.3

Sta-;;)ing Nmap 6.01 ( http://ntap.org ) at 2012-08-08

' 192.168.168.5 Nmap scan report for 192.168.168.5
Host is up (0.06s latency).
tM  192.168.168.13 MAC Address: (Dell)
. v Nmap done: 1 IP address (1 host up) scanned in 0.10
mmmeee —mmene e 1 seconds
Filter Hosts
FIGURE 3.3: Zenmap Showing Ping Scan Output
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J Ping sweep is used to determine the live hosts from arange of IP addresses by sending ICMP
ECHO requests to multiple hosts. If a host is live, it will return an ICMP ECHO reply

Exam 312-50 Certified Ethical Hacker

J Attackers calculate subnet masks using Subnet Mask Calculators to identify the number of
hosts present in the subnet

_| Attackers then use ping sweep to create an inventory of live systems in the subnet a a a

The ping sweep output using Nmap

Zenmap Ini,— I I

ICMP Echo Request

ol Nt ey

Tfgec  '9216a.16S1-S0 v Poofile oS Cane

Conmard ['ndy Pl PA21,239QJ389192.168.168 1-501
. . : ICMP Echo Request
Kjt bnre Ny Qutput Fort(/ HoUi [ Topalegy Hot! Deil' §eant
YR i) 1P PAL280KE 192168168140 0 S [0**
L IR ICMP Echo Reply ﬁﬁe
" Stithe Ko 01 ( ey o |t 2012 01 01 ﬂ
* TNl 168 100 :

1&1001E ]
* 1901661621
o Ll
Voot
y 1161617
» ULttt
it

repuit f Lig.l
(000 hitiey)

1 ‘ S rden-banian Congany)

Loreport for 192160 .

Y ICMP Echo Request > M I

s Sy

I

i - ICMP Echo Reply

Frobost N ICMP Echo Request

121183
http://nmap.org
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Ping Sweep

A ping sweep (also known as an ICMP sweep) is a basic network scanning technique
to determine which range of IP addresses map to live hosts (computers). While a single ping
tells the user whether one specified host computer exists on the network, a ping sweep consists
of ICMP ECHO requests sent to multiple hosts.

ICMP ECHO Reply

If a host is active, it returns an ICMP ECHO reply. Ping sweeps are among the oldest and slowest
methods to scan a network. This utility is distributed across almost all platforms, and acts like a

roll call for systems; a system that is live on the network answers the ping query that is sent by
another system.
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ICMP Echo Request
192.168.168.5

ICMP Echo Request

d

<
ICMP Echo Reply
192.168.168.6

>
ICMP Echo Request w

Source
192.168.168.3

192.168.168.7

< ICMP Echo

ICMP Echo Request
192.168.168.8

FIGURE 3.4: Ping Sweep Diagram
TCP/IP Packet

To understand ping, you should be able to understand the TCP/IP packet. When a system pings,
a single packet is sent across the network to a specific IP address. This packet contains 64 bytes,
i.e., 56 data bytes and 8 bytes of protocol header information. The sender then waits for a
return packet from the target system. A good return packet is expected only when the
connections are good and when the targeted system is active. Ping also determines the number
of hops that lie between the two computers and the round-trip time, i.e., the total time taken
by a packet for completing a trip. Ping can also be used for resolving host names. In this case, if
the packet bounces back when sent to the IP address, but not when sent to the name, then it is
an indication that the system is unable to resolve the name to the specific IP address.

Source: http://nmap.org

Using Nmap Security Scanner you can perform ping sweep. Ping sweep determines the IP
addresses of live hosts. This provides information about the live host IP addresses as well as
their MAC address. It allows you to scan multiple hosts at atime and determine active hosts on
the network. The following screenshot shows the result of a ping sweep using Zenmap, the
official cross-platform GUI for the Nmap Security Scanner:
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Zenmap

Scln  Joolt Erofik {jdp

Target 1RIBIBI1HD

"v] Proffe i Sen Cancd

Command |nmap -sn -PE +PA212380 338NN 1B 1B 15§

Hosts Sernces

OS « Host A
* 12181381
* 191631683
< 1PI1BIEB5
1P 16816313
1P 18816814
1P 16816815
* 191816817
fi 19161819
* 1R 18BIBH
* 121681688 v
Filter Hosts
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Nmap Output Ports/Hosts Topology Host Details Scans
nmap -sn +PE-PAZ1 23803330 1P 1688 168150 % Detalls

iéezjt_ing Mrap 6.01 ( http://nmap.org ) at 2012-08-08
Map scan report for 192 168 168.1

Host is up (0.00s latency).

*AC Address; - | (Hewlett-Packard Co«pany)
frrap scan report for 192 168.168.3

Host is up (0.00s latency).

*AC Addrmi ple)

Nnap scan report for 192 168 l68§

Host is up (0.0010s Iatency)

MAC Address; - (Dell)

Nnap scan report for 192. 168 168.13

Host is up (0.00s Iatency)

MAC Address: - (Foxconn)
N*ap scan report for 192. 168 168.14
Host is up (0.0020s latency). v

FIGURE 3.5: Zenmap showing ping sweep output
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Angry IP Scanner pings each IP address to check if SolarWinds Engineer Toolset's Ping Sweep enables
it's alive, then optionally resolves its hostname, scanning a range of IP addresses to identify which
determines the MAC address, scans ports, etc. IP addresses are in use and which ones are

currently free. It also performs reverse DNS lookup.

o IPRange  Angry IP Scanner "o ox
g JoeU Hip
*Rjre* 10011 to K.0U.S) [bPinje v *
MO*wme WANUQNBWRIRW f» Uetmiife v st M
ng Pem1iooc-1
©1:0:1 im I o
£100¢j cm WMMl “0US1
Qioau im X
ftioacj sl et In's)
Qu0885 4n IS IXQNBWOROM LIHMU
CHoatt h/et Ha In. 1
©100C7 m 1)
fhoacj Kl st 't
KH Infe|
K'st It In's!
CH et o
+10aa 71| ) !
Ch [Vl In's! Ine!
s Ly v net
#100£1" st Infe1
&1C0CU Kol . In'et
®Moatr il m In'q
Choatu el et Inet
fhoac.» Kl st 1" vl
g A ThO*ec”

Angry IP Scanner

http:/Aww.angryip.org
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Ping Sweep Tools

Determining live hosts on a target network is the first step in the process of hacking
or breaking into a network. This can be done using ping sweep tools. There are a number of
ping sweep tools readily available in the market using which you can perform ping sweeps
easily. These tools allow you to determine the live hosts by sending ICMP ECHO requests to
multiple hosts at a time. Angry IP Scanner and Solarwinds Engineer's Toolset are a few
commonly used ping sweep tools.

A ngry IP Scanner
Source: http://www.angryip.org

Angry IP Scanner is an IP scanner tool. This tool identifies all non-responsive addresses as dead
nodes, and resolves hostname details, and checks for open ports. The main feature of this tool
is multiple ports scanning, configuring scanning columns. Its main goal isto find the active hosts
in the network by scanning all the IP addresses as well as ports. It runs on Linux, Windows, Mac
OS X, etc. It can scan IP addresses ranging from 1.1.1.1 to 255.255.255.255.
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IP Range - Angry IP Scanner

Scan £0' Commands Favorites loots Help
IPRange | 10.00.1 | to | 10.0.0.50 | [IFRange v X
Hostname | WINLXQNSWRBRII  # IPI | Netmask rJ — C+Start i |
P Ping Hostname Ports [2000-.]
£€10.0.0.1 1ms [n'a] 80
010.0.0.2 Oms WINHVBSEL CRAICAL 80.135.1394...
@10.0.0.3 Ooms WindowsS 135,139,445,...
#10.0.0.4 [al |n/al [al
€>10.0.0.5 4ms WIN-LXQNBWRZROM 135,139,445,...
© 10006 [n/a] [n/a] [n/a] =
€)10.0.0.7 1ms [rva] 80.135
Cm0008 [l [/a] [va]
€>10.0.09 [n/a] [n/a] [n/a]
#10.0.0.10 [n/a] [n/a] 1"/a]
#10.0.0.11 [n/a] /)] [n/a]
# 100012 [n/a] Ini» [n/a]
#10.0.0.13 [/a] [/a] Tole[
# 1000M [n/a] [n/a] [n/a]
#10.0.0.15 627 ms [n/a] [n/a]
#10.0.0.16 [n/a] [n/a] [n/a]
# 100017 [al e |n/a]
#10.0.0.18 [n/a] In™*] [n/a]
#10.0.0.19 [n/a] In/a] [n/a] \Y
Ready Display: All Threads; 0 1 1
FIGURE 3.6: Angry IP Scanner Screenshot
S olarwinds Engineer’s Toolset

Source: http://www.solarwinds.com

The Solarwinds Engineer's Toolset is a collection of network engineer's tools. By using this

toolset you can scan a range of IP addresses and can identify the IP addresses that are in

use

currently and the IP addresses that are free. It also performs reverse DNS lookup.

Fing Sneep

EHe Edit Help
Starting IP Address 1192.168.1 £8 10 Al

Fnrimg IP AHrimtt (192 188 168 95(

fp Address Response Tme
192 IM IM 10 Request Tmed Out
192 166 166 11 Request Tmed Out
192 166 166 12 Request Tmed Out
192 166 166 13 " RequOSt Tmed Out
192 166 166 14 n 3 me

192 166 166 15

192 166 16816 i Reauest Tmed Out
192 166.166 17 # Reoues! Tmed Oat
192 166 166.16 Recues! Tmed Oul,
192 166 166 19 Request Tmed Oul
192 166 166 20 Request Tmed Out
192 166 166.21 Request Tmed Out
192 166 166.22 Request Tmed Out
192 166 166 23 Request Timed Out
192 166 166 24 » 131 Request Tmed Out
192 166 166 25 Request Tmed Out
192 166 166 26 2 ms

192 166 166.27 _ Vv Request Tmed Out
192 166 166.26 2 ms

192 166 166 29 N Request Tmed Oyt
192 166 166 30 3 me

192 166 166 31 3 ms

192 166 166 32 2 ms

<1 n

Scan Complied Scan DNS

| Sran F«

uoo

|[ATIPt Sran

DNS Lookup

nimh

t

90

FIGURE 3.7: Solarwinds Engineer's Toolset Screenshot
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(Cont'd)
Colasoft Ping Tool PacketTrap MSP
http://www . colasoft.com http://www.packettrap.com
" Visual Ping Tester - Standard f Ping Sweep
http://www .pingtester.net http://www.whatsupgold.com
Ping Scanner Pro Network Ping
http://www.digilextechnoiogies.com http://www.greenline-soft.com
Ultra Ping Pro Ping Monitor
http://ultraping.webs.com " http://www.niliand.com
PingInfoView Pinkie
S® http://lwww.nirsoft.net http://www.ipuptime.net
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ifSSS Ping Sweep Tools (Cont’'d)
ur -
In addition to Solarwinds Engineer's Toolset and Angry IP Scanner, there are many

other tools that feature ping sweep capabilities. For example:
9 Colasoft Ping Tool available at http://www.colasoft.com
9 Visual Ping Tester - Standarad available at http://www.pingtester.net
9 Ping Scanner Pro available at http://www.digilextechnologies.com
9 Ultra Ping Pro available at http://ultraping.webs.com
9 PingInfoView available at http://www.nirsoft.net
9 PacketTrap MSP available at http://www.packettrap.com
9 Ping Sweep available at http://www.whatsupgold.com
9 Network Ping available at http://www.greenline-soft.com
9 Ping Monitor available at http://www.niliand.com

9 Pinkie available at http://www.ipuptime.net
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*— 1 So far we discussed how to check for live systems. Open ports are the doorways for an

attacker to launch attacks on systems. Now we will discuss scanning for open ports.

Check for Live Systems Scan for Vulnerability
life  Check for Open Ports r  Draw Network Diagrams

Scanning Beyond IDS O,J_,S' Prepare Proxies

Banner Grabbing Scanning Pen Testing

This section covers the three-way handshake, scanning IPv6 networks, and various scanning
techniques such as FIN scan, SYN scan, and so on.
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TCP uses athree-way handshake to establish a connection between server and client

Three-way Handshake
Process

1. The Computer A (10.0.0.2) initiates
aconnection to the server (10.0.0.3)
via a packet with only the SYN flag
set

2. The server replies with a packet
with both the SYN and the ACK flag
set

3. Forthe final step, the client
responds back to the server with a
single ACK packet

4. If these three steps are completed
without complication, then a TCP
connection is established between
the client and the server

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Three-W ay Handshake

TCP is connection-oriented, which implies connection establishment is principal prior
to data transfer between applications. This connection is possible through the process of the
three-way handshake. The three-way handshake is implemented for establishing the
connection between protocols.

The three-way handshake process goes as follows:

9 To launch a TCP connection, the source (10.0.0.2:62000) sends a SYN packet to the
destination (10.0.0.3:21).

9 The destination, on receiving the SYN packet, i.e., sent by the source, responds by
sending a SYN/ACK packet back to the source.

9 This ACK packet confirms the arrival of the first SYN packet to the source.

9 In conclusion, the source sends an ACK packet for the ACK/SYN packet sent by the
destination.

9 This triggers an "OPEN" connection allowing communication between the source and
the destination, until either of them issues a "FIN" packet or a "RST" packet to close the
connection.
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The TCP protocol maintains stateful connections for all connection-oriented protocols across
the Internet, and works the same as an ordinary telephone communication, in which one picks
up atelephone receiver, hears a dial tone, and dials a number that triggers ringing at the other
end until a person picks up the receiver and says, "Hello."

Bill Three-way Handshake Sheela
10.0.0.2:62000 " .oorerrrrenn. L 10.0.0.3:21
LT Irve
Client Server

FGURE 3.8: Three-way Handshake Process

E stablishing a TCP Connection

As we previously discussed, a TCP connection is established based on the three-way
hand shake method. It is clear from the name of the connection method that the establishment
of the connection is accomplished in three main steps.

Source: http://support.microsoft.com/kb/172983

The following three frames will explain the establishment of a TCP connection between nodes
NTW3 and BDC3:

Frame 1:

In the first step, the client, NTW3, sends a SYN segment (TCP ...S.). This is a request to the
server to synchronize the sequence numbers. It specifies its Initial Sequence Number (ISN),
which is incremented by 1 and that is sent to the server. To initialize a connection, the client
and server must synchronize each other's sequence numbers. There is also an option for the
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Maximum Segment Size (MSS) to be set, which is defined by the length (len: 4), this option
communicates the maximum segment size the sender wants to receive. The Acknowledgement
field (ack: 0) is set to zero because this isthe first part of the three-way handshake.

1 2.0785 NIW3 --> BDC3 TCP _S., len: 4, seq: 8221822-8221825, ack: 0,

win: 8192, src: 1037 dst: 139 (NBT Session) NTW3-> BDC3 IP
TCP: ....S ., len: 4, seq: 8221822-8221825, ack: 0, win: 8192, src: 1037
dst: 139 (NBT Session)

TCP: Source Port = 0x040D

TCP: Destination Port = NETBIOS Session S
TCP: Sequence Number = 8221822 (0x7D747E)
TCP: Acknowledgement Number = 0 (0x0)
TCP: Data Offset = 24 (0x18)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x02 : ....S.
TCP: ..0 ........ =No urgent data
TCP: ...0.... =Acknowledgement field not significant
TCP: ....0 ... =No Push function
TCP: ......... 0.. = No Reset
TCP: 1. = Synchronize sequence numbers
TCP: i 0 = No Fin

TCP: Window = 8192 (0x2000)
TCP: Checksum = 0xF213

TCP: Urgent Pointer = 0 (0x0)
TCP: Options

TCP: Option Kind (Maximum Segment Size) = 2 (0x2)
TCP: Option Length = 4 (0x4)
TCP: Option Value = 1460 (0x5B4)

TCP: Frame Padding

00000: 02 60 8C 9E 18 8B 02 60 8C 3B 8 CIl 08 00 45 00 e " E.
00010: 00 2C OD 01 40 00 80 06 EI 4B 83 6B 02 D6 83 6B o ..0 K.k. ..k
00020: 02 D3 04 OD 00 8B 00 7D 74 7E 00 00 00 00 60 02  ......... t~ "

00030: 20 00 F2 13 00 00 02 04 05 B4 20 20
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Frame 2:

In the second step, the server, BDC3, sends an ACK and a SYN on this segment (TCP .A..S.). In
this segment the server is acknowledging the request of the client for synchronization. At the
same time, the server is also sending its request to the client for synchronization of its
sequence numbers. There is one major difference in this segment. The server transmits an
acknowledgement number (8221823) to the client. The acknowledgement is just proof to the
client that the ACK is specific to the SYN the client initiated. The process of acknowledging the
client's request allows the server to increment the client's sequence number by one and uses it
as its acknowledgement number.

2 2.0786 BDC3 —> NTW3 TCP .A..S., len: 4, seq: 1109645-1109648, ack:
8221823, win: 8760, src: 139 (NBT Session) dst: 1037 BDC3 --> NTW3 |IP

TCP: .A..S., len: 4, seq: 1109645-1109648, ack: 8221823, win: 8760,
src: 139 (NBT Session) dst: 1037
TCP: Source Port = NETBIOS Session Service

TCP: Destination Port = 0x040D

TCP: Sequence Number = 1109645 (OxIOEE8D)

TCP: Acknowledgement Number = 8221823 (0x7D747F)
TCP: Data Offset = 24 (0x18)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x12 : .A..S.

TCP: ..0 .......... = No urgent data

TCP: .1 = Acknowledgementfield significant
TCP: ....0... = No Push function

TCP: ......... 0.. = No Reset

TCP: 1.= Synchronize sequence numbers

TCP: i, 0= No Fin
TCP: Window = 8760 (0x2238)
TCP: Checksum = 0x012D
TCP: Urgent Pointer = 0 (0x0)
TCP: Options
TCP: Option Kind (Maximum Segment Size) = 2 (0x2)
TCP: Option Length = 4 (0x4)
TCP: Option Value = 1460 (0x5B4)
TCP: Frame Padding

00000 02 608C 3B 8 ClI 02 60 8C 9E 18 8B 08 00 45 0O .

00010 00 2C5B 00 40 00 80 06 93 4C 83 6B 02 D3 83 6B .,[.0 L.k...k
00020 02 D600 8B 04 OD 00 10 EE 8D 00 7D 74 7F 60 12 ...oiiiiiiiieeiiinen, bt
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00030: 22 38 01 2D 00 00 02 04 05 B4 20 20 8".-
Frame 3:

In the third step, the client sends an ACK on this segment (TCP .A....). In this segment, the client
is acknowledging the request from the server for synchronization. The client uses the same
algorithm the server implemented in providing an acknowledgement number. The client's
acknowledgment of the server's request for synchronization completes the process of
establishing a reliable connection, thus the three-way handshake.

3 2.787 NIW3 --> BDC3 TCP .A , len: 0, seq: 8221823-8221823, ack:
1109646, win: 8760, src: 1037 dst: 139 (NBT Session) NIW3 --> BDC3 Ip

TCP: A ...., len: 0, seq: 8221823-8221823, ack: 1109646, win: 8760,
src: 1037 dst: 139 (NBT Session)

TCP: Source Port = 0x040D

TCP: Destination Port = NETBIOS Session Service
TCP: Sequence Number = 8221823 (0x7D747F)

TCP: Acknowledgement Number = 1109646 (OxIOEES8E)
TCP: Data Offset = 20 (0x14)

TCP: Reserved = 0 (0x0000)

TCP: Flags = 0x10 : .A....

TCP: ..0....... = No urgent data

TCP: ...1.... = Acknowledgement field
TCP: ___ 0... = No Push function

TCP: ... 0.. = No Reset

TCP: ... 0. = No Synchronize

TCP: e 0 = No Fin

TCP: Window = 8760 (0x2238)
TCP: Checksum = OXxI8EA

TCP: Urgent Pointer = 0 (0x0)
TCP: Frame Padding

00000: 02 60 8C 9E 18 8B 02 60 8C 3B 85 CI 08 00 45 00 e C s E.
00010: 00 28 OE 01 40 00 80 06 EO 4F 83 6B 02 D6 83 6B . (..0 O.k. . .k
00020: 02 D3 04 OD 00 8B 00 7D 74 7F 00 10 EE 8E 50 10 ... | S P.
00030: 22 38 18 EA 00 00 20 20 20 20 20 20 "8
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Data contained in There will be no Resets a
the packet should more connection
be processed transmissions
immediately
URG FIN
(Urgent) (Finish)
MMM 1
PSH ACK > SYN
(Push) (Acknowledgement)A (Synchronize)
Sends all Acknowledges Initiates a
buffered data the receipt of a connection
immediately packet between hosts

Standard TCP communications are controlled by flags in the TCP packet header

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited

TCP Communication Flags

Standard TCP communications monitor the TCP packet header that holds the flags.
These flags govern the connection between hosts, and give instructions to the system. The
following are the TCP communication flags:

9 Synchronize alias "SYN": SYN notifies transmission of a new sequence number

9 Acknowledgement alias "ACK": ACK confirms receipt of transmission, and identifies
next expected sequence number

9 Push alias "PSH": System accepting requests and forwarding buffered data

9 Urgent alias "URG": Instructs data contained in packets to be processed as soon as
possible

Finish alias "FIN": Announces no more transmissions will be sent to remote system
Reset alias "RST": Resets a connection

SYN scanning mainly deals with three of the flags, namely, SYN, ACK, and RST. You can use
these three flags for gathering illegal information from servers during the enumeration process.
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offset Res TCP Flags Window
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< - 0-31 Bits

FIGURE 3.9: TCP Communication Flags
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-J Colasoft Packet Builder
enables creating custom
network packets to audit
networks for various
attacks

J Attackers can also use it
to create fragmented
packets to bypass
firewalls and IDS systems
inanetwork

"xpcr:r Add Inser.  Copy

- ¥*Packet Info:
Padrec ttacer;
—2 Backer Le=ath:
Captnred Length:
Delta Tine
Ed Ethernet Type I1
jyidfstiati” Mdress:
JUfSouic? Udm 9:

Colasoft Packet Builder

3ckte Move Up| Chedesum| Send ScndAll -
| PacketNo. | = A
000004
64
0
0.100000 Second

[0/14]
00:00:00:00:00:00  [0/6]
00:00:00:00:00:00  [6/6]

Protocol: 0x0800 (Inter:
E-J 1?7 - Internet Protocol [14/20]
I "Version 0 4 [U/1] OFO
i =0 Mele: length s <0 Bytes) [1<
g>-0 Differentiated Services Field 0000 caco  [15/1! OFF
iio S«rvic«t Cod*peint 0000 00.. [18/1] OKC
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PHuEdfco! Total 6 bytet

http://Amww. colasoft.com
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Create Custom Packets using TCP Flags

Source: http://www.colasoft.com

Colasoft Packet Builder is a tool that allows you to create custom network packets and also
allows you to check the network against various attacks. It allows you to select a TCP packet
from the provided templates, and change the parameters in the decoder editor, hexadecimal
editor, or ASCIlI editor to create a packet. In addition to building packets, Colasoft Packet
Builder also supports saving packets to packet files and sending packets to the network.

Module 03 Page 287

Ethical Hacking and Countermeasures Copyright © by EC-COI1nCil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.colasoft.com

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

Colasoft Packet Builder

File Edit Send Help

il © * | x 4
Import Exportw Add Insert Copy Pas- Delete Move Send Send All 'WwWEI&B rS B
Decode Editor FHJHN) 4
|nf0: No. Delta Time Source
A Packet Number: | 0.100000  00:00:00:00:1
<3*Packet Length 2 0.100000 0.0.0.0
"~ Captured Length i3] 3 0.100000 0.0.0.0:0
HH Delta Time 0100000 Seoordd 0.100000  0.0.0.0:0
€ BEthemet Type |1 [0/14]
Destination Address: mm(ﬂm’mm (y6
Source Address wmmmwm a
Protocol: O(HD (Intern
o =OIP - Internet Protocol [14/20]
j—& Version [14/1] OxFO
e Header Length (20 Bytea) (14
E3"@ D ifferentiated Services Field [15/1] OXFF
| _~© D ifferentiated Services Codepoint [15/1] OxFC
O Transport Protocol w ill ignore the CE b it (lgnore) [15/1]

~~© Congestion No Congestion
g

<L

b6 Hex Editor Total | 60 bytes

i S

\

>

FIGURE 3.10: Colasoft Packet Builder Screenshot
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IPv6 increases the IP address size from 32 bits to 128 bits, to support more levels of
addressing hierarchy

Traditional network scanning techniques will be computationally less feasible due to larger
search space (64 bits of host address space or 2s4 addresses) provided by IPv6 in a subnet

Scanning in IPv6 network is more difficult and complex than the IPv4 and also major
scanning tools such as Nmap do not support ping sweeps on IPv6 networks

Attackers need to harvest IPv6 addresses from network traffic, recorded logs or Received
from: and other header lines in archived email or Usenet news messages

can compromise one host in the subnet; attacker can probe the "all hosts" link local
multicast address

I Scanning IPv6 network, however, offers a large number of hosts in a subnet if an attacker

Copyright © by EC-CIUIICIl. All Rights Reserved. Reproduction is Strictly Prohibited.

Scanning IPv6 Network

IPv6 increases the size of IP address space from 32 bits to 128 bits to support more
levels of addressing hierarchy. Traditional network scanning techniques will be computationally
less feasible due to larger search space (64 bits of host address space or 264 addresses)
provided by IPv6 in a subnet. Scanning an IPv6 network is more difficult and complex than IPv4
and also major scanning tools such as Nmap do not support ping sweeps on IPv6 networks.
Attackers need to harvest IPv6 addresses from network traffic, recorded logs, or Received from:
and other header lines in archived email or Usenet news messages to identify IPv6 addresses
for subsequent port scanning. Scanning IPv6 network, however, offers a large number of hosts
in a subnet; if an attacker can compromise one host in the subnet he can probe the "all hosts"
link local multicast address.
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J Network administrators can use Nmap for network inventory, managing service upgrade schedules, and
monitoring host or service uptime

J Attacker uses Nmap to extract information such as live hosts on the network, services (application name
and version), type of packet filters/firewalls, operating systems and OS versions

http://Inmap.org

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Scanning Tool: Nmap

Source: http://nmap.org

Nmap is a security scanner for network exploration and hacking. It allows you to discover hosts
and services on a computer network, thus creating a "map" of the network. It sends specially
crafted packets to the target host and then analyzes the responses to accomplish its goal.
Either a network administrator or an attacker can use this tool for their particular needs.
Network administrators can use Nmap for network inventory, managing service upgrade
schedules, and monitoring host or service uptime. Attackers use Nmap to extract information
such as live hosts on the network, services (application name and version), type of packet
filters/firewalls, operating systems, and OS versions.
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J Command line packet crafter for the TCP/IP protocol
J Tool for security auditing and testing firewall and networks

J Runs on both Windows and Linux operating systems

http://www.hping.org

502 el bbb Aset, o heechs +0 cita by
ip10,002 =128 i 0 flagsR sfOW
482 =128 & id2Es spoteciegsR syl w
ip; 6?12 =128 G ick087 St 8flagsR lef2 w

len-40 ip-10.0.0.2 ttl-128 OF id-26088 sport-80 flogs-R scqg-3 w
1n=0 rtt=8.9 ms
len=40 ip=107L0.2 ttI=128 DF id-26689 5porjt=8e ftcgsfR seq-4 w
!en84) 1A0=100.8*?m=128 IF 1d=26090 sport&) flags=R seq=5 J

n. t-0. .

b ip=10032 =128 G ick 8L St flags-R sy W
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i 10002 t-128 GFick28088 5t eD flegs Re8w

ACK Scanning on port 80
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Hping2/Hping3
Source: http://www.hping.org

HPing2/HPing3 is a command-line-oriented TCP/IP packet assembler/analyzer that sends ICMP
echo requests and supports TCP, UDP, ICMP, and raw-IP protocols. It has Traceroute mode, and
enables you to send files between covert channels. It has the ability to send custom TCP/IP
packets and display target replies like a ping program does with ICMP replies. It handles
fragmentation, arbitrary packets' body and size, and can be used in order to transfer
encapsulated files under supported protocols. It supports idle host scanning. IP spoofing and
network/host scanning can be used to perform an anonymous probe for services.

An attacker studies the behavior of an idle host to gain information about the target such as the
services that the host offers, the ports supporting the services, and the operating system of the
target. This type of scan is a predecessor to either heavier probing or outright attacks.

Features:
The following are some of the features of HPing2/HPing3:
9 Determines whether the host is up even when the host blocks ICMP packets

e Advanced port scanning and test net performance using different protocols, packet
sizes, TOS, and fragmentation
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9 Manual path MTU discovery
9 Firewalk-like usage allows discovery of open ports behind firewalls
9 Remote OSfingerprinting
9 TCP/IP stack auditing
ICMP Scanning

A ping sweep or Internet Control Message Protocol (ICMP) scanning is a process of sending an
ICMP request or ping to all hosts on the network to determine which one is up.

This protocol is used by operating system, router, switch, internet-protocol-based devices via
the ping command to Echo request and Echo response as a connectivity tester between
different hosts.

The following screenshot shows ICMP scanning using the Hping3 tool:

v x root@bt: ~
File Edit View Terminal Help

root@ bt:~# hping3 -1 10.0.0.2

HPING 10.0.0.2 (ethl 10.0.0.2): icmp mode set, 28 headers + 0 d
len=28 ip=10.0.0.2 ttl= 128 id=25908 icmp_seq=0 rtt=2.2 ns
len=28 ip=10.0.0.2 ttl= 128 id=25909 icmp_seq=Il rtt=1.0 ns
len=28 ip=10.0.0.2 ttl= 128 id=25910 icmp_seq=2 rtt=1.7 s
len=28 ip=10.0.0.2 ttl= 128 id=25911 icmp_seqg=3 rtt=0.5 ns
len=28 ip=10.0.0.2 ttl= 128 id=2591% icmpseqg=4 rtt=0.4ns
len=28 ip=10.0 .0.2 ttl= 128 id=25913icmp seq=5rtt=1.1 nms
len=28 ip=10.0.0.2 ttl= 128 id=25914icmp seq=6rtt=0.9 s
len=28 ip=10.0 .0.2 ttl= 128 id=25915icmp seq=7rtt=1.1 s
len=28 ip=10.0.0.2 ttl= 128 id=25916icmp seq=8rtt=0.9 ns
len=28 ip=10.0 .0.2 ttl= 128 id=25917icmp seq=9rtt=1.1 ns
len=28 ip=10.0 .0.~>ttl= 128 id=25918 icmp seq=10 rtt=0.8 ns
len=28 ip=10.0 .0.2 ttl= 128 id=25919 icmp_seq=Il rtt=1.2 ns
len=28 ip=10.0.0.2 ttl= 128 id=25920 icmp seq=12 rtt=0.7 s
len=28 ip=10.0.0.2 ttl= 128 id=25921 icmp seq=13rtt=0.8 ns
len=28 ip=10.0.0.2 ttl= 128 id=25922 icmp seqg=14rtt=0.7 s
len=28 ip=10.0.0.2 ttl= 128 id=25923 icmp seq=15rtt=0.7 ns
len=28 ip=10.0.0.2 ttl= 128 id=25924 icmp seq=16rtt=0.8 s
len=28 ip=10.0 .0.2 ttl= 128 id=25925icmp seq=17 rtt=1.0 s

FIGURE 3.12: Hping3 tool showing ICMO scanning output
ACK Scanning on Port 80
You can use this scan technique to probe for the existence of a firewall and its rule sets. Simple

packet filtering will allow you to establish connection (packets with the ACK bit set), whereas a
sophisticated stateful firewall will not allow you to establish a connection.

The following screenshot shows ACK scanning on port 80 using the Hping3 tool:
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File Edit View Terminal Help
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£oo0t@bt:~# hping3 -A 10.0.0.2 +p 80

HPING 10.0.0.2 (ethl 10.0.0.2): A set, 40 headers + 0 data byte
s

len=40 ip=10.0.0.2 ttlI=128 DF id=26085 sparJt-80 flags=R seq=0 w
in=0 rtt=1.3 ms

len=40 ip=10.0.0.2 ttlI=128 DF id=26086 sport=80 flags=R seq=l w
in=0 rtt=0.8 ms Lt

len=40 ip=10.0.0.2 ttlI=128 DF id=26087 sport=89 flags=R seq=2 w
in=0 rtt=1.0 ms

len=40 ip=10.0.0.2 ttlI=128 DF id=26088 sport=80 “lags=R seq=3 w
in=0 rtt=0.9 ms

len=40 ip=10J0.0.2 ttI=128 DF id=26089 sport=80 flags=R seq=4 w
in=0 r,tt=p.9 ros — ~"m]j I oJm N fj

len=40 ip=10.0.0.2 ttI=128 DF id=26090 sport=80 flags=R seq=5w
in=0 rtt=0.5 ms

len=40 ip=10.0.0.2 ttlI=128 DF id=26091 sport=80 flags=R seq=6 w
in=0 rtt=0.7 ms

len=40 ip=10.0.0.2 ttlI=128 DF id=26092 sport=80 flags=R seq=7 w
in=0 rtt=0.8 ns

len=40 ip=10.0.0.2 ttlI=128 DF id=26093 sport=80 flags=R seq=8 v
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FIGURE 3.13: Hping3 tool showing ACK scanning output
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UrtifM  ItkKJl Nnim

ICMP Ping SYN scan on port 50-60
hping3 -1 10.0.0.25 hping3 -8 50-56 -S 10.0.0.25 -V
ACK scan on port 80 FIN, PUSH and URG scan on port 80
hptng3 -A 10.0.0.25 -p 80 hping3 -F -p -U 10.0.0.25 -p 80
UDP scan on port 80 Scan entire subnet for live host

. hping3 -1 10.0.1.x — rand-dest
hping3 -2 10.0.0.25 -p 80 _'i

. . Intercept all traffic containing HTTP
Collecting Initial Sequence Number P 9

signature
hping3 192.168.1.103 -Q -p 139 hping3 -9 HTTP -1 ethO
Firewalls and Time Stamps SYN flooding a victim
hping3 -S 72.14.207.99 -p 80 — hping3 -S 192.168.1.1 -a
tcp “timestam p 192.168.1.254 -p 22 —flood

Copyright © by EC-CMICIl. All Rights Reserved. Reproduction is Strictly Prohibited.

Hping Commands

The following table lists various scanning methods and respective Hping commands:

Scan Commands
ICIVP ping hping3 -1 10.0.0.25
ACK scan on port 80 hping3 -A 10.0.0.25 -p 80
UDP scan on port 80 hping3 -2 10.0.0.25 -p 80

Collecting initial sequence number ~ hping3 192.168.1.103 -Q -p 139 -s
hping3 -S 72.14.207.99 -p 80 --tcp-

Firewalls and time stamps timestamp
SYN scan on port 50-60 hping3 -8 50-56 -S 10.0.0.25 -V
FIN, PUSH and URG scan on port 80  hping3 -F -p -U 10.0.0.25 -p 80
Scan entire subnet for live host hping3 -1 10.0.1.x --rand-dest -1 ethO
I_ntercept all traffic containing HTTP hping3 & HTTP -1 ethO
signature
SYN flooding a victim Ijglgg3“-fslo%9d2.168.l.1 -a 192.168.1.254
TABLE 3.1: Hping Commands Table
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TCP Connect/ Full Open Scan

Stealth Scans

IDLE Scan

ICMP Echo Scanning/List Scan
SYN/FIN Scanning Using IP Fragments
UDP Scanning

Inverse TCP Flag Scanning

mmco —Z2TOm-H

ACK Flag Scanning

Copyright © by EG-GIOOCIl. All Rights Reserved. Reproduction is Strictly Prohibited.

Scanning Techniques

Scanning is the process of gathering information about the systems that are alive and
responding on the network.

The port scanning techniques are designed to identify the open ports on a targeted server or
host. This is often used by administrators to verify security policies of their networks and by
attackers to identify running services on a host with the intent of compromising it.

Different types of scanning techniques employed include:

TCP Connect / Full Open Scan

© Stealth Scans: SYN Scan (Half-open Scan); XMAS Scan, FIN Scan, NULL Scan
© IDLE Scan
© ICMP Echo Scanning/List Scan
© SYN/FIN Scanning Using IP Fragments
© UDP Scanning
© Inverse TCP Flag Scanning
© ACK Flag Scanning
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The following is the list of important reserved ports:

Name
echo
echo
discard
discard
systat
daytime
daytime
netstat
gotd
chargen
chargen
ftp-data
ftp
ssh
telnet
smtp
time
time
rip
nicname
domain
domain
sql*net
sql*net
bootps
bootps

bootpc
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Port/Protocol
7ltcp
7/udp
9/tcp
9/udp
11l/tcp
13/tcp
13/udp
15/tcp
17/tcp
19/tcp
19/udp
20/tcp
21/tcp
22/tcp
23/tcp
25/tcp
37/tcp
37/udp
39/udp
43/tcp
53/tcp
53/udp
66/tcp
66/udp
67/tcp
67/udp

68/tcp

Description

sink null
sink null

Users

Quote
ttytst source
ttytst source

ftp data transfer
ftp command

Secure Shell

Mail
Timeserver
Timeserver

resource location
who is
domain name server
domain name server
Oracle SQL*net
Oracle SQL*net
bootp server
bootp server

bootp client
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bootpc
tftp
tftp
gopher
finger
www -http
www -http
kerberos
kerberos
P°P2
Pop3
sunrpc
sunrpc
auth/ident
auth
audionews
audionews
nntp
nntp
ntp
Name
ntp
netbios-ns
netbios-ns
netbios-dgm
netbios-dgm
netbios-ssn
netbios-ssn

imap
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68/udp
69/tcp
69/udp
70/tcp
79/tcp
80/tcp
80/udp
88/tcp
88/udp
109/tcp
110/tcp
111/tcp
111/udp
113/tcp
113/udp
114/tcp
114/udp
119/tcp
119/udp
123/tcp
Port/Protocol
123/udp
137/tcp
137/udp
138/tcp
138/udp
139/tcp
139/udp

143/tcp

Exam 312-50 Certified Ethical Hacker

bootp client
Trivial File Transfer
Trivial File Transfer
gopher server
Finger
WWW
WWW
Kerberos
Kerberos
PostOffice V.2
PostOffice V.3
RPC 4.0 portmapper
RPC 4.0 portmapper
Authentication Service
Authentication Service
Audio News Multicast
Audio News Multicast
Usenet Network News Transfer
Usenet Network News Transfer
Network Time Protocol
Description
Network Time Protocol
NETBIOS Name Service
NETBIOS Name Service
NETBIOS Datagram Service
NETBIOS Datagram Service
NETBIOS Session Service
NETBIOS Session Service

Internet Message Access Protocol
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imap
sql-net
sql-net
sqlsrv
sqlsrv
snmp
snmp
snmp-trap
snmp-trap
cmip-man
cmip-man
cmip-agent
cmip-agent
ire
ire
at-rtm p
at-rtmp
at-nbp
at-nbp
at-3
at-3
at-echo
at-echo
at-5
at-5
at-zis
at-zis

at-7
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143/udp
150/tcp
150/udp
156/tcp
156/udp
161/tcp
161/udp
162/tcp
162/udp
163/tcp
163/udp
164/tcp
164/udp
194/tcp
194/udp
201/tcp
201/udp
202/tcp
202/udp
203/tcp
203/udp
204/tcp
204/udp
205/tcp
205/udp
206/tcp
206/udp

207/tcp

Exam 312-50 Certified Ethical Hacker

Internet Message Access Protocol
SQL-NET
SQL-NET
SQL Service

SQL Service

CMIP/TCP Manager
CMIP
CMIP/TCP Agent
CMIP
Internet Relay Chat
Internet Relay Chat
AppleTalk Routing Maintenance
AppleTalk Routing Maintenance
AppleTalk Name Binding
AppleTalk Name Binding
AppleTalk
AppleTalk
AppleTalk Echo
AppleTalk Echo
AppleTalk
AppleTalk
AppleTalk Zone Information
AppleTalk Zone Information

AppleTalk
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at-7 207/udp AppleTalk
at-8 208/tcp AppleTalk
at-8 208/udp AppleTalk
ipx 213/tcp
ip X 213/udp
imap3 220/tcp Interactive Mail Access Protocol v3
imap3 220/udp Interactive Mail Access Protocol v3
aurp 387/tcp AppleTalk Update-Based Routing
aurp 387/udp AppleTalk Update-Based Routing
netware-ip 396/tcp Novell Netware over IP
netware-ip 396/udp Novell Netware over IP
Name Port/Protocol Description
rmt 411/tcp Remote mt
rmt 411/udp Remote mt
54erberos54-ds 445/tcp
54erberos54-ds 445/udp
isakmp 500/udp ISAKMP/IKE
fcp 510/tcp First Class Server
exec 512/tcp BSD rexecd(8)
com sat/biff 512/udp used by mail system to notify users
login 513/tcp BSD rlogind(8)
who 513/udp whod BSD rwhod(8)
shell 514/tcp cmd BSD rshd(8)
syslog 514/udp BSD syslogd(8)
printer 515/tcp spooler BSD Ipd(8)
printer 515/udp Printer Spooler
talk 517/tcp BSD talkd(8)
ta lk 517/udp Talk
ntalk 518/udp New Talk (ntalk)
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ntalk

netnews

uucp

uucp

klogin

klogin

kshell

kshell

ekshell

pcserver

mount

pcnfs

bwnfs

fle xIm

fle xIm

56erberos-adm

56erberos-adm

kerberos

kerberos

56erberos mas
ter

56erberos mas
ter

krb_prop
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518/udp

532/tcp

540/tcp

540/udp

543/tcp

543/udp

544/tcp

544/udp

545/tcp

600/tcp

635/udp

640/udp

650/udp

744/tcp

744/udp

749/tcp

749/udp

750/tcp

750/udp

751/udp

751/tcp

754/tcp

Exam 312-50 Certified Ethical Hacker

SunOS talkd(8)

Readnews
uucpd BSD uucpd(8)
uucpd BSD uucpd(8)

Kerberos Login
Kerberos Login
Kerberos Shell

Kerberos Shell

krcmd Kerberos encrypted
remote shell -kfall

ECD Integrated PC board srvr
NFS Mount Service
PC-NFS DOS Authentication
BW-NFS DOS Authentication
Flexible License Manager
Flexible License Manager
Kerberos Administration
Kerberos Administration
kdc Kerberos authentication—tcp

Kerberos

Kerberos authentication

Kerberos authentication

Kerberos slave propagation
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999/udp Applixware
socks 1080/tcp
socks 1080/udp
kpop 1109/tcp Pop with Kerberos
ms-sql-s 1433/tcp Microsoft SQL Server
ms-sql-s 1433/udp Microsoft SQL Server
ms-sqgl-m 1434/tcp Microsoft SQL Monitor
ms-sqgl-m 1434/udp Microsoft SQL Monitor
Name Port/Protocol Description
pptp 1723/tcp Pptp
pptp 1723/udp Pptp
nfs 2049/tcp Network File System
nfs 2049/udp Network File System
eklogin 2105/tcp Kerberos encrypted rlogin
rkin it 2108/tcp Kerberos remote Kinit
kx 2111/tcp X over Kerberos
kauth 2120/tcp Remote kauth
lyskom 4894/tcp LysKkOM (conference system)
sip 5060/tcp Session Initiation Protocol
sip 5060/udp Session Initiation Protocol
x 11 6000-6063/tcp X Window System
X Il 6000-6063/udp X Window System
ire 6667/tcp Internet Relay Chat
afs 7000-7009/udp
afs 7000-7009/udp

TABLE 3.2: Reserved Ports Table
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J TCP Connectscan detects when a portis open by completing the three-way handshake
J TCP Connectscan establishes a full connection and tears it down by sending a RST

packet

Scan result when a port is open *

)SYN Packet + Port (n
m
SYN/ACK Packet...

Attacker Target

Scan result when a port is closed

A SVN Packet +Port Jn). ~

* o

Attacker Target
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TCP Connect/ FullOpen Scan
Source: http://www.insecure.org

TCP Connect / Full Open Scan is one of the most reliable forms of TCP scanning. The TCP
connect() system call provided by an OS is used to open a connection to every interesting port
on the machine. If the port is listening, connect() will succeed; otherwise, the port isn't
reachable.

m TCP Three-way Handshake

In the TCP three-way handshake, the client sends a SYN flag, which is acknowledged
by a SYN+ACK flag by the server which, in turn, is acknowledged by the client with an ACK flag
to complete the connection. You can establish a connection from both ends, and terminate
from both ends individually.

V anilla S canning

In vanilla scanning, once the handshake is completed, the client ends the connection.
If the connection is not established, then the scanned machine will be DoS'd, which allows you
to make a new socket to be created/called. This confirms you with an open port to be scanned
for arunning service. The process will continue until the maximum port threshold is reached.
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If the port is closed the server responds with an RST+ACK flag (RST stands for "Reset the
connection"), whereas the client responds with a RST flag and here ends the connection. This is
created by a TCP connect () system call and will be identified instantaneously if the port is

opened or closed.

Making separate connects() call for every targeted port in a linear fashion would take a long
time over a slow connection. The attacker can accelerate the scan by using many sockets in
parallel. Using non-blocking, I/O allows the attacker to set a low time-out period and watch all

the sockets simultaneously.

uisdavditiages

The drawback of this type of scan is easily detectable and filterable. The logs in the
target system will disclose the connection.

The Output
Initiating Connect () Scan against (172.17.1.23)
Adding open port 19/tcp
Adding open port 21/tcp
Adding open port 13/tcp
SYN Packet + Port (n)

SYN/ ACK Packet
ACK + RST

Attacker Target

FIGURE 3.14: Scan results when a port is open
RST

Attacker arget

FIGURE 3.15: Scan results when a port is closed
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Zenmap
Ttrgct  nmap 192.163.168.9 ~vj Profile

Commjnd * +sT svnmip 192-168.168.5

HﬂS StrvKtt Nmip Output RNHHS w Mﬂ]«h &S

I-ﬁ * *sTevnmjp 192.168.168.5
192.168.168.5 - ! i' )am@nm d.l.l_
o)
foaic s i
I Q0 dged
N ¢ 1]
siEapetia 1]
s 0]
o (v
QLRI R S 12 (0Dtotal porty)

T

E AR o0, NE IR i s

S

FIGURE 3.16: Zenmap Screenshot
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Attackers use stealth scanning techniques to bypass

firewall rules, logging mechanism, and hide
themselves as usual network traffic

Stealth Scan Process
The client sends a single SYN packet to the server

on the appropriate port

If the port is open then the server responds with
a SYN/ACK packet

If the server responds with an RST packet, then
the remote portis in the "closed" state

® ® ©® 0

before a connection can ever be established

I ] UrtifWef — ttkujl IUdkvi

The client sends the RST packet to close the initiation

Exam 312-50 Certified Ethical Hacker

EH

SYN (Port 80)
SYN +ACK a

NST i,

Bill Sheela
10.0.0.2:2342 10.0.0.3:80
Port is open

(ft WNI[P"rISn| —
r O
Bill Sheela
10.0.0.2:2342 10.0.0.3:80

Port is closed
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Stealth Scan (Half-Open Scan)

Stealth scan sends a single frame to a TCP port without any TCP handshaking or
additional packet transfers. This is a scan type that sends a single frame with the expectation of
a single response. The half-open scan partially opens a connection, but stops halfway through.

This is also known as a SYN scan because it only sends the SYN packet. This stops the service
from ever being notified of the incoming connection. TCP SYN scans or half-open scanning is a

stealth method of port scanning.

The three-way handshake methodology is also implemented by the stealth scan. The difference is
that in the last stage, remote ports are identified by examining the packets entering the

interface and terminating the connection before a new initialization was triggered.

The process preludes the following:

9 To start initialization, the client forwards a single "SYN" packet to the destination server

on the corresponding port.

9 The server actually initiates the stealth scanning process, depending on the response

sent.

9 If the server forwards a "SYN/ACK" response packet, then the port is supposed to be in

an "OPEN" state.

Module 03 Page 306

Ethical Hacking and Countermeasures Copyright © by EC-COI1nCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

If the response is forwarded with an "RST" packet, then the port is supposed to be in a

"CLOSED" state.

SYN(Port 80)

Bill Sheela
10.0.0.2:2342 10.0.0.3:80

Port is open

FIGURE 3.16: Stealth Scan when Port is Open

N\

1| *
Bill Sheela
10.0.0.2:2342 10.0.0.3:80

Portis closed

FIGURE 3.17: Stealth Scan when Port is Closed
Zenmap Tool

Zenmap is the official graphical user interface (GUI) for the Nmap Security Scanner. Using this
tool you can save the frequently used scans as profiles to make them easy to run recurrently. It
contains a command creator that allows you to interact and create Nmap command lines. You
can save the Scan results and view them in the future and they can be compared with another
scan report to locate differences. The results of the recent scans can be stored in a searchable
database.

The advantages of Zenmap are as follows:
9 Interactive and graphical results viewing
9 Comparison
e Convenience
Q Repeatability

Q Discoverability
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cr Zenmap Is

Scin look profile Help
nmap 192.168.168.5 Profile ,Scan Cancel

Command * -sT -vnmap 192.168.168.5

Hosts Services Nmap Output Ports/ Hosts Topology Host Details Scans
0S w Host 4+ 5T -vnmap 192.168.168.5 *| 1 Details

* 192.168.168.5
Starting Nmap 6.01 ( http://nMp.org ) at 2012-0810 12:04 d Tii
Initiating ARP Ping Scan at 12:04
Scanning 192.168.168.S [1 port]
Completed ARP Ping Scan at 12:04, 0.68s elapsed (1 total hosts)
Initiating Parallel ONS resolution of 1 host, at 12:04
Completed Parallel DNS resolution of 1 host, at 12:04, 0.02s elapsed
Initiating Connect Scan at 12:04
Scanning 192.168.168.S [1000 ports)
Discovered open port 80/tcp on 192.168.168.S
Discovered open port 993/tcp on 192.168.168.S
Discovered open port 8080/tcp on 192.168.168.S
Discovered open port 2%/tcp on 192.168.168.S
Discovered open port 139/tCp on 192.168.168.5
Discovered open port 8888/tcp on 192.168.168.5
Coaipleted Connect Scan at 12:04, 40.63s elapsed (1000 total ports)
N*ap scan report for 192.168.168.S
failed to resolve given hostnaae/IP: n«ap. Note that you can"t use ,/mask”
ANO *1-4,7,100-" style IP ranges. If the Machine only has an IPv6 address,
add the Neap <6 flag to scan that.
Host is up (0.000S7S latency).
>gt *towtn; 980 filtered ports
PORT STATE SERVICE
2S/tcp open satp
80/tcp open http
110/tcp open pop3
119/tcp open nntp
135/tcp ooen msrpc
8081/tcp open blackice-icecap
8088/tcp open radan-http
8888/tcp open sun-answerbook
* 0 ¢ <« (DelD)

Rtad tfiH filet frw; c:\Program Files (x86)\N*ap
H*ap done: 1 IP address (1 host up) scanned in 43.08 seconds
Rax packets sent: 1 (288) | Rcvd: 1 (288)

Flter Hosts

HGURE 3.18: Zenmap Showing Scanning Results
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Xmas Scan c EI

UftNM  ftb.ul H.foM

(0] FIN, URG, PUSH FIN, URG, PUSH 1
m u ... 1
No Response
Attacker Server Attacker Server
- 10.0.0.8:23 100-06 ) 10.0.0.8:23
Port is open Port is closed

J In Xmas scan, attackers send a TCP frame to a
remote device with URG, ACK, RST, SYN, PSH, and
FIN flags set

J FIN scan only with OS TCP/IP developed according
to RFC 793

J 1twill not work against any current version of
Microsoft Windows
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X mas Scan

------------ Xmas Scan is a port scan technique with ACK, RST, SYN, URG, PSH, and FIN flags set to
send a TCP frame to aremote device. If the target port is closed, then you will receive a remote
system reply with a RST. You can use this port scan technique to scan large networks and find
which host is up and what services it is offering. It is a technique to describe all TCP flag sets.
When all flags are set, some systems hang; so the flags most often set are the nonsense pattern

URG-PSH-FIN. This scan only works when systems are compliant with RFC 793.

BSD Networking Code

This method is based on BSD networking code; you can use this only for UNIX hosts
and it does not support Windows NT. If this scan is directed at any Microsoft system, it shows
all the ports on the host are opened.

Transm itting Packets

You can initialize all the flags when transmitting the packet to a remote host. If the
target system accepts packet and does not send any response, the port is open. If the target

system sends RST flag, the port is closed.
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Advantage:
It avoids the IDS and TCP three-way handshake.
Disadvantage:

It works on the UNIX platform only.

FIN, URG, PUSH

No Response

Attacker Server

10.0.0.6 10.0.0.8:23
Port is open

HGURE 3.19: Xmas Scan when Port is Open

FIN, URG, PUSH

RST

Attacker Server
10.0.0.6 10.0.0.8:23

Port is closed
AGURE 3.20: Xmas Scan when Port is Closed

Zenmap is the official graphical user interface (GUI) for the Nmap Security Scanner. Using this
tool you can save the frequently used scans as profiles to make them easy to run recurrently.

Zenmap

Sen 100lt Profile  Help
Target: nmap 192.165.168.} X Vv Start
command:  eixvr

Hotts Services Nmip Output Pcm/Hosts Topology Host Ottals S<ans
OS v Host «-sX-v nmap 152.165.168.3 Details
W 1s2.1631685

© 1op1681683 g::r;g:rgé Vi}l?p 6.01 ( ' *t 2612 08 10 12:39

Initiating Ping Scan at 12:39

Scanning 192.168.168.3 [1 port]
Completed ARP Ping Scan at 12:39, 0.07s elapsed (1 total hosts)
Initiating Parallel DNS resolution O 1 host, at 12:39
Completed Parallel DNS resolution o* 1 host, at 12:39, 9.02s elapsed
Initiating XWAS Scan at 12:3%
Scanning 192.168.1*8.3 [10C® po«*ts]
Increasing cnd delay *or 192.168.168.3 flMo to s du* to 108 out of
358 dropped probes since last increase
Completed XMAS Scan at 12;39, 9.75s elapsed (1900 total ports)
Nra> scan report TOF 197.1%3.168.3
Failed 40 resolve given hostraee/IPr niwp, Note that you can't use */
w»2e AHO *1-4,7,180++ style IP ranges. || the mwchine only ha? an
IPv6 address. add the Mnap -6 flag to scan that.
Host is up (0.000023s latercy).
Not shovn; 997 clojed ports
STAT SEUVICE
22/tep ooerlfiltered ss*
88/tcp oper|filte ed kerbercs-se:

mﬂ.ﬂjrmlte “ed afp

Rottd tifitfl flip frwi C:\Program *lies <x!6)\taao
1P adlrest (1 host up) scanned in 12.19 seconds
Rat. paccets sent: 1353 <S4.188'8) | Revd: 998 (39.908K8)

FIGURE 3.21: Zenmap Showing Xmas Scan Result
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Scan

J InHNscan, attackers send a TCP frame to a remote host with only FIN flags set
J  HANSscan only with OS TCP/IP developed according to RFC 793 Jo o*

J Itwill not work against any current version of Microsoft Windows

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

£ 9> FIN Scan

------------ FIN Scan is atype of port scan. The client sends a FIN packet to the target port, and if
the service is not running or if the port is closed it replies to you with the probe packet with an
RST.

FIN

No Response

Attacker

10.0.0.6 10.0.0.8:23
Port is open

HGURE 3.22: AN Scan when Port is Open
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Attacker

10.0.0.6
Port is closed

FIGURE 3.23: AN Scan when Port is Closed

Zenmap "EH
Scan Joels grofik fcjdp
Target nmap 192.168.168.3 [Scan:  cancel
Command:  » i-v nmap 192.168.168.3
Hosts Nmap Output Ports/ Hosts Topo*og> Host Details Scans
0S * Host « .if-vnmap 192.168.168.3
* 192.168.168.5

Starting \ pGOl( http://nM p.org ) at 201201-10 1236
> 192168.1683 Standard Tiae
Initiating ARP Ping Scan at 12:35
Scanning 192.16*.161.3 [1 port]
Completed ARP Ping Scan at 12:35, 0.07s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host, at 12:35
Completed Parallel ONS resolution of 1 host, at 12:35, 0.10s elapsed
Initiating FIN Scan at 12:35
Scanning 192.160.16S.3 [1000 ports]
Increasing send delay for 192.169.168.3 fros 0 to 5 due to 108 out of
358 dropped probes since last increase.
Increasing send delay for 192.168.168.3 fro* 5 to 10 due to
eax_successful_tryno increase to 4
Completed FIN Scan at 12:35, 11.78s elapsed (1000 total ports)
*toap scan report for 192.168.168.3
Failed to resolve given hostnae«/IP: naap. Note that you can't use */
«ask™ AND 4,7,100*17+" style IP ranges. If the machine only has an
IPv6 address, add the N«ap *6 flag to scan that.
Host is up (0.0000050s latency).
Ugl-itHM?; 997 closed ports
PORT STATE SERVICE
2Ztcp open|fiitered ssh
8tcp openjfiltered *cerperosesec

8/ ifil d af|
%w;nj iltered afp

Retti ditl flit* ffggj C:\Prograe Files (x86)\N«ap
Nwap done: 1 IP address (1 host up) scanned in 14.28 seconds
Rats packets sent: 1378 (55.108K8) | Rcvd: 998 (39.908KB)

HGURE 3.24: Zenmap showing AN Scan Result
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NULL Scan CEH

Port is open

TCP Packet with NO Flag Set

OH

Attacker

10006

No Response

In NULL scan, attackers send a TCPframe to a
remote host with NO Flags

NULL scan only works if OS' TCP/IP
implementation is developed according
to RFRC793

It will not work against any current version of
Microsoft Windows

NULL Scan

NULL scans send TCP packets with all flags turned off. It is assumed that closed ports
will return a TCP RST. Packets received by open ports are discarded as invalid.

It sets all flags of TCP headers, such as ACK, FIN, RST, SYN, URG and PSH, to NULL or unassigned.
When any packets arrive at the server, BSD networking code informs the kernel to drop the
incoming packet if a port is open, or returns an RST flag if a port is closed. This scan uses flags in

the reverse fashion as the Xmas scan, but gives the same output as FIN and Xmas tree scans.

Many network codes of major operating systems can behave differently in terms of responding
to the packet, e.g., Microsoft versus UNIX. This method does not work for Microsoft operating

systems.

Command line option for null scanning with NMAP is "-sN"
Advantage:

It avoids IDS and TCP three-way handshake.

Disadvantage:

It works only for UNIX.
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Port is open

TCP Packetwith NO Flag Set c 31
E A
n >
No Response
Attacker Server
10.0.0.6 10.0.0.8:23

HGURE 3.25: NULL Scan when Port is Open

Port is closed

TCP Packetwith NO Flag Set

E 3
fc_5 RST/ACK
Attacker Server
10.0.0.6 10.0.0.8:23
FGURE 3.26: NULL Scan when Port is Closed
Zenmap El '0] X
Scjn  Jools  Profile
Target: nmap 192.168.168.3 Scan
Command: * -sN ev nmap 192.168.168.3
Hosts Nmap Output Ports/ Hosts Topology Host Details Stans
0S - Host * sN -vnmap 192.168.168.3 a

— 192.168.168.5

6.01 ( http://nxap.org ) at 2012-08-10 1241 ‘e

; at
: n%?”ﬁ% P

*» 192.168.168.3

| 0.02s elapsed

EﬁﬂG%Iroet Oto Sde to 2IS out
0 apsed (2000 total ports)

‘£F7 1 REhIE o ™

ere
H ere rberos-sec
ere

MAC Afldrcn

ot (A LR | e toano

HGURE 3.27: Zenmap showing NULL Scan Result
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IDLE Scan CEH

Most network servers listen on TCP ports, such as ) . .
A machine that receives an unsolicited SYN|ACK

packet will respond with an RST. An unsolicited RST
will be ignored

web servers on port 80 and mail servers on port 25.
Port is considered "open" if an application is listening
on the port

One way to determine whether a port is open is to

Every IP packet on the Internet has a “fragment
send a "SYN" (session establishment) packet to the yIrp g

identification” number (IP ID)
port

The target machine will send back a "SYN | ACK"
(session request acknowledgment) packet if the port
isopen, and an "RST" (Reset) packet if the port is
closed

OS increments the IP ID for each packet sent, thus
probing an IP ID gives an attacker the number of
packets sent since last probe

t f Command Prompt
C\>map -Pn -p- -5| ngym/oan www.certifiedhacker.com
Sé.iartlng Nrap ( //nmap org, )

com (192.130.18.124:80); Class: Incremental
E%scanreprt rl% utnotlo 3

tate

%5}tcB %

1'IP address %tf host tip) scanned in 193123 seconds

Copyright © by EG-GtOIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

IDLE Scan

The idle scan is a TCP port scan method that you can use to send a spoofed source
address to a computer to find out what services are available and offers complete blind
scanning of a remote host. This is accomplished by impersonating another computer. No packet
is sent from your own IP address; instead, another host is used, often called a "zombie," to scan
the remote host and determine the open ports. This is done by expecting the sequence
numbers of the zombie host and if the remote host checks the IP of the scanning party, the IP

of the zombie machine will show up.
Understanding TCP/IP
Source: http://nmap.org

Idle scanning is a sophisticated port scanning method. You do not need to be a TCP/IP expert to

understand it. You need to understand the following basic facts:

Q Most of the network servers listen on TCP ports, such as web servers on port 80 and
mail servers on port 25. A port is considered "open" if an application is listening on the

port; otherwise it is closed.
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9 To determine whether a port is open, send a session establishment "SYN" packet to the
port. The target machine responds with a session request acknowledgment "SYN |ACK"
packet if the port isopen and a Reset "RST" packet if the port is closed.

9 A machine that receives an unsolicited SYN|ACK packet responds with an RST. An

unsolicited RST is ignored.

9 Every IP packet on the Internet has a "fragment identification” number. Many operating
systems simply increment this number for every packet they send. So probing for this

number can tell an attacker how many packets have been sent since the last probe.

From these facts, it is possible to scan a target network while forging your identity so that it

looks like an innocent "zombie" machine did the scanning.

Command Prompt

HGURE 3.28: Nmap Showing Idle Scan Result
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IDLE Scan: Step 1 CEH

Every IP packet on the Internet has a
fragment identification number (IP
ID), which increases every time a
host sends; IP packet

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Attacker RST Packet Zombie

FGURE 3.29: IPID Probe Request and Response
Choose a "Zombie" and Probe for its Current IP Identification (IPID) Number

In the first step, you can send a session establishment "SYN" packet or IPID probe to determine
whether a port is open or closed. If the port is open, the "zombie" responds with a session
request acknowledgment "SYN |[ACK" packet containing the IPID of the remote host machine. If
the port is closed, it sends a reset "RST" packet. Every IP packet on the Internet has a "fragment
identification” number, which is incremented by one for every packet transmission. In the
above diagram, the zombie responds with IPID=31337.

Module 03 Page 317 Ethical Hacking and Countermeasures Copyright © by EC-COUIICil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

IDLE Scan: Step 2 and 3 CEH

Step 2
J  Send SYN packet to the target machine (port 80) spoofing the IPaddress of the "zombie"

J Ifthe port is open, the target will send SYN/ACK Packet to the zombie and in response zombie sends
RSTto the target

J  Ifthe port is closed, the target will send RST to the “"zombie™ but zombie will not send anything back

SYN Packet to port 80
spoofing zombie IP address

4V C
Attacker
rtos ffis S *5"m" Te |
Zombie Port is open
Step 3
m IPID Probe SYN/ ACK Packet

J  Probe "zombie"
IPIDa.galn Response: IPID=31339 RST Packet

Attacker IPID incremented by 2 since Step 1,
so port 80 must be open

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

IDLE Scan: Step 2 and 3

Idle Scan: Step 2.1 (O pen Port)

" Send a SYN packet to the target machine (port 80) spoofing the IP address of the
"zombie." If the port is open, the target will send the SYN/ACK packet to the zombie and in

response the zombie sends the RST to the target.

SYN Packet to port 80

m spoofing zombie IP address
Attacker QOO0
Target
Zombie Port is open

HGURE 3.30: Target Response to Spoofed SYN Request when Port is Open

Idle Scan: Step 2.2 (Closed Port)

The target will send the RST to the "zombie" if the port is closed, but the zombie will
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not send anything back.

Attacker

Exam 312-50 Certified Ethical Hacker

SYN Packet to port 80
spoofing zombie IP address

Zombie Port is closed

HGURE 3.31: Target Response to Spoofed SYN Request when Port is Closed

Idle Scan: Step 3

Probe the "zombie" IPID again.

Attacker

Module 03 Page 319

IPID Probe SYN / ACK Packet

Response: IPI1D=31339 RST Packet

IPID incremented by 2 since Step 1, Zombie

so port 80 must be open

HGURE 3.32: IPID Probe Request and Response
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IC M P Echo S canning/List Scan C EH
J Thisisnot really port scanning, since ICMP J Thistype of scan simply generates and
does not have a port abstraction prints a list of IPs/Names without actually

J Butitissometimes useful to determine pinging or portscanning them

which hosts in a network are up by pinging J ADNSname resolution will also be carried
them all out
J nmap -P cert.org/24 152.148.0.0/16

Zenmep 142 UM
Sm loas Rfile Mp
Tge  1RBYE Vv Rdike [ [§ B Cro<
Qrmad  map N IRELD
Met St NmpQipt RitsHOM Tqoay HitDer Sam
B H~ P NWIEBUS " awve

Start Inc Nvp 661 ( tittplZ/nVp.o*? ) *r 812 61 15
IBY7 = in’ﬂrlgl'll‘ﬁle| it

Kou 1 1P iftirty (Inott &) tOVMMMIn 1637

U HING

\ List Scan A
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ICM P Echo Scanning/List Scan

ICMP echo scanning is used to discover live machines by pinging all the machines in
the target network. Attackers send ICMP probes to the broadcast or network address which is
relayed to all the host addresses in the subnet. The live systems will send ICMP echo reply

message to the source of ICMP echo probe.

ICMP echo scanning is used in UNIX/Linux and BSD-based machines as the TCP/IP stack
implementations in these operating system responds to the ICMP echo requests to the
broadcast addresses. This technique cannot be used in Windows based networks as the TCP/IP
stack implementation in windows machines is configured, by default, not to reply ICMP probes

directed to the broadcast address.

ICMP echo scanning is not referred to as port scanning since it does not have a port
abstraction. ICMP echo scanning is useful to determine which hosts in a network are active by
pinging them all. The active hosts in the network is displayed in Zenmap as "Host is up (0.020s

latency)." You can observe that in the screenshot:
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AL -
Zenmap L-re—
Scan Tools Profile Help
Target: 192.168.1.26 Profile: Scan Cancel
Command: nmap -sn 192.168.1.26
Hosts Services Nmap Output Ports/Hosts Topology Host Details Scans
0S < Host nmap -sn 192.168.1.26 *| |  Details
192.168.1.26
Starting Nmap 6.01 ( http://nmap.org ) at 2012-08-13
18:37 Standard Time
Nmap scan report for 192.168.1.26
|[Host is up (0.0020s latency) m
Nmap done: 1 IP address (1 host up) scanned in 16.57
seconds
Filter Hosts

FGURE 3.33: Zenmap showing ICMP Echo Scanning Result

In a list scan, discovery of the active host in the network is done indirectly. A list scan simply

generates and prints a list of
scanning them. As a result, the list scan output of all the

IPs/INames without actually pinging the host names or port

IP addresses will be shown as "not

scanned," i.e., (0 hosts up). By default, a reverse DNS resolution is still being carried out on the

host by Nmap for learning their names.

Zenmap

Scan lools Erofile {Help

Target  192.168.168.5 Profile: Cancel

Command: nmap -sL -v 192.168.168.5

Hosts Services Nmap Output Ports/Hosts Topology Host Details Scans

0S - Host nmap-sL-v 192.168.168.5 "vj | Details
Starting Nmap 6.01 ( http://nmap.org ) at 2012-08-10
13:54 idard Tit!*
Initiating Parallel DNS resolution of 1 host, at 13:54
Completed Parallel DNS resolution of 1 host, at 13:54,
0.04s elapsed
Nmap scan report for 192.168.168.5
Nmap done: 1 IP address (0 hosts up) scanned in 0.06
seconds

Filter Hosts

Advantage:

HGURE 3.34: Zenmap showing List Scanning Result

9 A list scan can perform agood sanity check.

9 The

incorrectly defined
detected by the list scan. The detected errors should be repairedpriorto running

"active" scan.
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UDP Scanning CEH

Are you open on UDP Port 29?

No response if portis .. 1 %

*

If Port is Closed, an ICMP Port unreachable message is received ~ ........... Iss ]
Server

UDP Port Open

There is no three-way TCP handshalke
for UDP scan

© The system does not respond with a
message when the portisopen

UDP Port Closed

e ifa UDP packet issent to closed port, the
system responds with ICMP port
unreachable message

© Spywares, Trojan horses, and other
malicious applications use UDP ports

UDP Scanning
UDP Raw ICMP Port Unreachable Scanning

UDP port scanners use the UDP protocol instead of TCP, and can be more difficult than TCP
scanning. You can send a packet, but you cannot determine that the host is alive or dead or
filtered. However, there is one ICMP that you can use to determine whether ports are open or
closed. If you send a UDP packet to a port without an application bound to it, the IP stack will
return an ICMP port unreachable packet. If any port returns an ICMP error, then it's closed,

while the ports that didn't answer are either open or filtered by the firewall.

This happens because open ports do not have to send an acknowledgement in response to a
probe, and closed ports are not even required to send an error packet.

UDP Packets
Source: http://nmap.org

When you send a packet to a closed UDP port, most of the hosts send an
ICMP_PORT_UNREACH error. Thus, you can find out if a port is NOT open. Neither UDP packets
nor the ICMP errors are guaranteed to arrive, so UDP scanners of this sort must also implement

the retransmission of packets that appear lost. UDP scanners interpret lost traffic as open ports.
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In addition, this scanning technique is slow because of limiting the ICMP error message rate as
compensation to machines that apply RFC 1812 section 4.3.2.8. A remote host will need to
access the raw ICMP socket to distinguish closed from unreachable ports.

UDP RECVFROM () and WRITE () Scanning

While non-root users cannot read port unreachable errors directly; Linux informs you indirectly

when they receive messages.
Example

For example, a second write () call to a closed port will usually fail. A lot of scanners, such as
Netcat and Pluvial pscan.c do recvfrom () on non-blocking UDP sockets, usually return EAGAIN
("Try Again," errno 13) if the ICMP error has not been received, and ECONNREFUSED
("Connection refused," errno 111), if it has. This is the technigue used for determining open
ports when non-root users use -u (UDP). Root users can also use the -l (lamer UDP scan) options
to force this.

Advantage:

The UDP scan is less informal regarding an open port, since there's no overhead of a TCP
handshake. However, if ICMP is responding to each unavailable port, the number of total
frames can exceed a TCP scan. Microsoft-based operating systems do not usually implement

any type of ICMP rate limiting, so this scan operates very efficiently on Windows-based devices.
Disadvantage:

The UDP scan provides port information only. If additional version information is needed, the
scan must be supplemented with a version detection scan (-sV) or the operating system
fingerprinting option (-0).

The UDP scan requires privileged access, so this scan option is only available on systems with

the appropriate user permissions.

Most networks have huge amounts of TCP traffic; as a result, the efficiency of the UDP scan is
lost. The UDP scan will locate these open ports and provide the security manager with valuable
information that can be used to identify these invasions achieved by the attacker on open UDP

ports caused by spyware applications, Trojan horses, and other malicious software.

Are you open on UDP Port 29?

No response if port is Open

Oc
................................................ di
If Port is Closed, an ICMP Port unreachable message is received
Attacker Server
FGURE 3.35: UDP Scanning
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Zenmap L2191 x
S<an Jooli Profile tjelp
Target nmip 192.168.168.3 Profile: Scant  Cancel
Command; * -sll-vnmap 192.168.168.3
Hosts Services Nmap Output Ports/Hosts Topok>3> Host Detaih Scans
0S - Host ¥ ov v19.16.168.3 v Details

»
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192 168.168.5
192.168.168.3

Filer Host*

Starting Nmap 6.01 ( http://nahp.org ) at 2012 08 10 12:47

Standard Time

Initiating ARP Ping Scan at 12:47

Scanning 192.168.168.3 [1 port]

Completed ARP Ping Scan at 12:47, 0.06s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host, at 12:47

Completed Parallel DNS resolution of 1 host, at 12:47, 0.02s elapsed
Initiating LOP Scan at 12:47

Scanning 192.168.168.9 [1000 ports)

Discovered open port 53S3/udp on 192.168.168.3

Discovered open port 137/udp on 192.168.168.3

Discovered open port 123/udp on 192.168.168.3

Increasing send delay for 192.168.168.3 *root O to SO due to 216 out
of 719 dropped probes since last increase.

Completed UOP Scan at 12:47, 19.66s elapsed (1000 total ports)

Nmap scan report for 192.168.168.3

Failed to resolve given hostnaae/IP: nmap. Note that you can"t use
,/mask® AND «1-4,7,100-- style IP ranges. If the machine only has
an IPv6 address, add the Nmap -6 flag to scan that.

Host is up (0.000063s latency).

Not shown: 994 closed ports

PORT STATE STRVICF
88/udp open|filtered kerberos-sec
123/udp open ntp

137/udp open netbios-ns
138/udp open| filtered netbios-dga
S3S3/udp open zeroconf

S8178/udp open|filtered unknown
MAC Address:

Read data files from; c:\Program Files (x86)\Nmap

Nmap done: 1 IP address (1 host up) scanned in 22.09 seconds
Ra» packets sent: 1839 (52.401KB) 1 Rcvd: 998 (S6.06SK8)

HGURE 3.36: Zenmap showing UDP Scanning Result
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In verse TCP F la g S canning CEH

(ertifwd  itkitjl

Attackers send TCP probe packets with various TCP flags
(FIN,URG,PSH) set or with no flags, no response means
port is open and RST/ACK means the port is closed

Probe Packet (FINJURG/PSH/NULL)

No Response

Attacker .
Port is open

Probe Packet (FINJURG/PSH/NULL)

RST/ACK

Attacker .
Port is closed

Copyright © by EG-Gtnncil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Inverse TCP Flag Scanning

— Attackers send the TCP probe packets by enabling various TCP flag (FIN, URG, PSH) or
with no flags. When the port is open, the attacker doesn't get any response from the host,

whereas when the port is closed, he or she receives the RST/ACK from the target host.

The SYN packets that are sent to the sensitive ports of the targeted hosts are detected by using
security mechanisms such as firewalls and IDS. Programs such as Synlogger and Courtney are
available to log half-open SYN flag scan attempts. At times, the probe packets enabled with TCP

flags can pass through filters undetected, depending on the security mechanisms installed.

Probing a target using a half-open SYN flag is known as an inverted technique. It is called this
because the closed ports can only send the response back. According to RFC 793, An RST/ACK
packet must be sent for connection reset, when the port is closed onhost side. Attackers take
advantage of this feature to send TCP probe packets to each port of thetargethost with various
TCP flags set.

Common flag configurations used for probe packet include:
9 A FIN probe with the FIN TCP flag set
9 An XMAS probe with the FIN, URG, and PUSH TCP flags set

9 A NULL probe with no TCP flags set
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© A SYN/ACK probe

All the closed ports on the targeted host will send an RST/ACK response. Since the RFC 793
standard is completely ignored in the operating system such as Windows, you cannot see the
RST/ACK response when connected to the closed port on the target host. This technique is

effective when used with UNIX-based operating systems.
Advantages
Q Avoids many IDS and logging systems, highly stealthy
Disadvantages
Q Needs raw access to network sockets, thus requiring super-user privileges
Q Mostly effective against hosts using a BSD-derived TCP/IP stack (not effective against

Microsoft Windows hosts in particular)

Probe Packet (FINJURG/PSH/NULL)

No Response

Attacker Target Host

Portis open
FGURE 3.37: Inverse TCP Flag Scanning when Port is Open

Probe Packet (FIN/JURG/PSH/NULL)

RST/ACK
Attacker Target Host

Port is closed

HGURE 3.38: Inverse TCP Hag Scanning when Port is Closed
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ACK Flag Scanning

A stealthy technique is used for identifying open TCP ports. In this technique a TCP
packet with ACK flag ON is sent to the remote host and then the header information of the RST
packets sent by remote host are analyzed. Using this technique one can exploit the potential
vulnerabilities of BSD derived TCP/IP stack. This technique gives good results when used with

certain operating systems and platforms.
ACK scanning can be performed in two ways:

Q TTL field ananlysis
© WINDOW field analysis

Using TTL value one can determine the number of systems the TCP packet traverses. You can
send an ACK probe packet with random sequence number: no response means port is filtered

(state full firewall is present) and RST response means the port is not filtered,
nmap -sA -P0O 10.10.0.25
Starting nmap 5.21 (http://nmap.org) at 2010-05-16 12:15 EST

A Il 529 scanned ports on 10.10.0.25 are: filtered
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Stateful Firewall is Present

Probe Packet (ACK)

N ¢ No Response
Attacker Target Host

HGURE 3.39: ACK Flag Scanning when Stateful Firewall is Present

No Firewall

Attacker Target Host

FGURE 3.40: ACK Flag Scanning when No Firewall is Present

Zenmap
Scgn look Profite Help
T.rgrt:  nmip 192.168.168.5 v Profile Scan Cancel
Command: * msAmv+Pnnmap 194168.168.5
Hosts Services Nmap Output Ports/Hosts Topology Host Detaih Scans
* SAv-Pnnnep 1218316835 details

Starting Map 6.01 ( http://nMp.org ) at 2012-08-10 13:09

Standard Tine

Initiating ARP Ping Scan at 13:10

Scanning 192.16*.160.5 [1 port]

Completed ARP Ping Scan at 13:10, 0.07s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host, at 13:10

Completed Parallel ONS resolution of 1 host, at 13:10, 0.10s elapsed
Initiating ACK Scan at 13:10

Scanning 192.16*.168.5 [1000 ports]

Completed ACK Scan at 13:10, 21.38s elapsed (1000 total ports)

Knap scan report for 192.16*.168.5

Failed to resolve given hostnanc/IP: naap. Note that you can’t use
,/mask®™ ANO m1-4,7,100-= style IP ranges. If the machine only has
an IPv6 address, add the Nnap m6 flag to scan that.

Host is *>p 10,W les latent, ).
IAIl 1000 scanned ports on 192.168.168.S are filteredl
MAC Address:

Read flat* file ! frv-; C:\Progree Files (x86)\mmp
done; 1 IP address (1 host up) scanned in 23.90 seconds
Rax packets sent: 2001 (80.028K8) | Rcvd: 1 (288)

filler Hosts

HGURE 3.41: Zenmap showing ACK Flag Scanning Result
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Scanning Tool: NetScan Tools Pro C EH
nyeS Lk Feee- NiSaNTGICRO 1M
2 fit Edt Accesatolly m>
Manual 5100-networkCcnrectonE-dxrts 9
Atonate5™”

( Rsfren  [TiidyFulPfiesshits | PsoomedAXP ]
n RWUCrwh 1 1ge-  \STEATEMEIP] erGAnrdlﬂd]
MC loKétufal" re”

TCF.UOP ComeCQenEnfant List

lod P Lo lore Reecte 1
Irecrfoee 0.00.0 fitip] 0 00.0.0
052 OS 0.0.0.0 pey 16 00.00
Mitrickeddsartr. SR D000 e 0008
STacen (0000} by 3 00.0.0
3bacr?.«x« 0.00.0 pyMrcanwbeee( 2638 0.0.0.0
Nstrork el IVChOK.IXI 0000 Ic»lhp( 2069( 0.0.0.0
0000 v @BC T 8080
Se=Sre. .0.0. .0.0.
S e 0000 Uk 0000
DUllvULixt 138 TC 0.0.0.0 31038 0.0.0.0
) 8ooeSavt AR TC 00.00 3671 0.0.0.0
;O‘muﬁu StotSclvexe 2092 TC 0.0.00 04572 0.0.00
L rvo<ryTon s'«rSirv.cxe 2092 TC 0.0.0.0 34573 koA 0.0.D0
FBI\rO|J>MQ/k]D 127.0.0.1 D 127.0.0
%@ 127.0.0.1 http] @ A21.00.1
Sk { 127.0.0.1 Ihttpl 00 127.0.0.1
Mtindrab Svs.w 127.0.0.1 itpi & 127.00.1
txtema! lods
Prognlino
hittp=//Aww_retscantools.aom
lap
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Scanning Tool: NetScan Tools Pro
Source: http://www.netscartools.com

NetScan Tools Pro is an investigation tool. It allows you to troubleshoot, monitor, discover, and
detect devices on your network. You can gather information about the local LAN as well as
Internet users, IP addresses, ports, etc. using this tool. You can find vulnerabilities and exposed
ports in your system. It is the combination of many network tools and utilities. The tools are
categorized by functions such as active, passive, DNS, and local computer.

Active Discovery and Diagnostic Tools: Used for testing and locating devices that are
connected to your network.

Passive Discovery Tools: Monitors the activities of the devices that are connected to your
network and also gathers information from third parties.

DNS Tools: Used to detect problems with DNS.

Local Computer and General Information Tools: Provides details about your local computer's

network.
Benefits:

e The information gathering process is made simpler and faster by automating the use of
many network tools

Module 03 Page 329 Ethical Hacking and Countermeasures Copyright © by EC-COUIICil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.netscantoo1s.com
http://www.netscar1tools.com

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

9 Produces the result reports in your web browser clearly

myresultsdatabase - NetScanTools® Pro 11.00

e File Edit Accessibility View Help

Welcome Manual Tools - Network Connection Endpoints
Automated Tools
Manual Tools (all) Refresh 0 Display Full Process Paths Disconnect All TOP Add Note
0 O Enable AutoRefresh 1sec 10sec | Disconnect Remote TCP Jump To Automated
nable AutoRefres -
MAC Address to Manufacturer o o Enable Double-click IPv4© Reports
TCP Disconnects 1PV60 )
TCP/UDP Connection Endpoint List N Add to Favorites
Network Connection Endpoints Process PID Protoool Lol IP Local Rort Reote IP A
inetinf0ee 1100 TCP 0.0.0.0 8 q"ﬂp) 0.0.0.0
swdst.ee 2 TP 0.0.0.0 @) 0.0.0.0
- 4 TP 0.0.0.0 445(rrid(Bth—dS) 0.0.0.0
Network Interf d Statist Systen - 0
etwork interlaces and Statisties inretnfO.ee 1100 TGP 0.0.0.0 105 ) 0.0.0.0 Li)
m 4 TP 0.0.0.0 1723 ) 0.0.0.0
m ee 216 TP 0.0.0.0 2638 (Shesayere) o000
Network Interfaces - Wireless sdostee R TP 0.0.0.0 230 (icslp) 0.0.0.0
SBc.ee 408 TP 0.0.0.0 83 -htlIB) 0.0.0.0
SBc.ee 408 TP 0.0.0.0 a0 ) 0.0.0.0
e Q) TP 0.0.0.0 BB () 0.0.0.0
Network Shares - SVB =
c.ee 1338 TP 0.0.0.0 3108 (Ukmon 0.0.0.0
StorSarv.ee 22 TP 0.0.0.0 #4571 (Ukon 0.0.0.0
Favorite Tools Stor&rv.ee 2 TP 0.0.0.0 B2 (Ukon 0.0.0.0
Active Discovery Tools StorSarv.ee 2 TP 0157. 00 00 1 83363 Ukon (;1,207 00 00 1
Passive Discovery Tools 555 Le 0 C NTA N AR
- y System o TP 127.0.0.1 0 (Hp) 127.0.0.1
ools System o TP 127001 & ¢up 127.0.0.1
Packet Level Tools System o TP 127.00.1 O (tp) . %]i
External Tools n ren 10" = n 1 on
< h] >
Program Info
For Help, press FI NUM
HGURE 3.42: NetScan Tools Pro Screenshot
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Scanning Tools CEH
. Global Network Inventory
rF%I%jTG Netwgrlfnl\n/lonltor Scanner
http:/Avnegretosaft.aom
. Net Tools SoftPerfect Network Scanner
i—NIW - hip/retsofitaom hiip/Anrnsoftperfect aam

IP Tools Advanced Port Scanner
hitpr/Anninde ot ret Aunraciinaom

MegaPing bowo Netifera
mnl%wmgﬁcmtmn Oon hitp//refiferacom
Network Inventory Explorer Free Port Scanner
hitp:/Awwn0snlkeam htp/AnrwvreaLcitor.aam

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

=*~=Tm Scanning tools ping computers, scan for listening TCP/UDP ports, and display the type of

resources shared on the network (including system and hidden). The attacker may attempt to launch

attacks against your network or network resources based on the information gathered with the

help of scanning tools. A few of the scanning tools that can detect active ports on the systems are

listed as follows:

9 PRTG Network Monitor available at http:// www.paessler.com
9 Net Tools available at http://mabsoft.com
9 IP Tools available at http://www.ks-soft.net
9 MegaPing available at http:// www.magnetosoft.com
9 Network Inventory Explorer available at http://www.10-strike.com
9 Global Network Inventory Scanner available at http:// www.magnetosoft.com
9 SoftPerfect Network Scanner available at http://www.softperfect.com
9 Advanced Port Scanner available at http://www.radmin.com
9 Netifera available at http://netifera.com
9 Free Port Scanner available at http://www.nsauditor.com
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Do Not Scan These IP Addresses

(Unless you want to get into trouble)

RANGE 128

128.37.0.0 Army Yuma Proving Ground

1283800 Naval Surface Warfare Center

128.43.0.0 Defence Research Establishment-Ottawa
128.47.0.0 Army Communications Electronics Command
128.49.0.0 Naval Ocean Systems Center

128.50.0.0 Department of Defense

128.51.0.0 Department of Defense

128.56.0.0 U.S. Naval Academy

128.60.0.0 Naval Research Laboratory

128.63.0.0 Army Ballistics Research Laboratory
1288000 Army Communications Electronics Command
128.102.0.0 NASA Ames Research Center
128.149.0.0 NASA Headquarters

128.154.0.0 NASA Wallops Right Facility
128.155.0.0 NASA Langley Research Center
128.156.0.0 NASA Lewis Network Control Center
12815700 NASA Johnson Space Center
128.158.0.0 NASA Ames Research Center

128 1590 0 NASA Ames Research Center
128.160.0.0 Naval Research Laboratory

128 1610 0 NASA Ames Research Center

128 183.00 NASA Goddard Space Flight Center
128202 0 0 50th Space Wing

128216 0 0 MacDifl Air Force Base

128.217.0.0 NASA Kennedy Space Center
128.236.0.0 U.S. Ar Force Academy

RANGE 129

129.23.0.0 Strategic Defense Initiative Organization
129.29.0.0 United States Military Academy
129.50.0.0 NASA Marshall Space Flight Center
129.51.0.0 Patrick Air Force Base

129.52.0.0 Wright-Patterson Air Force Base

Do Not Scan T hese

get into trouble)

129.53.0.0 - 12953.255 255 66SPTG-SCB
129.54.0.0 Vandenberg Air Force Base, CA
129.92.0.0 Air Force Institute of Technology
129.99.0.0 NASA Ames Research Center
129.131.0.0 Naval Weapons Center

129.163.0.0 NASA/Johnson Space Center
129.164.0.0 NASA IW

129.165.0.0 NASA Goddard Space Fight Center
129.167.0.0 NASA Marshall Space Right Center
129.168.0.0 NASA Lewis Research Center
129.190.0.0 Naval Underwater Systems Center
129.198 0.0 Air Force Fight Test Center
129.209.0.0 Army BaiSstcs Research Laboratory
129.229.0.0 U.S. Army Corps of Engmeers
129.251.0.0 United States Ar Force Academy

RANGE 130

130.40.0.0 NASA Johnson Space Center
130.90.0.0 Mather Ar Force Base

1301090.0 Naval Coastal Systems Center
130.124.0.0 Honeywell Defense Systems Group
130.165.0.0 U.S-Army Corps of Engneers

130 167.0.0 NASA Headquarters

RANGE 131

131.60.0 Langley Ar Force Base
131.10.0.0 Barksdale Ar Force Base
131.17.0.0 Sheppard Ar Fcrce Base
131.21.0.0 Hahn Ar Base

31.32.0.0 37 Communications Squadron
131 3500 Fairchild Ar Force Base
131.36.0.0 Yokota Ar Base
131.37.0.0 Elmendorf Air Force Base
131.38.0.0 Hickam Ar Force Base
131.39.0.0 354CS/SCSN

RANGE 132

e

2600 AlaaAr SHm Wo

12700-L07 25 SSIIND
002 Uity

IQ
121100 I-dlenImAr
1200 BecthArFaeBee

132.16.0.0 Kunsan Air Base

132.17.0.0 Lindsey Air Station

132.18.0.0 McGuire Air Force Base
132.19.0.0 100CS (NET-MILDENHALL)
132.20.0.0 35th Communications Squadron
132.21.0.0 Plattsburgh Ar Force Base
132.22.0.0 23Communication9 Sq
132.24.0.0 Dower Air Force Base
132.25.0.0 786 CS/SCBM

132.2700 » 132 27.255.255 39CS/SCBBN
132.28.0.0 14TH COMMUNICATION SQUADRON
132.30.0.0 Lges Air Face Base
132.31.0.0 Lonng Air Force Base
132.33.0.0 60CS/SCSNM

132.34.0.0 Cannon Air Face Base
132.35.0.0 Altus Air Force Base

132.37.0.0 75 ABW

132.38.0.0 Goodfellow AFB

132.39.0.0 KI. Sawyer Air Force Base

For acomplete list, see the file in DVD
IP ADDRESSES YOU SHOULD NOT SCAN.txt
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IP A ddresses

(Unless you want to

The IP addresses listed in the following table are associated with the critical information

resource centers of the US. Scanning these IP addresses will be considered an attempt to break

the US's information security. Therefore, do not scan these IP addresses unless you want to get

into trouble.

RANGE 6

129.51.0.0 Patrick Air Force Base

129.52.0.0 Wright-Patterson Air Force

6.* - Army Information Systems Center

RANGE 7

7.*.*.* Defense Information Systems

Agency, VA

RANGE 11

Module 03 Page 332

Base

129.53.0.0 - 129.53.255.255 66SPTG-SCB

CA

129.54.0.0 Vandenberg Air Force Base,

129.92.0.0 Air Force Institute of

Technology
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11.*.*.* DOD Intel Information Systems,

Defense Intelligence Agency, Washington DC
RANGE 21

21. - US Defense Information Systems
Agency

RANGE 22

22.* - Defense Information Systems Agency

RANGE 24

24.198.*.*

RANGE 25

25.*.* * Royal Signals and Radar
Establishment, UK

RANGE 26

26.* - Defense Information Systems Agency

RANGE 29

29.* - Defense Information Systems Agency
RANGE 30

30.* - Defense Information Systems Agency

RANGE 49

49.* - Joint Tactical Command

RANGE 50
50.* - Joint Tactical Command
RANGE 55

55.* - Army National Guard Bureau

RANGE 55
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129.99.0.0 NASA Ames Research
Center

129.131.0.0 Naval Weapons Center

129.163.0.0 NASA/Johnson Space Center

129.164.0.0 NASA VvV

129.165.0.0 NASA Goddard Space Flight

Center

129.167.0.0 NASA Marshall Space Flight
Center

129.168.0.0 NASA Lewis Research Center
129.190.0.0 Naval Underwater Systems
Center

129.198.0.0 Air Force Flight Test Center
129.209.0.0 Army Ballistics Research
Laboratory

129.229.0.0 U.S. Army Corps of
Engineers

129.251.0.0 United States Air Force
Academy

RANGE 130
130.40.0.0 NASA Johnson Space Center
130.90.0.0 Mather Air Force Base

130.109.0.0 Naval Coastal Systems

Center

130.124.0.0 Honeywell Defense Systems
Group

130.165.0.0 U.S.Army Corps of Engineers
130.167.0.0 NASA Headquarters

RANGE 131

131.6.0.0 Langley Air Force Base

131.10.0.0 Barksdale Air Force Base
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55.* - Army National Guard Bureau
55.* - Army National Guard Bureau
RANGE 62

62.0.0.1 - 62.30.255.255 Do not scan!
RANGE 64

64.70.*.* Do not scan

64.224.* Do not Scan

64.225.* Do not scan

64.226.* Do not scan

RANGE 128

128.37.0.0 Army Yuma Proving Ground

128.38.0.0 Naval Surface Warfare Center

128.43.0.0 Defence Research Establishment-

Ottawa

128.47.0.0 Army Communications

Electronics Command

128.49.0.0 Naval Ocean Systems Center
128.50.0.0 Department of Defense
128.51.0.0 Department of Defense

128.56.0.0 U.S. Naval Academy
128.60.0.0 Naval Research Laboratory
128.63.0.0 Army Ballistics Research

Laboratory

128.80.0.0 Army Communications
Electronics Command

128.102.0.0 NASA Ames Research Center
128.149.0.0 NASA Headquarters

128.154.0.0 NASA Wallops Flight Facility

Exam 312-50 Certified Ethical Hacker

131.17.0.0 Sheppard Air Force Base
131.17.0.0 Sheppard Air Force Base
131.21.0.0 Hahn Air Base

31.32.0.0 37 Communications Squadron
131.35.0.0 Fairchild Air Force Base
131.36.0.0 Yokota Air Base

131.37.0.0 ElImendorf Air Force Base
131.38.0.0 Hickam Air Force Base
131.39.0.0 354CS/SCSN

RANGE 132

132.3.0.0 Williams Air Force Base
132.5.0.0 - 132.5.255.255 49th Fighter

Wing

132.6.0.0 Ankara Air Station

132.7.0.0 - 132.7.255.255 SSG/SINO

132.9.0.0 28th Bomb Wing

132.10.0.0 319 Comm Sq

132.11.0.0 Hellenikon Air Base
132.12.0.0 Myrtle Beach Air Force Base

132.13.0.0 Bentwaters Royal Air Force

Base
132.14.0.0 Air Force Concentrator
Network

132.15.0.0 Kadena Air Base

132.16.0.0 Kunsan Air Base
132.17.0.0 Lindsey Air Station

132.18.0.0 McGuire Air Force Base

128.155.0.0 NASA Langley Research Center 132.19.0.0 100CS (NET-MILDENHALL)
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128.156.

Center

128.157.

128.157.

128.158.

128.159.

128.160.

128.161.

128.183.

Center

128.202.

128.216.

128.217.

128.236

.0.0

RANGE 129

NASA Lewis Network Control

NASA Johnson Space Center
NASA Johnson Space Center
NASA Ames Research Center
NASA Ames Research Center

Naval Research Laboratory

NASA Ames Research Center

NASA Goddard Space Flight

50th Space Wing

MacDill Air Force Base

NASA Kennedy Space Center

U.S. Air Force Academy

129.23.0.0 Strategic Defense Initiative

Organization

129.29.0.0 United States Military Academy

129.50.0.0 NASA Marshall Space Flight

Center
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132.20.0.0 35th Communications
Squadron

132.21.0.0 Plattsburgh Air Force Base
132.21.0.0 Plattsburgh Air Force Base
132.22.0.0 23Communications Sq
132.24.0.0 Dover Air Force Base
132.25.0.0 786 CS/SCBM

132.27.0.0- 132.27.255.255
39CS/SCBBN

132.28.0.0 14TH COMMUNICATION
SQUADRON

132.30.0.0 Lajes Air Force Base
132.31.0.0 Loring Air Force Base
132.33.0.0 60CS/SCSNM
132.34.0.0 Cannon Air Force Base

132.35.0.0 Altus Air Force Base

132.37.0.0 75 ABW

132.38.0.0 Goodfellow AFB

132.39.0.0 K.I. Sawyer Air Force Base

TABLE 3.3: Do Not Scan These IP Addresses Table
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Port Scanning Countermeasures C EH
Urtifw®  tthiul  1Udhe(

Use custom rule set to lock
down the network and block
unwanted ports at the firewall

Configure firewall and IDS rules
to detect and block probes

Filter all ICMP messages (i.e.
inbound ICMP message types and
outbound ICMP type 3 unreachable

Hide sensitive information from

public view
messages) at the firewalls and
k routers
Ensure that mechanism used for w /  Perform TCPand UDP scanning
j routing and filtering at the routers along with ICMP probes against your
and firewalls respectively cannot be organization’s IP address space to
bypassed using particular source check the network configuration
ports or source-routing methods £ and its available ports
Ensure that the router, IDS, and Ensure that the anti scanning
firewall firmware are updated and anti spoofing rules are
to their latest releases configured

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Port Scanning Countermeasures

As discussed previously, port scanning provides a lot of useful information such as IP
addresses, host names, open ports, etc. to the attacker. Open ports especially provide an easy
means for the attacker to break into the security. But there is nothing to worry about, as you
can secure your system or network against port scanning by applying the following

countermeasures:

9 The firewall should be good enough to detect probes an attacker sends to scan the
network. So the firewall should carry out stateful inspection if it has a specific rule set.
Some firewalls do a better job than others in detecting stealth scans. Many firewalls
have specific options to detect SYN scans, while others completely ignore FIN scans.

Q Network intrusion detection systems should detect the OS detection method used by
tools such as Nmap, etc. Snort (http://.snort.org) is an intrusion detection and
prevention technology that can be of great help, mainly because signatures are
frequently available from public authors.

Only necessary ports should be kept open; the rest of the ports should be filtered as the
intruder will try to enter through any open port. This can be accomplished with the
custom rule set. Filter inbound ICMP message types and all outbound ICMP type 3

unreachable messages at border routers and firewalls.
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9 Ensure that routing and filtering mechanisms cannot be bypassed using specific source

ports or source-routing techniques.

9 Testyour own IP address space using TCP and UDP port scans as well as ICMP Probes to

determine the network configuration and accessible ports.

9 Ifacommercial firewall is in use, then ensure that the firewall is patched with the latest
updates, antispoofing rules have been correctly defined, and fastmode services are not
used in Check Point Firewall-1 environments.
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CEH Scanning M ethodology

So far we have discussed how to check for live systems and open ports, the two
common network vulnerabilities. An IDS is the security mechanism intended to prevent an
attacker from entering a secure network. But, even the IDS has some limitations in offering
security. Attackers are trying to launch attacks by exploiting limitations of IDS.

Check for Live Systems Scan for Vulnerability
fft  Check for Open Ports t Draw Network Diagrams

Scanning Beyond IDS prepare Proxies

Banner Grabbing Scanning Pen Testing

This section highlights IDS evasion techniques and SYN/FIN scanning.
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IDS Evasion Techniques C EH

Use fragmented
IP packets

Spoof your

when launching attacks
and sniff responses from
server

Use source routing
(@@f possible)

Connect to>

or compromised trojaned
machines to launch
attacks
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" IDS Evasion :I'iechni_ques

Most of the IDS evasion techniques rely on the use fragmented probe packets that
reassemble once they reach the target host. IDS evasion can also occur with the use of spoofed

fake hosts launching network scanning probes.
Use fragmented IP packets

Attackers use different fragmentation methods to evade the IDS. These attacks are similar to
session splicing. With the help of fragroute, all the probe packets flowing from your host or
network can be fragmented. It can also be done with the help of a port scanner with
fragmentation feature such as Nmap. This is accomplished because most IDS sensors fail to
process large volumes of fragmented packets, as this involves greater CPU consumption and
memory at the network sensor level.

Use source routing (if possible)

Source routing is a technique whereby the sender of a packet can specify the route that a
packet should take through the network. It is assumed that the source of the packet knows
about the layout of the network and can specify the best path for the packet.
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SYN/FIN Scanning Using

IP Fragments

The TCP header is split up into
several packets so that the packet
filters are not able to detect what
the packets intend to do

It is not a new scanning method
but a modification of the earlier
methods

& Command Prompt
C:\>nmap -sS -T4 -A -f -v 192.168.168.5 SYN/FIN (Small 1P

Startin 6.0L ( http://mmep.org ) at Fragments) = Port (
Sk N@ p://nmep.org )

Inltlatln SWStea th Sczan at 1103
nlrg 168 1685 ports RST (if port is closed)

ort 1
D|scovered % Bort 445/tcp on 192 168

Attacker Target

P
Ste th at 11:03 4.75s .
(i%glﬁe?m total ports SYN/FIN Scanning
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SYN/FIN Scanning Using IP Fragm ents

SYN/FIN scanning using IP fragments is a modification of the earlier methods of
scanning; the probe packets are further fragmented. This method came into existence to avoid
the false positive from other scans, due to a packet filtering device present on the target
machine. You have to split the TCP header into several packets instead of just sending a probe
packet for avoiding the packet filters. Every TCP header should include the source and
destination port for the first packet during any transmission: (8 octet, 64 bit), and the initialized
flags in the next, which allow the remote host to reassemble the packet upon receipt through
an Internet protocol module that recognizes the fragmented data packets with the help of field
equivalent values of protocol, source, destination, and identification.

Fragmented Packets

The TCP header, after splitting into small fragments, is transmitted over the network. But, at
times you may observe unpredictable results such as fragmentation of the data in the IP header
after the reassembly of IP on the server side. Some hosts may not be capable of parsing and
reassembling the fragmented packets, and thus may cause crashes, reboots, or even network
device monitoring dumps.
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Firewalls

Some firewalls may have rule sets that block IP fragmentation queues in the kernel (like the
CONFIG_IP_ALWAYS_DEFRAG option in the Linux kernel), although this is not widely
implemented due to the adverse effect on performance. Since several intrusions detection
systems employ signature-based methods to indicate scanning attempts based on IP and/or the
TCP headers, fragmentation is often able to evade this type of packet filtering and detection.

There is a probability of network problems on the target network.

SYN/FIN (Small IP
Fragments) + Port (n)

RST (if port is closed)

Attacker Target

FGURE 3.43: SYNFFIN Scanning

Nmap command prompts for SYN/FIN scan.

m  Command Prompt
C:\>Omap -sS -T4 -A -f -v :192.168 .16:8 .!

Starting Nmap 6.01 ( http://nmap.org } at:
2D12-P8-11¢ 11: 03 jSDT.cccciiiiiiiiiiis eeerieiesie e
Initiating SYN Stealth Scan at 11:03
Scanning 192.168.168.5 [1000 ports]
Discovered open port 139/tcp on 192.168.168.
Discovered open port 445/tcp on 192.168.168.
Discovered open port!35/tcp.On 192.168.168.
Discovered open port 912/tcp On 192.168.168.
Completed SYN Stealth Scan at 11:03, 4.75s
elapsed (1000 total ports)

FGURE 3.44: Nmap showing SYNFIN Scanning Result
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® ft 1 HH Bl
I n al c -

Check for yJ Check for 1 Scanning 1 Banner
Live Systems Open Ports Beyond IDS Grabbing

Scan for . Draw Network | Prepare! Scanning

3 JS—

Vulnerability Diagrams Proxies Pen Testing
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:ir CEH Scanning M ethodology

So far we have discussed how to check for live systems, open ports, and scan beyond
IDS. All of these are the doorways for an attacker to break into a network. Another important

tool of an attacker is banner grabbing, which we will discuss next.

Check for Live Systems Scan for Vulnerability
191 Check for Open Ports r Draw Network Diagrams
Scanning Beyond IDS Q fci prepare Proxies
A Banner Grabbing Scanning Pen Testing

This section highlights banner grabbing, the need to perform banner grabbing, various ways of

banner grabbing, and the tools that help in banner grabbing.
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Banner Grabbing

J  Banner grabbing or CSfingerprinting is the method to determine the operating
system running on a remote target system. There are two types of banner grabbing:
active and passive.

Active Banner Grabbing Passive Banner Grabbing
® Specially crafted packets are sent to remote OS ® Banner grabbing from error messages:
and the response is noted Error messages provide information such as type of

server, type of OS, and SSLtool used by the target

® The responses are then compared with a
remote system

database to determine the OS
® Sniffing the network traffic:
© Response from different OSes varies due to

differences in TCP/IP stack implementation

Capturing and analyzing packets from the target
enables an attacker to determine OS used by the
remote system

e Banner grabbing from page extensions:

B Looking for an extension in the URL may assist in
O determining the application version

BQ
on

Example: .aspx => lIS server and Windows platform

Why Banner Grabbing?

Identifying the OS used on the target host allows an attacker to figure out the vulnerabilities the
system posses and the exploits that might work on a system to further carry out additional attacks

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Banner Grabbing

Banner grabbing or OS fingerprinting is a method to determine the operating system
running on aremote target system. Banner grabbing is important for hacking as it provides you
with a greater probability of success in hacking. This is because most of the vulnerabilities are
OS specific. Therefore, if you know the OS running on the target system, you can hack the

system by exploiting the vulnerabilities specific to that operating system.

Banner grabbing can be carried out in two ways: either by spotting the banner while trying to
connect to a service such as FTP or downloading the binary file/bin/ls to check the architecture

with which it was built.

Banner grabbing is performed wusing the fingerprinting techniqgue. A more advanced
fingerprinting technique depends on stack querying, which transfers the packets to the network
host and evaluates packets based on the reply. The first stack querying method was designed
considering the TCP mode of communication, in which the response of the connection requests
is evaluated. The next method was known as ISN (Initial Sequence Number) analysis. This
identifies the differences in the random number generators found in the TCP stack. A new
method, using the ICMP protocol, is known as ICMP response analysis. It consists of sending

the ICMP messages to the remote host and evaluating the reply. The latest ICMP messaging is
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known as temporal response analysis. Like others, this method uses the TCP protocol. Temporal

response analysis looks at the retransmission timeout (RTO) responses from aremote host.

There are two types of banner grabbing techniques available; one is active and the other is

passive.

A ctive Banner Grabbing

Active banner grabbing is based on the principle that an operating system's IP stack
has a unique way of responding to specially crafted TCP packets. This arises because of different
interpretations that vendors apply while implementing the TCP/IP stack on the particular OS. In
active banner grabbing, a variety of malformed packets are sent to the remote host, and the

responses are compared to a database.

For instance, in Nmap, the OS fingerprint or banner grabbing is done through eight tests. The
eight tests are named TI, T2, T3, T4, T5, T6, T7, and PU (port unreachable). Each of these tests
is illustrated as follows, as described in www.packetwatch.net:

TI: In this test, a TCP packet with the SYN and ECN-Echo flags enabled is sent to an open TCP
port.

T2: It involves sending a TCP packet with no flags enabled to an open TCP port. This type of

packet is known as a NULL packet.

T3: It involves sending a TCP packet with the URG, PSH, SYN, and FIN flags enabled to an open
TCP port.

T4: 1t involves sending a TCP packet with the ACK flag enabled to an open TCP port.
T5: It involves sending a TCP packet with the SYN flag enabled to a closed TCP port.
T6: It involves sending a TCP packet with the ACK flag enabled to a closed TCP port.

T7: It involves sending a TCP packet with the URG, PSH, and FIN flags enabled to a closed TCP
port.

PU (Port Unreachable): It involves sending a UDP packet to a closed UDP port. The objective is

to extract an "ICMP port unreachable"” message from the target machine.

The last test that Nmap performs is named TSeq for TCP Sequencability test. This test tries to
determine the sequence generation patterns of the TCP initial sequence numbers, also known
as TCP ISN sampling, the IP identification numbers (also known as IPID sampling), and the TCP
timestamp numbers. The test is performed by sending six TCP packets with the SYN flag
enabled to an open TCP port.

The objective is to find patterns in the initial sequence of numbers that the TCP
implementations choose while responding to a connection request. These can be categorized
into many groups such as the traditional 64K (many old UNIX boxes), random increments
(newer versions of Solaris, IRIX, FreeBSD, Digital UNIX, Cray, and many others), or True
"random" (Linux 2.0.*, OpenVMS, newer AIX, etc.). Windows boxes use a "time-dependent"

model where the ISN isincremented by a fixed amount for each time period.

Module 03 Page 344 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.packetwatch.net

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

Source: www.insecure.org, "Most operating systems increment a system-wide IPID value for
each packet they send. Others, such as OpenBSD, use a random IPID and some systems (like
Linux) use an IPID of 0 in many cases where the 'Don't Fragment' bit is not set. Windows does
not put the IPID in network byte order, so it increments by 256 for each packet. Another
number that can be sequenced for OS detection purposes is the TCP timestamp option values.
Some systems do not support the feature; others increment the value at frequencies of 2HZ,

100HZ, or 1000HZ and still others return 0.

Passive Banner Grabbing
Source: http://honeynet.org

Like active banner grabbing, passive banner grabbing is also based on the differential
implementation of the stack and the various ways an OS responds to packets. However, instead
of relying on scanning the target host, passive fingerprinting captures packets from the target

host via sniffing to study for telltale signs that can reveal an OS.
The four areas that are typically noted to determine the operating system are:
9 TTL -What the operating system sets the Time To Live on the outbound packet
9 Window Size - hat the operating system sets the Window size
9 DF - Does the operating system setthe Don't Fragment bit
9 OS - Does the operating system set the Type of Service, and if so, at what

Passive fingerprinting has to be neither fully accurate nor be limited to these four signatures.
However, by looking at several signatures and combining information, accuracy can be
improved. The following is the analysis of a sniffed packet dissected by Lance Spitzner in his

paper on passive fingerprinting (http://www.honeynet.org/papers/finger/).
04/20-21:41:48.129662 129.142.224.3:659 -> 172.16.1.107:604
TCP TTL:45 TOS:OxO ID:56257
**¥*EX**A* Seq: 0x9DD90553
Ack: OXE3C65D7 Win: 0x7D78
Based on the four criteria, the following are identified:
9 TTL: 45
9 Window Size: 0x7D78 (or 32120 in decimal)
9 DF: The Don't Fragment bit is set
9 TOS: 0x0
Database Signatures

This information isthen compared to a database of signatures. Considering the TTL used by the
remote host, it is determined from the sniffer trace that the TTL is set at 45. This indicates that
it went through 19 hops to get to the target, so the original TTL must have been set at 64.
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Based on this TTL, it appears that the packet was sent from a Linux or FreeBSD box (however,
more system signatures need to be added to the database). This TTL is confirmed by doing a
traceroute to the remote host. If the trace needs to be done stealthily, the traceroute time-to-
live (default 30 hops) can be set to be one or two hops less than the remote host (-m option).
Setting traceroute in this manner reveals the path information (including the upstream

provider) without actually touching the remote host.
Window Sizes

The next step is to compare window sizes. The window size is another effective tool that
determines specifically what window size is used and how often the size is changed. In the
previous signature, it is set at 0x7D78, a default window size is commonly used by Linux. In
addition, FreeBSD and Solaris tend to maintain the same window size throughout a session.
However, Cisco routers and Microsoft Windows/NT window sizes are constantly changing. The
window size is more accurate if measured after the initial three-way handshake (due to TCP

slow start).
Session Based

Most systems use the DF bit set, so this is of limited value. However, this does make it easier to
identify the few systems that do not use the DF flag (such as SCO or OpenBSD). TOS is also of
limited value, since it seems to be more session-based than operating-system-based. In other
words, it is not so much the operating system that determines the TOS, but the protocol used.
Therefore, based on this information, specifically TTL and window size, one can compare the
results to the database of signatures and, with a degree of confidence, determine the OS (in

this case, Linux kernel 2.2.x).

Just as with active fingerprinting, passive fingerprinting has some limitations. First, applications
that build their own packets (such as Nmap, hunt, nemesis, etc.) will not use the same
signatures as the operating system. Second, it is relatively simple for a remote host to adjust
the TTL, window size, DF, or TOS setting on packets.

Passive fingerprinting can be used for several other purposes. Crackers can use "stealthy"
fingerprinting. For example, to determine the operating system of a potential target, such as a
web server, one need only request a web page from the server, and then analyze the sniffer
traces. This bypasses the need for using an active tool that various IDS systems can detect. Also,
passive fingerprinting may be used to identify remote proxy firewalls. Since proxy firewalls
rebuild connections for clients, it may be possible to ID proxy firewalls based on the signatures
that have been discussed. Organizations can use passive fingerprinting to identify rogue

systems on their network. These would be systems that are not authorized on the network.

W hy Banner Grabbing?

Identifying the OS used on the target host allows an attacker to figure out the
vulnerabilities the system possesses and the exploits that might work on a system to further
carry out additional attacks.
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Banner Grabbing Tools

-J ID Serve is used to identify the make, model, and J Netcraft reports a site's operating system, web
version of any web site” server software server, and netblock owner together with, if
available, a graphical view of the time since last

J Itisalso used to identify non-HTTP (non-web)
reboot for each of the computers serving the site

Internet servers such as FTP, SMTP, POP, NEWS, etc.

ID Serve Netcraft
OBne
1M * 0nrr0
| oOllely | O0«A/b*p« » 5
_ 8oyl pite -1 B WRwIP« 17 |avjfr<ls wm meroKOtan(

1 lccttmedhoclier com~~

7' AWfnacow j"t

im baton Ior+. = + omp-}muw

1
T*‘Q’ 1
(3ILas’ cathed Aed 118ﬂnMDbuM\

11.+PnvAo 1-fly ASPMFjl

TrewivertertwdIMM
1 SOOI 6P

http:/Amwv. grc.com http://toolbar. netcraft.com
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Banner Grabbing Tools
Banner grabbing can be done even with the help of tools. Many tools are available in
the market. These tools make banner grabbing an easy task. The following are examples of
banner grabbing tools:
Vi
ID Serve

Source: http://www.grc.com

ID Serve is used to identify the make, model, and version of any website's server software; it is
also used to identify non-HTTP (non-web) Internet servers such as FTP, SMTP, POP, NEWS, etc.
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N etcraft

©IDsS*™ l-g-FB U:4J
" Internet Server Identification utilityvl 02
|1 ~ 0 ry P Personal Security Freeware by Steve Gibson
CopyngN Ic) 2003 by Gfcson Research Cap
Background Selv»rQuery | O&A/Help

Enter ar copy / paste an Interne! server URL ot IP #Mtess here (example I ||| Traaosow com)

ot oem |

When an Inlemer URL ot IP has been provided above

*1
(2 Query The Server press the button to nbate a query Olthe specfod server

Server query processng
ft Lest-Modrtied Wed. 12 Jan2U11Ub  WbtiM |
Accept-Ranges none
ETaa +Q76b5t18b2cbl 17d05r
Server MioosolHIS/6 0
X-Powered-By ASPNET

Ihe terveridentted (tel as

av

FIGURE 3.45: IDServe Screenshot

Source: http://toolbar.netcraft.com
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(jOlOID Serve web page E*

Netcraft reports a site's operating system, web server, and netblock owner together with, if

available, a graphical view of the time since last reboot for each of the computers serving the

site.
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Site report for certifledhacker.com
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HGURE 3.46: Netcraft Screenshot
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Banner Grabbing Tools CEH

(Contd)

1. # nc -w www.juggyboy.com 80 - press[Enter]

2.GET / HTTP/1.0 - Press [Enter] twice

f’rEtf‘ V'mimm

rootebt:-# rc -v* www.jtoayboy.com 80
DNS fwd/rei/ mismatche www.jugcydoy.toa
<ww j Lggybay .con 1295.178.152.26] 30

This utility reads and GET / MTTPALD
writes data across Conneciion: elose

Date: Mon, 13 Aug 2912 12:14:10 GMT

Server identified as
Microsoft-11S/6.0

H content-Length: 2101|
network connections, Contentivpe: tex thipIn ¢ K
. Content-<Ccat#rn: http:7/16.4«.26.n /b«faultihtn r a C

Last*Moditied: Wed. 19 Apr 2366 22:09:12 GMT

using the TCP/IP Kescnaes: e
ETaa: “b46bc: 53c61:7a49”

prOtOCOl Server: Microsoft-11S/6.0
MIrro(0ftO ffic*W *b (*rvtr! 5.8 Pub

X Powered-By: ASP.MET

http://netcat.sourceforge.net L

1. telnet www.certifiedhacker.com 80 - press[Enter]

Telnet 2. GET / HTTP/1.0 - Press [Enter] twice

nt-Ungth: 21H

CAWindowAiy5tem32\cmd.cxe

HTTP/40 11J Forbidde

This technique probes i HPM G f-1 1S/ M Server identified as
HTTP servers to Microsoft-11S/6.0
determine the Server ClhtmiXhspaiyle>Error<StitieXsheadXbodvXheadXitie>Dimmectolv Listing D
field in the HTTP 03 oot allow con%?&gyﬁpl &'[%?Q&M%'Wﬁ@ms Uirtual Director

response header
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Banner Grabbing Tools (Cont’d)

L> N etcat

Source: http://netcat.sourceforge.net

Netcat is a networking utility that reads and writes data across network connections, with the
help of the TCP/IP protocol. It is designed to be a reliable "back-end" tool that can be used

directly or easily driven by other programs and scripts. It provides access to the following key

features:

© Outbound and inbound connections, TCP or UDP, to or from any ports.

© Featured tunneling mode, which also allows special tunneling such as UDP to TCP, with

the possibility of specifying all network parameters (source port/interface, listening

port/interface), and the remote host allowed to connect to the tunnel.

Built-in port-scanning capabilities, with randomizer.

Advanced usage options, such as buffered send-mode (one line every N seconds) and

hexdump (to stderr or to a specified file) of transmitted and received data.

Optional RFC854 telnet codes parser and responder. You can use the Netcat tool for grabbing

the banner of a website by following this process. Here, the banner grabbing is done on the

www.Juggyboy.com web server for gathering the server fields such as server type, version, etc.
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© # nc-vv www.juggyboy.com 80 - press[Enter]
e GET/ HTTP/1.0 - Press [Enter] twice

From the screenshot, you can observe the area highlighted in red color is a server version
(Microsoft-11S/6.0).

file Edit ytew Jferminal Help
root@ bt:-# nc -vv www.juggyboy.com 80

DNS fwd/rev mismatch: www.juggyboy.com !* w2k3-web26.prod.netsolhost.con
Wwwfuggybo)/.com [205.178.152.26] 80 (www) open

GET HTTP/1.0

HTTP/1.1 200 K

Connection: close

Date: Mon, 13 Aug 2012 12:14:1G GMI
Content-Length: 2165M A I
ggpltt%?]tt’zl%%lopcedtitllﬁ):(%ttp:/l10A49A39A26’dsefauItAhtni
Last-Modified: Wed, 19 Apr 2006 22:09:12 GMVIT
AcceptmRanges: none

ETaq: “Gb46be3fd63c61:7349~

Server: Microsoft-11S/6.0
MicrosoftOfficeWebServer: 5.0 Pub
X-Powered-By: ASP.NET

nn I x

HGURE 3.47: Netcat showing Banner Grabbing Result

Telnet
This technique probes HTTP servers to determine the Server field in the HTTP
response header.

For instance, if you want to enumerate a host running http (tcp 80), then you have to follow

this procedure:
© First, open the command prompt window.
Go to Start > Run, type cmd, and press Enter or click OK.

© Inthe command prompt window, request telnet to connect to a host on a specific port:

C:\telnet www.certifiedhacker.com 80 and press Enter.

© Next, you will get a blank screen where you have to type GET / HTTP/1.0 and press

Enter twice.

© In the final step, the http server responses with the server version, say Microsoft-11S/6.0.
From the screenshot you can see the area highlighted in red color is the server version

details.

C:\Windows\system32\cmd.exe

HTTP/1.1 403 Forbidden
Content-Length: 218
Cnntent—Tune: text/html
Server: Microsoft-11S/6.0
X-Pouered-By: ftSP.NET
Date: Sat, 11 flug 2012 09:57:07 GMT
uonneccion: cxose

<htmIX headXtitle>Error</titleX/beadXbodyXbeadXtitle>Directory Listing D
ed</title X/bead>

<bodyXhl>Directory Listing Denied</hI>This Uirtual Director
oes not allou contents to be listed.</body></bodyX/htnl>

Connection to host lost.

HGURE 3.48: Command Prompt showing http server responses with the server version
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B anner Grabbing Countermeasures:

D isabling or Changing B anner

Display false banners to misguide the attackers

Turn @ff unnecessary services on the network host to limit the information
disclosure

lISusers can use these tools to disable or change banner information

~ IS Lockdown Tool (http://microsoft.com)
~ ServerMask (http://www .port80software.com)

Apache 2x withmod_headers module - use a directive inhttpd. conf
file to change banner information Header set Server "New Server Name™

Alternatively, change the ServerSignature lineto ServerSignature
Offinhttpd.conffile
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Banner Grabbing Counterm easures: D isabling or
--------- Changing Banners

Attackers use banner grabbing techniques and find out sensitive information such as device
types, operating systems, application version, etc. used by the victim. With the help of the
gathered information, the attacker exploits the vulnerabilities that are not updated with the
security patches and launches the attacks. So, to protect your system against banner grabbing

attacks, afew countermeasures can be adopted and they are listed as follows:
Disabling or Changing Banner
Q Display false banners to misguide attackers
Q Turn off unnecessary services on the network host to limit information disclosure
Q lISusers can use these tools to disable or change banner information:
S IS Lockdown Tool (http://microsoft.com)
S ServerMask (http://www.port80software.com)

9 Apache 2.x with mod_headers module - use a directive in httpd. conf file to change
banner information Header set Server "New Server Name"

9 Alternatively, change the ServerSignature line to ServerSignature Off in the
httpd.conf file
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H iding File E xtensions from

C EH
W eb Pages

File extensions reveal information about the
underlying server technology that an attacker
can utilize to launch attacks

IS users use tools such as

Hide file extensions to mask

PageXchanger to manage the

. . the web technology

file extensions

Change application mappings such
Apache users can use K
o i . as .asp with .htm or .foo, etc. to
mod_negotiation directives

disguise the identity of the servers

It is even better if the file extensions are not at all used
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H iding File Extensions from W eb Pages

File extensions provide information about the wunderlying server technology;
attackers can use this information to search vulnerabilities and launch attacks. Hiding file
extensions is a good practice to mask technology-generating dynamic pages. Change
application mappings such as .asp with .htm or .foo, etc. to disguise the identity of the servers.
Apache users can use mod_negotiation directives. IIS users use tools such as PageXchanger to

manage the file extensions. Doing without file extensions altogether is an even better idea.
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So far, we have discussed how to check for live systems, open ports, scan beyond IDS,
and the use of banner grabbing. All these concepts help an attacker or security administrator to
find the loopholes that may allow an attacker into their network. Now we will discuss

vulnerability scanning, a more detailed tests to determine vulnerabilities in a network, and its

resources.
Check for Live Systems N a; Scan for Vulnerability
ft  Check for Open Ports r Draw Network Diagrams
f~ j Scanning Beyond IDS Jfe J Prepare Proxies
Banner Grabbing Scanning Pen Testing

This section describes vulnerability scanning and various vulnerability scanning tools.
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Vulnerability Scanning

Vulnerability scanning identifies vulnerabilities and weaknesses of a system and netw<
order to determine how a system can be exploited
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Q V ulnerability Scanning

A Vulnerability scanning identifies vulnerabilities and weaknesses of a system and
network in order to determine how a system can be exploited. Similar to other security tests
such as open port scanning and sniffing, the vulnerability test also assists you in securing your
network by determining the loopholes or vulnerabilities in your current security mechanism.
This same concept can also be used by attackers in order to find the weak points of the target
network. Once they find any weak points, they can exploit them and get in to the target
network. Ethical hackers can use this concept to determine the security weaknesses of their

target business and fix them before the bad guys find and exploit them.
Vulnerability scanning can find the vulnerabilities in:

Q Network topology and OS vulnerabilities

9 Open ports and running services

9 Application and services configuration errors

9 Application and services vulnerabilities
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V ulnerability S canning Tool:

N essus

Nessus is the vulnerability
and configuration
assessment product

Features

Cw Agentless auditing
S a compliance checks
Y a Content audits

s - Customized reporting

TNl NP>

S a High-speed vulnerability
discovery

. @ In-depth assessments bl W MUt 1
y @ Mobile device audits M \Ma <Miran

>a Patch management NE

integration CEAVIRrES\BAGET totu QAATHN BN
, & Scan policy design and
execution

http:/Awy. tenable, com
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V ulnerability Scanning Tool: Nessus
Source: http:// www.tenable.com

Nessus is a vulnerability scanner—a program that searches for bugs in software. This tool
allows a person to discover a specific way to violate the security of a software product. The

vulnerability, in various levels of detail, is then disclosed to the user of the tool. The various
steps this tool follows are:

e Data gathering

€ Host identification
e Port scan

0 Plug-in selection
0 Reporting of data

To obtain more accurate and detailed information from Windows-based hosts in a Windows
domain, the user can create a domain group and account that have remote registry access
privileges. After completing this task, he or she gets access not only to the registry key settings

but also to the Service Pack patch levels, Internet Explorer vulnerabilities, and services running
on the host.
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It is a client-server application. The Nessus server runs on a UNIX system, keeps track of all the
different vulnerability tests, and performs the actual scan. It has its own user database and
secures authentication methods, so that remote users using the Nessus client can log in,
configure a vulnerability scan, and send it on its way. Nessus includes NASL (Nessus Attack
Scripting Language), a language designed to write security tests.

The various features of Nessus are:

9 Each security test is written as a separate plug-in. This way, the user can easily add tests
without having to read the code of the Nessus engine.

Q It performs smart service recognition. It assumes that the target hosts will respect the

IANA assigned port numbers.

9 The Nessus Security Scanner is made up of two parts: A server, which performs the
attack, and a client, which is the front end. The server and the client can be run on
different systems. That is, the user can audit his whole network from his personal
computer, whereas the server performs its attacks from the main frame, which may be

located in a different area.

Q nessus o**1 | H* | Juf«ul
Reports Reports Mobile  Scans Policies Users  Configurator g
Scan LAN Mrrmary | HortSunmTY
i Ri/vwq *LMKfwd Aug 13,2012 19.07
Filters NoFltea * Add Flit* 9 Clear FHtec*

AGURE 3.49: Nessus Screenshot
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V ulnerability S canning Tool:
CEH
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O o GPI LanGuard 2012
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e Selectively creates custom ! O wSm R W im
o Oacopfen
vulnerability checks
Adi S
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V ulnerability Scanning Tool: GFIl LanG uard
Source: http://www.gfi.com

GFl LanGuard acts as a virtual security consultant. It offers patch management, vulnerability
assessment, and network auditing services. It also assists you in asset inventory, change

management, risk analysis, and proving compliance.
Features:
9 Selectively creates custom vulnerability checks
9 Identifies security vulnerabilities and takes remedial action
9 Creates different types of scans and vulnerability tests
9 Helps ensure third party security applications offer optimum protection

9 Performs network device vulnerability checks
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V ulnerability S canning Tool:
S AINT

Features:

U Identify vulnerabilities on network

devices

Detect and fix possible weaknesses
in the network security

Prevent common system
vulnerabilities

a Demonstrate compliance with
current government and industry
regulations

Perform compliance audits with
policies defined by FDCC, USGCB,

o)
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V ulnerability Scanning Tool: SAINT
Source: http://www.saintcorporation.com

SAINT is an integrated network tools for security administrators. Using this tool, you can find
security vulnerabilities across the network including devices, operating systems, desktop
applications, web applications, databases, etc. in a non-intrusive manner. It also enables you to
gather information such as operating system types and open ports, etc. It allows you to scan
and exploit targets with an IPv4, IPv6, and/or URL address.

Features:
9 Detects and fixes possible weaknesses in your network's security
9 Anticipates and prevents common system vulnerabilities

0 Demonstrates compliance with current government and industry regulations such as PCl
DSS, NERC, FISMA, SOX, GLBA, HIPAA, and COPPA

9 Performs compliance audits with policies defined by FDCC, USGCB, and DISA
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N etw ork V ulnerability Scanners C E H
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N etwork Vulnerability Scanners

Network vulnerability scanners are the tools that assist you in identifying the
vulnerabilities in the target network or network resources. These scanners help you in
vulnerability assessment and network auditing. Using these scanners, you can find
vulnerabilities in networks, wired or wireless, operating systems, security configuration, server
tuning, open ports, applications, etc.

A few network vulnerability scanners and their home sites are mentioned as follows, using
which you can perform network scanning:
9 Retina CS available at http://go.eeve.com
Core Impact Professional available at http://www.coresecurity.com

MBSA available at http://www.microsoft.com

9

Q

Q Shadow Security Scanner available at http://www.safetv-lab.com

9 Nsauditor Network Security Auditor available at http://www.nsauditor.com
Q OpenVAS available at http://www.openvas.org

9 Security Manager Plus available at http://www.manageengine.com

Nexpose available at http:// www.rapid7.com

[¢]

9 QualysGuard available at http://www.qualys.com

9 Security Auditor's Research Assistant (SARA) available at http://www-arc.com
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So far, we discussed various scanning concepts such as sources to be scanned, tools
that can be used for scanning, and vulnerability scanning. Now we will discuss the network

diagram, an important diagram that enables you to analyze the complete network topology.

Check for Live Systems Scan for Vulnerability
191 Check for Open Ports 1= Draw Network Diagrams

Scanning Beyond IDS 3W(_)n Prepare Proxies

Banner Grabbing Scanning Pen Testing

This section highlights the importance of the network diagram, how to draw the network
diagram or maps, how attackers can use these launching attacks, and the tools that can be used

to draw network maps.
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D raw ing N etw ork D iagram s C E H

(ertifwtf |Ik4. Hehw

J Drawing target's network diagram gives valuable information about the network and its
architecture to an attacker

J Network diagram shows logical or physical path to a potential target

Intranet DMz Intranet
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Drawing Network D iagrams

The mapping of networks into diagrams helps you to identify the topology or the
architecture of the target network. The network diagram also helps you to trace out the path to
the target host in the network. It also allows you to understand the position of firewalls,
routers, and other access control devices. Based on the network diagram, the attacker can
analyze the target network's topology and security mechanisms. It helps an attacker to see the
firewalls, IDSs, and other security mechanisms of the target network. Once the attacker has this
information, he or she can try to figure out the vulnerabilities or weak points of those security
mechanisms. Then the attacker can find his or her way into the target network by exploiting
those security weaknesses.

The network diagram also helps network administrators manage their networks. Attackers use

network discovery or mapping tools to draw network diagrams of target networks.

The following figure depicts an example of a network diagram:
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HGURE 3.52: Network Diagram
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N etw ork Discovery Tool:

LANSuUurveyor

LANsurveyor discovers a network and produces a comprehensive network diagram

that integrates 0S| Layer 2 and Layer 3 topology data

Features aao

Auto-generate Network Maps

Export Network Maps to Visio
OLANSsu
Auto-detect Changes

Inventory Management

Network Regulatory
Compliance

Network Topology Database

Multi-level Network Discovery
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N etw ork Discovery Tool: LANsurveyor
Source: http://www.solarwirlds.com

LANsurveyor allows you to automatically discover and create a network map of the target
network. It is also able to display in-depth connections like OSI Layer 2 and Layer 3 topology
data such as displaying switch to switch, switch to node, and switch to router connection. You
can export the network map created into Microsoft Office Visio. It can also keep track of
changes that occur in the network. It allows the user to perform inventory management of

hardware and software assets.
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N etw ork Discovery Tool:

O pM anager-tr

OpManagerisa network monitoring software that offers advanced fault and performance management

functionality across critical IT resources such as routers, WAN links, switches, firewalls, VolIP call paths,

physical servers, virtual servers, domain controllers, and other IT infrastructure devices

Features

J  Availability and Uptime Monitoring

J  Network Traffic Analysis

J IP Address Management

J  Switch Port Mapper

J Network Performance Reporting

J Network Configuration Management
J Exchange Server Monitoring

J  Active Directory Monitoring

-l Hyper-V Monitoring

-l SQL Server Monitoring
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N etw ork D iscovery Tool: O pM anager

Source: http://www.manageengine.com

OpManager is basically a network performance management and monitoring tool that offers

advanced fault and performance management functionality across critical IT resources such as

routers, WAN links, switches, firewalls, VolP call paths, physical servers, virtual servers, domain

controllers, and other IT infrastructure devices. This tool is helpful in discovering the specific

network automatically. It can also present a live network diagram of your network.

Here are some of the features of OpManager:

e

e

Availability and uptime monitoring
Network traffic analysis

IP address management

Switch port mapper

Network performance reporting
Network configuration management

Exchange server monitoring
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9 Active directory monitoring
9 Hyper-V monitoring

9 SQL Server monitoring

HGURE 3.54: OpManager showing Sample Map
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N etw ork Discovery Tool:

N etw orkV iew
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N etw ork D iscovery Tool: NetworkV iew
Source: http://www.networkview.com
NetworkView isa network discovery and management tool for Windows.
Its key features include:
9 Discover TCP/IP nodes and routes using DNS, SNMP, Ports, NetBIOS, and WM|I
9 Get MAC addresses and NIC manufacturer names
e Monitor nodes and receive alerts
9 Document with printed maps and reports

9 Control and secure your network with the SNMP MIB browser, the WMI browser, and

the port scanner
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Network Discovery Tool: H
The Dude

N etw ork D iscovery Tool: The Dude
Source: http://www.mikrotik.com

The Dude will automatically scan all devices within specified subnets, draw and lay out a map
of your networks, monitor services of your devices, and alert you in case any service has
problems.

A few features of the Dude include:

Auto network discovery and layout

© Discovers any type or brand of device
© Device, link monitoring, and notifications
© Allows you to draw your own maps and add custom devices
© Supports SNMP, ICMP, DNS, and TCP monitoring for devices that support it
© Direct access to remote control tools for device management
© Supports remote Dude server and local client
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N etw ork Discovery and M apping Tools

Network discovery and mapping tools allow you to view the map of your network.
They help you detect rogue hardware and software violations. It notifies you whenever a
particular host becomes active or goes down. Thus, you can also figure out the server outages
or problems related to performance. This is the purpose of network discovery and mapping
tools in terms of security. The same tools can be used by attackers to launch attacks on your
network. Using these tools, the attacker draws the network diagram of the target network,
analyzes the topology, find outs the vulnerabilities or weak points, and launches an attack by
exploiting them. The attacker may use the following tools to create a map of the network:

© LANStat

Ipsonar

© © ©©© 00 ©0
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e available at http://www.10-strike.com

FriendlyPinger avaialble at http://www .kilievich.com

available at http://www.lumeta.com

CartoReso available at http://cartoreso.campus.ecp.fr

Switch Center Enterprise available at http://www.lan-secure.com

HP Network Node Manager i Software available at http://www8.hp.com
NetMapper available at http:// www.opnet.com
NetBrain Enterprise Suite available at http://www.netbraintech.com
Spiceworks-Network Mapper available at http://www.spiceworks.com

NetCrunch available at http://www.adremsoft.com
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fcjsk CEH Scanning M ethodology

A So far, we have discussed various means of scanning and the sources to be scanned.
Now we will discuss proxies and important mechanisms used by attackers to access the
restricted sources and also to avoid their identity.

Check for Live Systems Scan for Vulnerability
191  Check for Open Ports r  Draw Network Diagrams

Scanning Beyond 1DS Qi Prepare Proxies

Banner Grabbing Scanning Pen Testing

This section describes how to prepare proxies and how an attacker can use them to launch
attacks.
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A proxy is a network computer that can
serve as an intermediary for connecting
with other computers

As an IP addresses multiplexer, a
proxy allows the connection ofa
number of computers to the
Internet while having only

one IP address

Proxy servers can be used
(to some extent) to anonymize
web surfing
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Proxy Servers

A proxy is a network computer that can serve as an intermediary for connecting with
other computers. You can use a proxy server in many ways such as:

0 Asa firewall, a proxy protects the local network from the outside access

9 As an IP address multiplexer, a proxy allows a number of computers to connect to the
Internet when you have only one IP address

9 To anonymize web surfing (to some extent)

Q To filter out unwanted content, such as ads or "unsuitable" material (using specialized
proxy servers)

9 To provide some protection against hacking attacks
9 To save bandwidth
Let's see how a proxy server works.

When you use a proxy to request a particular web page on an actual server, it first sends your
request to the proxy server. The proxy server then sends your request to the actual server on
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behalf of your request, i.e., it mediates between you and the actual server to send and respond
to the request as shown in the following figure.

Attacker Target Organization

FIGURE 3.57: Attacker using Proxy Server

In this process, the proxy receives the communication between the client and the destination
application. In order to take advantage of a proxy server, client programs must be configured
so they can send their requests to the proxy server instead of the final destination.
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Why Attackers Use Proxy Servers? CEH

@iV ithid Ldd

To mask the actual source of the attack by impersonating a fake

source address of the proxy

Toremotely access intranets and other website resources that are

normally off limits

To interrupt all the requests sent by an attacker and transm it them
to a third destination, hence victims will only be able to identify the
proxy server address |

Attackers chain multiple proxy servers to avoid detection
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W hy A ttackers Use Proxy Servers

For an attacker, it is easy to attack or hack a particular system than to conceal the

attack source. So the main challenge for an attacker is to hide his identity so that no one can
trace him or her. To conceal the identity, the attacker uses the proxy server. The main cause

behind using a proxy is to avoid detection of attack evidence. With help of the proxy server, an
attacker can mask his or her IP address so that he or she can hack the computer system
without any fear of legal repercussion. When the attacker uses a proxy to connect to the
destination, the proxy's source address will be recorded in the server logs instead of the actual

source address of the attacker.

In addition to this, the reasons for which attackers use proxy servers include:

Q Attacker appears in a victim server's log files with a fake source address of the proxy
rather than with the attacker's actual address

9 To remotely access intranets and other website resources that are normally off limits

9 To interrupt all the requests sent by an attacker and transmit them to a third
destination, hence victims will only be able to identify the proxy server address

9 To use multiple proxy servers for scanning and attacking, making it difficult for
administrators to trace the real source of attack
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Direct attack/ No proxies

. 5’!@ ]

Logged Proxy
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Use of Proxies for A ttack

Quite a number of proxies are intentionally open to easy access. Anonymous proxies
hide the real IP address (and sometimes other information) from websites that the user visits.
There are two types or anonymous proxies: One that can be used in the same way as the non-
anonymous proxies and others that are web-based anonymizers.

Let's see how many different ways that attackers can use proxies to commit attacks on the
target.

Case 1. In the first case, the attacker performs attacks directly without using proxy. The
attacker may be at risk to be traced out as the server logs may contain information about the IP
address of the source.

Direct attack/ No proxies

Target

FIGURE 3.58: Attacker Communicating with Target Directly (No Proxy)

Case 2: The attacker uses the proxy to fetch the target application. In this case, the server log
will show the IP address of the proxy instead of the attacker's IP address, thereby hiding his or
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her identity; thus, the attacker will be at minimum risk of being caught. This will give the
attacker the chance to be anonymous on the Internet.

Attacker Logged Proxy Target

FIGURE 3.59: Attacker Communicating with Target through Proxy

Case 3: To become more anonymous on the Internet, the attacker may use the proxy chaining
technique to fetch the target application. If he or she uses proxy chaining, then it is highly
difficult to trace out his or her IP address. Proxy chaining is a technique of using more numbers
of proxies to fetch the target.

Attacker

FIGURE 3.60: Attacker using Proxy Chaining for the attack
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.................... > et
IP:20.10.10.2 IP:10.10.20.5 1P:20.10.15.4
Port: 8012 Port: 8023 Port: 8030

User
Encrypted/unencrypted traffic

N m

Unencrypted
IP: 20.15.15.3 IP: 15.20.15.2 IP: 10.20.10.8 traffic
Port: 8054 Port: 8045 Port: 8028
User requests a resource from the destination
2. Proxy client at the user's system connects to a proxy server and passes M~ »*
the request to proxy server
3. The proxy server strips the user's identification information and
passes the request to next proxy server
4. This process is repeated by all the proxy servers in the chain O

5. Atthe end unencrypted request is passed to the web server
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Proxy Chaining

Proxy chaining helps you to become more anonymous on the Internet. Your
anonymity on the Internet depends on the number of proxies used for fetching the target
application. If you use a larger number of proxy servers, then you will become more
anonymous on the Internet and vice versa.

When the attacker first requests the proxy serverl, this proxy serverl in turn requests another
proxy server2. The proxy serverl strips the user's identification information and passes the
request to the next proxy server. This may again request another proxy server, server3, and so
on, up to target server, where finally the request is sent. Thus, it forms the chain of the proxy
server to reach the destination server as shown in the following figure:

m
IP: 20.10.10.2 IP: 10.10.20.5 IP: 20.10.15.4
Port: 8012 Port: 8023 Port: 8030
User
Encrypted/unencrypted traffic
..................... v m FRTSSRN v} M e
Unencrypted
IP: 20.15.15.3 IP: 15.20.15.2 IP: 10.20.10.8 traffic
Port: 8054 Port: 8045 Port: 8028
FIGURE 3.61: Proxy Chaining
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Proxy Tool: ProxyWorkbench

Proxy Workbench is a
proxy server that displays
data passing through it in
real time, allows you to
drill into particular TCP/IP
connections, view their
history, save the data to a
file, and view the socket
connection diagram
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Proxy Tool: Proxy W orkbench

Source: http://proxyworkbench.com

Proxy Workbench is a proxy server that displays the data passing through it in real time, allows
you to drill into particular TCP/IP connections, view their history, save the data to a file, and
view the socket connection diagram. The socket connection diagram is an animated graphical
history of all of the events that took place on the socket connection. It is able to handle HTTPS
(secure sockets) and POP3 natively.
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FIGURE 3.62: Proxy Workbench Screenshot
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Roy Tad: Rrodfier

Prox-fieT is a program that a ows r>etwork appicatons that do rxrt support working through
proxy servers to operate through an HTTPS or SOCKS proxy or a chain of proxy servers

mpj/iww proafa-aom
I BBK'CMA}V. « Nj sarn: *s12-d7rjSfit3y "cCxa

Proxy Tool: Proxifier
Source: http://www.proxifier.com

Proxifier allows network applications that do not support working through proxy servers to
operate through a SOCKS or HTTPS proxy and chains. It allows you to surf websites that are
restricted or blocked by your government, organization, etc. by bypassing the firewalls rules.

Features:

0 You can access the Internet from a restricted network through a proxy server gateway
© It hides your IP address

9 It can work through a chain of proxy servers using different protocols

Q It allows you to bypass firewalls and any access control mechanisms
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FIGURE 3.63: Proxifier Screenshot
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Proxy Tool: Proxy Switcher c BEH

Proxy Switcher hides your IP address from the websites you visit

File Edit Actions View Help
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121 52148 30 8080 (Anonymous) 268ins B PAKISTAN
208-74-174-142sayfanet 31 (Anonymous) 269am m UNITED STATES
- aLIoNCin., 5> > ‘«<n-. o ETHCQITIENA AZYA

KpAe 1fAg S Q KKww.proxyswitcher.com

98 181 57.227:9090tested as [Eke-Anonymous]
cocreo dresacallao 90b pe:80 tested as [Dead]

smitp spectrumanetworks net :80tested as ((Bite-SSL)J

f-kasklabs0a.eti.pg gdapl:80 tested as [Eie-Anonymous] a
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Proxy Tool: Proxy Switcher
Source: http://www.proxyswitcher.com

Proxy Switcher allows you to surf anonymously on the Internet without disclosing your IP
address. It also helps you to access various sites that have been blocked in the organization. It
avoids all sorts of limitations imposed by sites.

Features:

9 It hides your IP address
© It allows you to access restricted sites

Q It has full support of password-protected servers
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FIGURE 3.64: Proxy Switcher PRO Screenshot
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Proxy Tool: SocksChain CEH

imttiM  tUx* 1UckM

J SocksChain transmits the TCP/IP applications through a chain of proxy servers

Ufasoft SocksChain LdfLJ
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Proxy Tool: SocksC hain
Source: http://ufasoft.com

SocksChain is a program that allows you to work with any Internet service through a chain of
SOCKS or HTTP proxies to hide the real IP address. It can function as a usual SOCKS-server that
transmits queries through a chain of proxies. It can be used with client programs that do not
support the SOCKS protocol, but work with one TCP-connection, such as TELNET, HTTP, IRC, etc.
It hides your IP from being displayed in the server's log or mail headers.
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K Ufasoft SocksChain
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FIGURE 3.65: Ufasoft SocksChain Screenshot
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Tor is software and an open network that
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Proxy Tool: TOR (The Onion Routing)
Source: https://www.torproject.org

helps you defend against aform ofnetwork

surveillance that threatens personal freedom and privacy, confidentialbusinessactivities and

relationships, and state security known as traffic analysis. You can use Tor to prevent websites

from tracking you on the Internet. You can also connect to news sites and instant messaging

services when these sites are blocked by your network administrator. Tor makes it difficult to

trace your Internet activity as it conceals a user's location or usage.

Features:
9 Provides anonymous communication over the Internet
9 Ensures the privacy of both sender and recipient of a message
9 Provides multiple layers of security to a message
9 Encrypts and decrypts all data packets using public key encryption
9 Uses cooperating proxy routers throughout the network
9 The initiating onion router, called a "Tor client" determines the path of transmission
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Proxy Tools CEH

Burp Suite . Proxy
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| Proxy Tools

In addition to these proxy tools, there are many more proxy tools intended to allow
users to surfthe Internet anonymously. A few are listed as follows:

9 Burp Suite available at http://www.portswigger.net
9 Proxy Commander available at http://www.dlao.com

9 Proxy Tool Windows App available at http://webproxylist.com

©

Gproxy available at http://gpassl.com

9 Fiddler available at http://www.fiddler2.com

Q Proxy available at http://www.analogx.com
9 Protoport Proxy Chain available at http://www.protoport.com
Q Proxy+ available at http://www.proxyplus.cz
9 FastProxySwitch available at http://affinity-tools.com
9 ProxyFinder available at http://www.proxy-tool.com
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Proxy Tools CEH

(Contd)
ProxyFinder Enterprise Socks Proxy Scanner
AMnnvroy-tod.com IAnmyianendr.aom
ezProxy L\L/! Charles
® HI hitp/Awivackag > Al nvdreresroy.aom
JAP Ano_rr?/mity and Privacy UltraSurf
http:/anonirf tudresindafirdex enfind hitp/Avwnudtresrf.Ls
CC Proxy Server
hetp/Anwizyoungpscitret

FoxyProxy Standard
™ hl]:z:%aiirsnmllaog

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

h Proxy Tools (Cont’d)
---------- The list of proxy tools mentioned in the previous slide continues as follows:
9 ProxyFinder Enterprise available at http://www.proxy-tool.com
9 ezProxy available at http://www.oclc.org
9 JAP Anonymity and Privacy available at http://anon.inf.tu-dresden.de/index en.html

9 CC Proxy Server available at http://www.youngzsoft.net

©

FoxyProxy Standard available at https://addons.mozilla.org

9 Socks Proxy Scanner available at http:// www.mylanviewer.com

Q Charles available at http://www.charlesproxv.com
9 UltraSurf available at http://www .ultrasurf.us
Q WideCap available at http://widecap.ru
9 ProxyCap available at http://www.proxycap.com
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Free Proxy Servers CIEH
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Free Proxy Servers

— Besides proxy tools discussed previously, you can find a number of free proxy sites
available on the Internet that can help you to access restricted sites without revealing your IP
address. Just type Free Proxy Servers in the Google search engine and you will get numerous
proxy server websites.

(jo .)gie Free Proxy Servers 4 H 31
Search 13r00000r+!unto 70mom 1 o
Weo Pracv 4 Free Free Proxy Servers Protect Your OMne Pnvacv Procy 4 Free- Free Proxy Servers -Protect Your Onlne Privacy mA _
aw»proxyd1ro*corv preiraaee cou-cecfted - Smear
proxy server* for Over 9 yea* Ow Okwjhummnuh _ Proxy 4 Free
o Lilt  County Ratng tectitTr»
uaaifiee Pfoxj server* «ly 1ai18
% " wwwplo*ifaireecorAlrweapreey1 fen«
FratPron Anomrutf VPN Prol*4 Ftee ProsyUst PTe‘[A»ownn» CNU
e HOUE-ACOYOURPFOIT L«tc*reeelMjSenwrs 2+2+Krf
Free ~“axvLst - Pit* Proxy Servers PPORT noe MrAss''* s=m E 1 B
e fHtOtmrse» comrexy*me

I(sepfor! s$inow tve ¥ carle*»Soc daiac*se orcaAK precy serms crtr*

mcUxau:Free rrpuAaiPatau.Taai-auT Tncm th,*

A*eproxy 'H  Uo*IWSECU«t MM Ke* T8+ @ SSH*ONed**r, T4
creat caretswd stm*5* use ft* *ee proxy 105 t werpriwoms> ocam M |

— B
H R
oW sy rjuZxvd
at Proxy Server_ lum ottte.
lortahmconv
"m'er(er*eepnMy sery;Jr oear =T wntxSMane m m .
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FIGURE 3.67: Google Search showing Free Proxy Servers
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HTTP Tunneling Techniques CEH

J HTTP Tunneling technology allows users to
despite the restrictions imposed by firewalls

Encapsulates data inside (port 80)
LU & ol LI < < Internet........ ft > * * 11 Seemme<
Router Router
HTTP Proxy
or Firewall

End Users use HTTP- ; | | I
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HTTP Tunneling Technigques

HTTP Tunneling is another technique that allows you to use the Internet despite
restrictions imposed by the firewalls. The HTTP protocol acts as wrapper for communication
channels.

An attacker uses HTTP tunnel software to perform HTTP tunneling. It is a client-server-based
application used to communicate through the HTTP protocol. This software creates an HTTP
tunnel between two machines, using a web proxy option. The technique involves sending POST
requests to an "HTTP server" and receiving replies.

The attacker uses the client application of HTTP tunnel software installed on his or her system
to communicate with other machines. All requests sent through the HTTP tunnel client
application go through the HTTP protocol.
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FIGURE 3.68: HTTP Tunneling Process

The HTTP tunneling technique is used in network activities such as:

9 Streaming video and audio

9 Remote procedure calls for network management

9 Forintrusion detection alerts

9 Firewalls
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Why do | Need HTTP Tunneling

J Organizations firewall all ports except 80 and 443, and you may want to use FTP

J HTTP tunneling will enable use of FTP via HTTP protocol

INSIDE THE NETWORK Port 23 OUTSIDE THE NETWORK
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I Port 21
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Port 25

O o o

Port 110

o 1 Port 500

1 Port 69

11Port 80 a ! o )
Port 443 Q

Internet

0o o oo

\'%
HTTP Tunneling
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on local port Data is sent

via HTTP
\Y%
FTP data is
encapsulated
I in http packet Firewall rules only Http tunneling server
allow port80 and 443 software running
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W hy do I Need HTTP Tunneling?

HTTP tunneling allows you to use the Internet despite having firewall restrictions
such as blocking specific firewall ports to restrict specific protocol communication. HTTP
tunneling helps you to overcome this firewall restriction by sending specific protocol
communication through HTTP protocol.

The attacker may use this technique for the following reasons:
9 It assures the attacker that no one will monitor him or her while browsing
9 It helps the attacker to bypass firewall restrictions
9 It ensures secure browsing
9 The attacker can hide his or her IP address from being trapped
9 it assures that it is highly impossible for others to identify him or her online

Suppose the organization has blocked all ports in your firewall and only allows port 80/443, and
you want to use FTP to connect to some remote server on the Internet. In this case, you can
send your packets via HTTP protocol as shown in the following figure:
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FIGURE 3.69: Effect of HTTP Tunneling on both Inside and Outside the Network
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HTTP Tunneling Tool: Super CEH
Network Tunnel

HTTP Tunneling Tool: Super Network Tunnel

Source: http://www.networktunnel.net

Super Network Tunnel is a professional HTTP tunneling software, which includes HTTP tunnel
client and server software. It is like secure VPN software that allows you to access your
Internet programs without being monitored by your work, school, or the government, and gives
you an extra layer of protection against hackers, spyware, or ID theft. It can bypass any firewall.
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HTTP-tunnel or Firewall
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" HTTP Tunneling Tool: HTTP-Tunnel
V! Source: http:/ll\//vww.http-tunnel.com
HTTP Tunnel acts as a SOCKS server, allowing you to access the Internet by bypassing firewall
restrictions. It is very secure software. Using this software does not allow others to monitor
your Internet activities. It hides your IP address; therefore, it does not allow tracing of your
system. It allows you the unlimited transfer of data. It runs in your system tray acting as a
SOCKS server, managing all data transmissions between the computer and the network.
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FIGURE 3.71: HTTP-Tunnel Client and Configuration Windows

Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

B This forwards the local portsoo00 to

ssh -f user@ certifiedhacker.com -L 5000:certifiedhacker.com:25 -N port 25 on certifiedhacker.com
T t
-f = background mode, USerS certifiedhacker.com => user name and server encrypted
you are logging into,-L 5000 .certifiedhacker .com:25 => local- 6 Simply pointyour email client to use
port:host:remote-port, and -N => Do not execute the command on the remote system localhost:5000 as the SMTP server
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SSH Tunneling

SSH tunneling is another technique that an attacker can use to bypass firewall
restrictions. It also helps you hide your IP address on the Internet; therefore, no one can trace
or monitor you.

The prerequisite of SSH tunneling is raised from the problems caused by the public IP address,
the means for accessing computers from anywhere in the world. The computers networked
with the public IP address are universally accessible, so they could be attacked by anyone on
the global Internet easily and can be victimized by attackers. The development of SSH
tunneling solves the problems faced by the public IP address.

An SSH tunnel is a link that proceeds traffic from an indiscriminate port on one machine to a
remote machine through an intermediate machine. An SSH tunnel comprises an encrypted
tunnel, so all your data is encrypted as it uses a secure shell to create the tunnel.

Creating atunnel for a privately addressed machine needs to implement three basic steps and
also requires three machines. The three requisite machines are:

9 Local machine
9 An intermediate machine with a public IP address
9 Target machine with a private address to which the connection must be established
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You can create a tunnel as follows:

9 Start an SSH connection from local machine to the intermediate machine with public IP
address.

9 Instruct the SSH connection to wait and observe traffic on the local port, and use
intermediate machine to send the traffic to an explicit port on the target machine with a
private address. This is called port acceleration or port forwarding.

9 On the local machine, select the application that you want to use for connection with
the remote machine and configure it to use port forwarding on the local machine. Now,
when you connect to the local port, it will redirect the traffic to the remote machine.

To secure communication between computers, SSH uses private and public encryption keys.
The public encryption keys used by the SSH tunneling deed like the identifiers of the authorized
computer. On initiating an SSH connection, each machine exchanges public keys, but only the
computer that has the matching private key can attain access to the remote computer
applications and information and can read encrypted communications with the public key.

ft 4
i 0
DB Client % DB Server
Mail Client Mail Server
*
1] !
| n < 239"
Attacker >
SSH Internet SSH *4
t f " ! Client Perimeter Perimeter Server
App Client N Controls Controls App Server
I'"<e Webserver
Web Client

FIGURE 3.72: SSH Tunneling Process
OpenSSH
Source: http://www.openssh.org

OpenSSH encrypts all traffic (including passwords) to effectively eliminate eavesdropping,
connection hijacking, and other attacks. Additionally, OpenSSH provides secure tunneling
capabilities and several authentication methods, and supports all SSH protocol versions.
OpenSSH can be used to tunnel the traffic on local machine to a remote machine that you have
an account on.

ssh -f user@ certifiedhacker.com -L 2000: certifiedhacker.com:25 -N
-f =>backgroung mode

user@ certifiedhacker.com=> user name and server you are logging into

-L 2000: certifiedhacker.com : 25 => I0cal”pOrt:hOst:remOte~pOrt

-n => Do not execute the command on the remote system

This essentially forwards the local port 2000 to port 25 on certifiedhacker.com encrypted.
Simply point your email client to use localhost:2000 as the SMTP server.
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SSHTunneling Tool: Bitvise CEH

Bitvise SSH Server provides secure remote login capabilities to Windows workstations and servers

SSH Client includes powerful tunneling features including dynamic port forwarding through an integrated
proxy, and also remote administration for the SSH Server

?1 Bitvise SFTP - localhost:22 ~
| Window Local Remote Upload Queue Download Queue  Log

Upload Queue  a i Download Queue Log

0 ? {* fciprograrr Files (x36)/bitvise winsshd
Sy a N e

Kre if:

exe

\7
F DB

m_ SCP.OXO,
sl

» |

>>>>>>>>>>>>§ﬂ:'

iz

0

p o]

E? CCMCV.OXO
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fBray * _Reue|jLliQawie ft Sat
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http://www .bitvise.com
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SSH Tunneling Tool: Bitvise
Source: http://www.bitvise.com

Bitvise is client server-based application used for SSH tunneling. The server provides you secure
remote login capabilities to Windows workstations and servers. With Bitvise SSH Server, you
can administer the Windows server remotely. The Bitvise server even has the ability to encrypt
the data during transmission so that no one can sniff your data during transmission.

Bitvise SSH Client includes graphical as well as command line SFTP support, an FTP-to-SFTP
bridge, tunneling features that can be helpful for port forwarding and remote administration.
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.'I Bitvise SFTP - localhost:22
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FIGURE 3.73: Bitvise Tool Screenshot
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Anonymizers CEH

J An anonymizer removes all the identifying information from the user's
computer while the user surfs the Internet

J Anonymizers make activity on the Internet untraceable

J Anonymizer tools allow you to bypass Internet censored websites

Why use Anonymizer?
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A nonymizers

An anonymizer is an intermediate server placed in between the end user and web
site that accesses the website on behalf of you, making your web surfing untraceable. An
anonymizer eliminates all the identifying information (IP address) from your system while you
are surfing the Internet, thereby ensuring privacy. Most anonymizers can anonymize the web
(http :), file transfer protocol (ftp :), and gopher (gopher:) Internet services.

To visit a page anonymously, you can visit your preferred anonymizer site, and enter the name
of the target website in the Anonymization field. Alternately, you can set your browser home
page to point to an anonymizer, so that every subsequent web access will be anonymized.
Apart from this, you can choose to anonymously provide passwords and other information to
sites that request you, without revealing any other information, such as your IP address.
Crackers may configure an anonymizer as a permanent proxy server by making the site name
the setting for the HTTP, FTP, Gopher, and other proxy options in their applications
configuration menu, thereby cloaking their malicious activities.

W hy Use an Anonymizer?

The reasons for using anonymizers include:
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9 Ensures privacy: It protects your identity by making your web navigation activities
untraceable. Your privacy is maintained until and unless you disclose your personal
information on the web by filling out forms, etc.

9 Accesses government-restricted content: Most governments prevent their citizens from
accessing certain websites or content in order to avoid them from accessing inappropriate
information or sensitive information. But these people can access even these types of resources
by an anonymizer located outside the country.

9 Protect you from online attacks: Anonymizers protect you from all instances of online
pharming attacks by routing all customer Internet traffic via the anonymizer's protected DNS
servers.

9 Bypass IDS and firewall rules: Bypassing of firewalls is mostly done in organizations or
schools by employees or students accessing websites they are not supposed to access.
An anonymizer service gets around your organization's firewall by setting up a
connection between your computer and the anonymizer service. By doing such,
firewalls can see only the connection from you to anonymizer's web address. The
anonymizer will then connect to Twitter or any website you wanted to access with the
help of an Internet connection and sends the content back to you. For your
organization, it looks like your system is connected to an anonymizer's web address, but
not to Twitter or other sites.

Anonymizers, apart from protecting users' identities, can also attack the website and no one
can actually detect where the attack came from.

Types of Anonymizers

An anonymizer is a service through which one can hide their identity when using
certain services of the Internet. It basically works by encrypting the data from your computer, so that
is cannot be understood by Internet service providers or anyone who might try to access it. Basically,
anonymizers are of two types:

9 Networked anonymizers

9 Single-point anonymizers

Networked Anonymizers

These type of anonymizer first transfers your information through a network of
Internet computers before sending it to the website. Since the information passes through
several Internet computers, it becomes more cumbersome for anyone trying to track your
information to establish the connection between you and anonymizer.

Example: If you want to visit any web page you have to make a request. The request will first
pass through A B and CInternet computers prior to going to the website. Then after being
opened, the page will be transferred back through G B and Aand then to you.

Advantage: Complication of the communications makes traffic analysis complex
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Disadvantage: Any multi-node network communications have some degree of risk at each node
for compromising confidentiality
Single-point Anonymizers

—~  Single-point anonymizers first transfer your information through a website before
sending this to the target website, and then pass back information, i.e., gathered from the
targeted website, through a website and then back to you to protect your identity.

Advantage: IP address and related identifying information are protected by the arms-length
communications

Disadvantage: It offers less resistance to sophisticated traffic analysis
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Case: Bloggers W rite TextB ackw ards

to Bypass W eb Filters in China

Bloggers and
journalists in China *
are using a novel approach

to bypass Internet filters in their

country - they write backwards or w
from right to left

"‘he® r Z lem
*. ~
Sdeblebyh, . n¢

ering packetsco . aSTibet,

50**are '

"OerPBiaevJananrOen’ etC
| Rights Reserved. Reproduction is Strictly Prohibited.
<\» - Case: Bloggers W rite Text Backwards to ® ypass W eb

e | f Filters in C hina

China is well known for its implementation of the "packet filtering™ technique. This technique
detects TCP packets that contain controversial keywords such as Tibet, Democracy, Tiananmen,
etc. To bypass Internet filters and dodge the censors, bloggers and journalists in China are
writing the text backwards or from right to left. By doing so, though the content is still in human
readable form, the text is successful in defeating web filtering software. Bloggers and

journalists use vertical text converter tools to write the text backwards or from right to left and
vertically instead of horizontally.
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Censorship Circumvention
Tool: Psiphon

CEH

J  Psiphon is a censorship circumvention system that allows users to
bypass firewalls and access blocked sites in countries where the

Psiphon 3

Internet is censored

J ltuses a secure, encrypted HTTP tunnel connection to receive
. . . . . 0 0o proxy domestic web sites.
requests from psiphonite to psiphonode which in turn transports

. Qicrr. Veraion; 40 t
the results back to the requested psophonite Swmmconnecting..
Localhos! poit 1080is alreadyin use
Inpj Ihcst port 1081

J Itacts as aweb proxy for authenticated psiphonites, even works
HTTP proxy is rurining cn localhost poit SOSO

on mobile devices Preferred sen'era: 2
-1 Itbypassthe content-filtering systems of countries like China, Lmam@g!pm.Ezml,eadymm
. . SOCKS localMcst port 1081
North Korea, Iran, Saudi Arabia, Egypt and others SSHosﬂg::s‘fsu;\;"g:)nr\gr\ggt;dc o

cn localhooi poit 8030.

FixVPN Servces faled:ireutfciert privileoesto confiaure 0"stal servce IKEE
VPN connecting...
YPN succes”uly connected.

Uncensored HTTP praxy is rumha cn localhost poit 8080.
VPN disconnected.
SSH connecting. ..
Locahoss poit 1080 LAready inuse
SOCKS proxy it runningon localhost port 1081
SSH succes”uly comectod.
HTTP praxy is rumng cn localhos! poit 8080.
Unpraeede autee ruixjifcoiit com
Urproxed.a 1970.gok.anoi/id
Uronxed:osnotomq .com
Unproved a$«0g akamai net
Unproxed: wyww.bgaiautc.com
Uronxed: mypalsar.com
SSH disconnected
SSH* connecting.
Locahos: cor. 1080is aready inuse

SOCKS proxy is running on localhost port 1081

Aboii Psphon 2
http://psiphon.co
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Censorship Circum vention Tool: Psiphon
Source: http://psiphon.ca

Psiphon is a censorship circumvention system that allows users to bypass firewalls and access
blocked sites in countries where the Internet is censored. It uses a secure, encrypted HTTP
tunnel connection to receive requests from psiphonite to psiphonode, which in turn then
transports the results back to the requested psophonite. It acts as a web proxy for
authenticated psiphonites, and works on mobile browsers. It bypasses content-filtering systems
of countries such as China, North Korea, Iran, Saudi Arabia, Egypt, and others.
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p Psiphon 3 HIO] x

> om »sh

®SSH !

. @ Don! proxy domestic web sites
Client Version: 40

SSHe connecting

Localhost port 1080 is already m use

SOCKS proxy is runrwig on locahost port 1081.
SSHe successfully connected

HTTP proxy isrumng on locahost port 8080
Preferred servers: 2

SSHe disconnected

SSHe connecting...

Localhost port 1080 is already m use

SOCKS proxy is rurmng on locafriost port 1081
SSHe successfully connected

HTTP proxy is rurmng on locahost port 8080
SSH+ disconnected

Fix VPN Services faded nsuffoent pmnleges to configure or start service IKEE
VPN connecting...

VPN successfully connected

HTTP proxy is rurmng on locatiost port 8080
VPN disconnected

SSH connectng...

Localhost port 1080 is already n use

SOCKS proxy is rurmng on locatiost port 1081.
SSH successfully connected

HTTP proxy is rurmng on locahost port 8080
Unprcuoed autosinaxabout.com

Unproxied: a1979.g akamai net

Unproxied: bsmotormg com

Unproxied: a90g akamainet

Unprowed: www baja'auto com

Unprowed mypulsar com

SSH disconnected

SSHe connecting

Localhost port 1080 is already in use

SOCKS proxy is running on locatiost port 1081

About Ps*>hon 3

FIGURE 3.74: Psiphon Screenshot
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Censorship Circum vention Tool: Your-Freedom

Source: http://www.your-freedom.net

Censorship circumvention tools allow you to access websites that are not accessible to you by
bypassing firewalls. The Your Freedom services makes accessible what is unaccessible to you,
and they hide your network address from those who don't need to know. This tool turns your
PC into an uncensored, anonymous web proxy and an uncensored, anonymous SOCKS proxy
that your applications can use, and if that's not enough, it can even get you connected to the
Internet just as if you were using an unrestricted DSL or cable connection.
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Your Freedom " E°L
Status | Streams | Account Profile Ports Messages Vouchers j Applications About
Freedom Server https://fems29.your-freedom.de 443
External IP Address 83.170.106 56
Server located in UK, United Kingdom
Open streams 0
Bytes sent 2973
Bytes received 704
Send rate (bytes/sec) 279
Receive rate (bytes/sec) 111
Configure Stop connection Restartconnection Update? Exit " I
Uplink Downlink
1.0 k 0.4 k

FIGURE 3.75: Your-Freedom Screenshot
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How to Check if YourWebsite is
Blocked in China or Not?

J Internet tools help identify if web users in China can access remote websites

J  When Just Ping and WebSitePulse show "Packets lost" or "time-out" errors,
chances are that the site is restricted

http://www.websitepulse.com

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

How to C heck ifYourW ebsite is Blocked in China or

--------- N ot?

""packets lost' error is received or there is a connection time-out message is displayed while
connecting to your site, chances are that the site is blocked. To find out whether the website at
xyz.com is accessible by Chinese web users, you can use tools such as just ping and

WebSitePulse.
f (00

Just ping
Source: http://www.iust-ping.com

Just ping is an online web-based ping tool that allows you to ping from various locations
worldwide. It pings a website or IPaddress and displays the result as shown as follows:
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just”~ping
ujn TCHmMm nu!
WATOVMNC CVEROMIM 1IMNISK

Online web-baaed ping: Free online ping iron SO locaiioaa worldwide

U-jhg | lprd

eg yahoo con or 66.94.234.13

pirer trmbAiockerm <Gk http fiybfecstonok am)

Singapore. Unknown hoat:
Singapore: v»nr faeebook .com
erda.n2 ,

Okay M 3 90.5 91 0 2a03:2680:2110:3f02:face bOOC
Natharlanda
Florida. U.S.A: okay 84 0 84 6 83.3 66.220.149 88
Xaatardias. Okay 90 5 9 6 91.0 2a03:2880:2110:3f02:face bOOc
Nc*.herlarvds :
Hong KIYAJ chin* Okay 183.9 189.9 198.9 2a03:2880:10:1f02: faca:b0Oc 25
Sydney.
Hinlw @ im Okay 193.9 183.8 165.0 69.171.237.16
MA*tnchen.
Curmnany: Okay 97.2 97.5 96 .2 69.171.242.70
Coloane. SarmanYrOkay 103 3 109.9 106.1 2a03:2880:2110:3f02:faca bOOc:
Hav York, U.S.A. Okay 91.* 82.1 82.5 <9.171.237.32
Stockhola.

Okay 123 123.9 124.2 2a03 2880 2110 3f02 faca bOOC
Swadan.
Jiama Clara. Okay 28 0 28.3 28.7 69.171.228 70
Vancouver. Okay M 8 33.9 34.1 2203:2880:10 if03 faca.bOOc 29
London. Unitad R . . . R
Kingdom. Okay 94.4 94 .7 98.2 2203:2880:2110:3f03:faca:b0OC
Madrid. Spain:  Okay 124 6 124.7 125.3 65 63 189.74
Padova Italy:  Okay 113 A 113.c 1139 2a03 2880! 2110 3F02 faos bOOC
Auctin. U.S.A.: Okay 72 8 73.2 73.C 2a03 2880 10 03 face bOOC 25
Motherlande . Okay M 3 90.€ 90.9 2203:2880:2110:3f02 face bOOC

FIGURE 3.76: Just Ping Screenshot

W ebsitePulse
Source: http://www.websitepulse.com

WebsitePulse provides remote monitoring services. It simultaneously pops websites from
around the globe.

1 a X
B NKHeTd «wCm
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FIGURE 3.77: WebsitePulse Screenshot
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G-Zapper CEH

G-Zapper - TRIAL VERSION

G Zapper
G-Zaocei ~=ntsctrg you! Search Piivacy

Didyou know - 300g19 *teres a unique identifier in a cookie on your PC, which alow? them to track the
kewkofdiyoo ssach fot. G-Zepper will ojtomalicdl/ dctcct and chan this cookie inyour wsb bo/vie.
Jj;t mjn G-Zaoce». ninini7e the 'Vinebw. and enjoy ycur enhanced search privacy.

J Google sets a cookie on user's

i i i ifi 2" | iy IDejstson \vm P
system with a unique identifier % B CEERRATE
that enables them to track user's Gox~e inStaled the cookie on Tuesday, July 03. 2012 12:10:32 AM
web activities such as: Ya* scaiche; hale teen trackedfar *9 days

. « 1 You have 2Go«g» teaiehet «aved n Mjjilla Rrafax
« Search Keywords and habits

e Search results & diddreldeel b
Yoji inMitj* wil h» ofc<cutxd fromprevicut SMrchtfi *nd GZ*ppe«r wil mgulMiclean luhirs cookiat

« Websites visited
Tobbck *nddelete the Googe ceareh cook*, die*, the 8look Cookis button.
. ) (Grtai aid AGer > 1 10"l be unavailable vitli the ojuke blocKcd)
J Information from Google cookies

can be used as evidence in a court hilofjvaeLmveDlive(i.cim

of law | 0 btt CootieJ ~Block Cock* j " Test Google j " Settings

http ://www.dummysoftware.com
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G "Zapper
Source: http://www.dummysoftware.com

G-Zapper is a utility to block Google cookies, clean Google cookies, and help you stay
anonymous while searching online. It automatically detects and cleans Google cookies each
time you use your web browser.

It is compatible with Windows 95/98/ME/NT/2000/XP/Vista/Windows7. It requires Microsoft
Internet Explorer, Mozilla Firefox, or Google Chrome and is compatible with Gmail, Adsense,
and other Google services.
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G-Zapper - TRIAL VERSION

What ISGzapper
G-Zapper *Projecting you Search Privacy

Did you know « Google stores a unque idenMier r a cookie onyou PC. which atows them to track the
keywords you search lor G Zapper w i automatical}! detect and dean this cookie n you web browse*

Just run G+Zapper. m rm tte the window, and enjoy you enhanced search privacy

2" A Google Tracking ID existson yocr PC.

- You Google ID: (Frefox) 85%d451b86*738
Google instaled the cook™* on: Tuesday. Jdy 03.2012 12:10:32 AM

You searches have been backed 10149 days
A | You have 2Gnog|e searches saved n Mozia Frefax

How to Use It

To delete the Google cookie, d ck the Delete Cookie button
You identity w i be obscued from previous searches and G-Zappei w i regularly clean future cookies

TO block and delete the Google search cookie, dick the Block Cookie button
(Gmad and Adsense w i be unavaiable with the cookie Mocked)

http /Ay dunmvsdtware com

Delete Cookie Block Cookie Test Google Settngs

FIGURE 3.78: G-Zapper-Trial Version Screenshot
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Anonymizers BH
Mowser Spotflux
hitp:/Anivnonger.aom n i‘lﬁx//\lwmiﬂl,an
Anonymous Web Surfing Tool U-Surf .
hit/Anenoynossufirgam htp:/utinateanonynity.com
Hide Your IP Address War/gProxy

Annnhicyan htp/Slert-aufam
s4 Anonymizer Universal Voo Hope Proxy
P hitp:/Averorynizer,aom ooE  hpdwwihgkooyan
Guardster Hide My IP
hitp:/Anivg Brcier.aom saflHl  hip/wwpiVaosroam
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L VAR

An anonymizer is a tool that allows you to mask your IP address to visit websites
without being tracked or identified, keeping your activity private. It allows you to access
blocked content on the Internet with omitted advertisements. A few anonymizers that are
readily available in the market are listed as follows:

a Mowser available at http://www.mowser.com
Anonymous Web Surfing Tool available at http://www.anonymous-surfing.com
Hide Your IP Address available at http://www.hideyouripaddress.net
Anonymizer Universal available at http://www.anonvmizer.com

Guardster available at http://www.guardster.com

9

9

©

9

9 Spotflux available at http://www.spotflux.com

Q U-Surf available at http://ultimate-anonymity.com
9 WarpProxy available at http://silent-surf.com

9 Hope Proxy available at http://www.hopeproxy.com
9

Hide My IPavailable at http://www.privacy-pro.com
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Spoofing IP Address CEH

IP spoofing refers to the procedure of an attacker changing his or her
IP address so that he or she appears to be someone else

When the victim replies to the address, it goes back to the spoofed
address and not to the attacker's real address

IP spoofing using Hping?2:

Hping2 www.

-a 7.7.7.7

You will not be able to complete the three-way handshake and open a successful TCP connection by

spoofing an IP address

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

-. Spoofing IP A ddresses
n Spoofing IP addresses enables attacks like hijacking. When spoofing, an attacker a
fake IP in place of the attacker's assigned IP. When the attacker sends a connection request to
the target host, the target host replys to the attacker's request. But the reply is sent to the
spoofed address. When spoofing an address that doesn’t exist, the target replies to a non-
existent system and then hangs until the session times out, consuming target resources.
IP spoofing using Hping2:

Hping2 www .cretifiedhacker.com -a 7.7.7.7

Using Hping2 you can perform IP spoofing. It helps you to send arbitrary TCP/IP packets to
network hosts.

FIGURE 3.79: Attacker Sending Spoofed Packet to The Victim
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IP Spoofing Detection Techniques: CEH
Direct TTL Probes

J Send packet to host of suspect spoofed packet that triggers reply and
compare TTLwith suspect packet; ifthe TTL in the reply is not the
same as the packet being checked, itis a spoofed packet

J This technique is successful when attacker is in a different subnet
from victim

Sending a packet with
spoofed 10.0.0.5 IP-TTL 13

Attacker Target

(Spoofed Address
10.0.0.5)

10.0.05

Note: Normal traffic from one host can vary TTLs depending on traffic patterns

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

IP Spoofing D etection Techniques: Direct TTL Probes

Initially send a packet to the host of suspect spoofed packet and wait for the reply.
Check whether the TTL value in the reply matches with the TTL value of the packet that you are
checking. Both will have the same TTL if they are the same protocol. Though, initial TTL values
vary based on the protocol used, a few initial TTL values are commonly used. For TCP/UDP, the
commonly used initial values are 64 and 128 and for ICIVP, the values are 128 and 255. If the
reply is from a different protocol, then you should check the actual hop count to detect the
spoofed packets. The hop count can be determined by deducting the TTL value in the reply
from the initial TTLvalue. If the TTL in the reply is not matching with the TTL of the packet that
you are checking, it is a spoofed packet. If the attacker knows the hop count between source
and host, it will be very easy for the attacker to launch an attack. In this case, the test results in
afalse negative.
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Sending a packet with
spoofed 10.0.0.5 IP- TTL 13

Attacker e -

(Spoofed Address
10.0.0.5)

10.0.0.5

FIGURE 3.80: Using Direct TTL Probes for IP Spoofing Detection
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IP Spoofing Detection Techniques:
IP Identification Number

J Send probe to host of suspect spoofed traffic that triggers reply and compare IP ID with

suspect traffic

J IfIP IDs are notin the near value of packet being checked, suspect traffic is spoofed

J  This technique is successful even ifthe attacker is inthe same subnet

Send packet with spoofed IP
10.0.0.5; IP ID 2586

* 5-’ T— NS

Attacker "t ;:"o”* ' TalQet

(Spoofed Address
10.0.0.5)

10.0.0.5
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r 3H1 IP Spoofing D etection Techniques: IP Identification

N um ber

Spoofed packets can be identified based on the identification number (IP ID) in the IP header
that increases each time a packet is sent. This method is effective even when both the attacker

and victim are on same subnet.

To identify whether the packet is spoofed or not, send a probe packet to the target and observe
the IP ID number in the reply. Ifit is in the near value as the packet that you are checking, then

it is not a spoofed packet, otherwise it is a spoofed packet.

Sending a packet with
spoofed 10.0.0.5 IP- IP ID 2586

A ttacker Target

(Spoofed Address

10.0.0.5) Yoo

10.0.0.5
FIGURE 3.81: Using IP Identification Number for IP Spoofing Detection
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IP Spoofing Detection Techniques: CEH
TCP Flow Control Method

J Attackers sending spoofed TCP packets, will not receive the
target's SYN-ACK packets

J Attackers cannottherefore be responsive to change in the congestion
window size

_| When received traffic continues after a window size is exhausted,
mostprobably the packets are spoofed

Sending a SYN packet
with spoofed 10.0.0.5 IP

Attacker Target

(Spoofed Address
10.0.0.5)

00 &F B

it

10.0.0.5
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IP Spoofing D etection Techniques: TCP Flow Control
M ethod

The TCP can optimize the flow control on both the send and the receiver side with its
algorithm. The algorithm accomplishes the flow control based on the sliding window principle.
The flow of IP packets can be controlled by the window size field in the TCP header. This field
represents the maximum amount of data that the recipient can receive and the maximum
amount of data the sender can transmit without acknowledgement. Thus, this field helps us to
control data flow. When the window size is set to zero, the sender should stop sending more
data.

In general flow control, the sender should stop sending data once the initial window size is
exhausted. The attacker who is unaware of the ACK packet containing window size
information continues to send data to the victim. Ifthe victim receives data packets beyond the
window size, then the packets must be treated as spoofed. For effective flow control method
and early detection of spoofing, the initial window size must be very small.

Most spoofing attacks occur during the handshake, as it is difficult to build multiple spoofing
replies with the correct sequence number. Therefore, the flow control spoofed packet
detection must be applied at the handshake. In a TCP handshake, the host sending the initial
SYN packet waits for SYN-ACK before sending the ACK packet. To check whether you are getting
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the SYN request from a genuine client or a spoofed one, you should set the SYN-ACK to zero. If
the sender sends an ACK with any data, then it means that the sender is the spoofed one. This

is because when the SYNFACK is set to zero, the sender must respond to it only with the ACK
packet but not ACKwith data.

FIGURE 3.82: Using TCP Flow Control Method for IP Spoofing Detection
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IP Spoofing Countermeasures CEH

Limit access to configuration
information on a machine

Use random initial sequence
numbers
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IP Spoofing Counterm easures

In ethical hacking, the ethical hacker also known as the pen tester, has to perform an
additional task that a normal hacker doesn't follow, i.e.,, applying countermeasures to the
respective vulnerabilities determined through hacking. This is essential because knowing
security loopholes in your network is worthless unless you take measures to protect them
against real hackers. As mentioned previously, IP spoofing is one of the techniques that a
hacker employs to break into the target network. Therefore, in order to protect your network
from external hackers, you should apply IP spoofing countermeasures to your network security
settings. The following are a few IP spoofing countermeasures that you can apply:

Avoid trust relationships

Attackers may spoof themselves as a trusted host and send malicious packets to you. If you
accept those packets by considering that the packets are sent by your trusted host, then you
may get infected. Therefore, it is advisable to test the packets even when they come from one
of your trusted hosts. You can avoid this problem by implementing password authentication
along with trust-relationship-based authentication.

Use firewalls and filtering mechanisms

You should filter all the incoming and outgoing packets to avoid attacks and sensitive
information loss. The incoming packets may be the malicious packets coming from the attacker.
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If you do not employ any kind of incoming packet filtering mechanism such as a firewall, then
the malicious packets may enter your private network and may cause severe loss. You can use
access control lists (ACLs) to block unauthorized access. At the same time, there is also a
possibility of insider attackers. These attackers may send sensitive information about your
business to your competitors. This may also lead to great monetary loss or other issues. There is
one more risk of outgoing packets, which is when an attacker succeeds in installing a malicious
sniffing program running in hidden mode on your network. These programs gather and send all
your network information to the attacker without giving any notification. This can be figured
out by filtering the outgoing packets. Therefore, you should give the same importance to the
scanning of outgoing packets as that of the incoming packet data scanning.

Use random initial sequence numbers

Most of the devices chose their ISN based on timed counters. This makes the ISNs predictable
as it is easy for a malicious person to determine the concept of generating the ISN An attacker
can determine the ISN of the next TCP connection by analyzing the ISN of the current session or
connection. If the attacker can predict the ISN then he or she can make a malicious connection
to the server and sniff your network traffic. To avoid this, risk you should use random initial
sequence numbers.

Ingress filtering

Prohibiting spoofed traffic from entering the Internet is the best way to block it. This can be
achieved with the help of ingress filtering. Ingress filtering applied on routers enhances the
functionality of the routers and blocks spoofed traffic. It can be implemented in many ways.
Configuring and using access control lists (ACLs) that drop packets with source address outside
the defined range is one way to implement ingress filtering.

Egress filtering

Egress filtering refers to a practice that aims at IP spoofing prevention by blocking the outgoing
packets with a source address that is not inside.

Use encryption

If you want to attain maximum network security, then use strong encryption for all the traffic
placed onto the transmission media without considering its type and location. This is the best
solution for IPspoofing attacks. Attackers usually tend to find targets that can be compromised
easily. If an attacker wants to break into encrypted network, then he or she has to face a whole
slew of encrypted packets, which is a difficult task. Therefore, the attacker may try to find
another target that can be easily compromised or may attempt other techniques to break into
the network. Use the latest encryption algorithms that provide strong security.

SYN flooding countermeasures

Countermeasures against SYN flooding attacks can also help you to avoid IPspoofing attacks.
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Besides these basic countermeasures, you can perform the following to avoid IP spoofing
attacks:

9 You should limit the access to configuration information on a machine
9 You should always disable commands like ping

9 You should reduce TTL fields in TCP/IP requests
9

You should use multilayered firewalls
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CEH Scanning M ethodology

So far, we have discussed concepts such as what to scan, how to scan, how to detect
vulnerabilities, and the respective countermeasures that are necessary to perform scanning pen
testing. Now we will begin the action of scanning pen testing.

Check for Live Systems Scan for Vulnerability
191  Check for Open Ports r  Draw Network Diagrams

Scanning Beyond 1DS 30 Prepare Proxies

Banner Grabbing f* *' Scanning Pen Testing

This section highlights the need to scan pen testing and the steps to be followed for effective
pen testing.

Ethical Hacking and Countermeasures Copyright © by EC-COUIICil
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Scanning Pen Testing CEH

0 0

J Pen testing a network for scanning vulnerabilities determines the network's security posture by
identifying live systems, discovering open ports, associating services and grabbing system banners
to simulate a network hacking attempt

J The penetration testing report will help system adm inistrators to:
Close unused ports

Calibrate firewall rules Disable unnecessary services

Troubleshoot service

. . Hide or customize banners
configuration errors
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Scanning Pen Testing

The network scanning penetration test helps you to determine the network security
posture by identifying live systems, discovering open ports and associated services, and
grabbing system banners from a remote location, simulating a network hacking attempt. You
should scan or test the network in all possible ways to ensure that no security loophole is
overlooked.

Once you are done with the penetration testing, you should document all the findings obtained
at every stage of testing so that it helps system administrators to:

9 Close unused ports if not necessary/unknown open ports found

9 Disable unnecessary services
9 Hide or customize banners
9 Troubleshoot service configuration errors
9 Calibrate firewall rules to impose more restriction
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(Cont'd)

© Check for the live hosts using tools such

START as Nmap, Angry IP Scanner, SolarW inds
Engineer's toolset, Colasoft Ping Tool,
etc.
Use tools such as Nmap, e Check foropen ports using tools such as
Angry IP Scanner, etc. Nmap, Netscan Tools Pro, PRTG Network
Monitor, Net Tools, etc.
\Y
© Perform banner grabbing/OS
Perform_ port > Usetools such as Nmap, fingerprinting using tools such as Telnet,
scanning Netscan Tools Pro, etc. Netcraft, ID Serve, etc.
Vi » Scan for vulnerabilities using tools such
as Nessus, GFI LANGuard, SAINTscanner,
Perform banner grabibing Use tools such as Telnet, Core Impact Professional, Retina CS
10S fingerprinting Netcraft, ID Serve, etc. Management, MBSA, etc.
\Y%
Scan for Use tools such as Nessus,
oy a SAINTscanner,
vulnerability

GFI LANGuard, etc.
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Scanning Pen Testing (Cont’d)
Let's see step by step how a penetration test is conducted on the target network.
Stepl: Host Discovery

The first step of network penetration testing is to detect live hosts on the target network. You
can attempt to detect the live host, i.e., accessible hosts in the target network, using network
scanning tools such as Angry IP Scanner, Nmap, Netscan, etc. It is difficult to detect live hosts
behind the firewall.

Step 2: Port Scanning

Perform port scanning using tools such as Nmap, Netscan Tools Pro, PRTG Network Monitor,
Net Tools, etc. These tools will help you to probe a server or host on the target network for
open ports. Open ports are the doorways for attackers to install malware on a system.
Therefore, you should check for open ports and close them if not necessary.

Step 3: Banner Grabbing or OS Finger Printing

Perform banner grabbing/OS fingerprinting using tools such as Telnet, Netcraft, ID Serve,
Netcat, etc. This determines the operating system running on the target host of a network and
its version. Once you know the version and operating system running on the target system, find

Module 03 Page 430 Ethical Hacking and Countermeasures Copyright © by EC-COI1nCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Scanning Networks

and exploit the vulnerabilities related to that OS. Try to gain control over the system and
compromise the whole network.

Step 4: Scan for Vulnerabilities

Scan the network for vulnerabilities using network vulnerability scanning tools such as Nessus,
GH LANGuard, SAINT, Core Impact Professional, Ratina CS, MBSA, etc. These tools help you to
find the vulnerabilities present in the target network. In this step, you will able to determine
the security weaknesses/loopholes of the target system or network.
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Scanning Pen T esting £ g 1]
(Cont'd)

y

Draw network Use tools such as LAN
diagrams surveyor, OpManager, etc.

Use tools such as Proxy
Prepare proxies Workbench, Proxifier,
Proxy Switcher, etc.

© Draw network diagrams of the vulnerable hosts using tools such as LAN surveyor, OpManager,
NetworkView, The Dude, FriendlyPinger, etc.

e Prepare proxies using tools such as Proxy Workbench, Proxifier, Proxy Switcher, SocksChain, TOR, etc.

e Document all the findings
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Scanning Pen Testing (Cont’d)

-

Step 5: Draw Network Diagrams

Draw a network diagram of the target organization that helps you to understand the logical
connection and path to the target host in the network. The network diagram can be drawn
with the help of tools such as LAN surveyor, OpManager, LANState, FriendlyPinger, etc. The
network diagrams provide valuable information about the network and its architecture.

Step 6 : Prepare Proxies

Prepare proxies using tools such as Proxifier, SocksChain, SSL Proxy, Proxy+, Gproxy,
ProxyFinder, etc. to hide yourself from being caught.

Step 7: Document all Findings

The last but the most important step in scanning penetration testing is preserving all outcomes
of tests conducted in previous steps in a document. This document will assist you in finding
potential vulnerabilities in your network. Once you determine the potential vulnerabilities, you
can plan the counteractions accordingly. Thus, penetration testing helps in assessing your
network before it gets into real trouble that may cause severe loss in terms of value and
finance.
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M odule Sum m ary

The objective of scanning is to discover live systems, active/running ports,
the operating systems, and the services running on the network

Attacker determines the live hosts from a range of IP addresses by sending ICMP ECHO requests
to multiple hosts

Attackers use various scanning techniques to bypass firewall rules and logging mechanism, and hide
themselves as usual network traffic

Banner grabbing or OSfingerprinting isthe method to determine the operating system running
on aremote target system

O Drawing target's network diagram gives valuable information about the network and its architecture
to an attacker

0O HTTP Tunneling technology allows users to perform various Internet tasks despite the restrictions
imposed by firewalls

O Proxyis anetwork computer that can serve as an intermediary for connecting with other computers

O A chain of proxies can be created to evade atraceback to the attacker
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M odule Summary

Let's take a look at what you have learned in this module:

The objective of scanning is to discover live systems, active/running ports, the
operating systems, and the services running on the network.

Attacker determines the live hosts from a range of IP addresses by sending ICMP ECHO
requests to multiple hosts.

Attackers use various scanning techniques to bypass firewall rules, logging mechanism,
and hide themselves as usual network traffic.

e Banner Grabbing or OS fingerprinting is the method to determine the operating system
running on a remote target system.

o Drawing target's network diagram gives valuable information about the network and its
architecture to an attacker.

HTTP Tunneling technology allows users to perform various Internet tasks despite the
restrictions imposed by firewalls.

Proxy is a network computer that can serve as an intermediary for connecting with
other computers.

A chain of proxies can be created to evade a traceback to the attacker.
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